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INFRINGEMENT, MERCHANTABILITY AND FITNESS FOR A PARTICULAR
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OTHER PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
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To the extent that this Limitation is inconsistent with the locality where You use the
Software, the Limitation shall be deemed to be modified consistent with such local law.

Choice of Law:

You agree that any and all claims, suits or other disputes arising from your use of the
Information shall be determined in accordance with the laws of the State of Illinois, in the
event Train Signal, Inc. is made a party thereto. You agree to submit to the jurisdiction of
the state and federal courts in Cook County, Illinois for all actions, whether in contract or in
tort, arising from your use or purchase of the Information.

Page 4 of 84 © Train Signal, Inc., 2002



i
AlrainSIGNAL, .

TABLE OF CONTENTS

INTRODUGCTION. ... 6
LAB SETUP ... .ot 9
SETTING UP THE LAB ... .ot 10

COMPUTER 1.ttt e s e 11

COMPUTER 2. .ttt 12

COMPUTER .. e 12
Y = PP 15
SCENARIO — PART ONE ... 16
SCENARIO — PART TWO ...t 17
PLANNING FOR STORAGE NEEDS ... 17
STORAGE SPACGE ... e s 17
HARD DRIVE ..ot 18
RAID .. e 18
PARTITIONS . ...ttt e e e s e e s e e e 18
THE DISK MANAGEMENT TOOL ....oiiiiiiiieie et 20
CHANGING DRIVE LETTERS ... 21
CREATING A SECOND PARTITION. ...t 22
LABELING THE PARTITIONS ... .o 26
CREATING AN ORGANIZED FOLDER STRUCTURE .......ccoiiiiiiiiiiiie e 27
SETTING PERMISSIONS TO CONTROL USER ACCESS ........ccoi i 29
ASSIGNING SPECIAL PERMISSIONS ... ..o 32
SHARING FOLDERS ON THE NETWORK.......ooiiiiiiiiie e 38
CONNECTING TO THE NETWORK SHARES. ... 41
TESTING FILE AND FOLDER SECURITY ...t 43
LAB ... e 47
SCENARIO ... e 48
CREATING A DISTRIBUTED FILE SYSTEM (DFS) ...ooeiiiiiiiieeee e 49
SETTING UP THE NETWORK FORDFS ... 49
CREATING A DFS ROOT FOR THE ACCOUNTING DEPARTMENT ......cccviiiiiiiiiene 50

Page 5 of 84 © Train Signal, Inc., 2002



i
AlrainSIGNAL, .

ADDING DFS LINKS ... 54
CONNECTING TO THE DFS SERVER FROM THE CLIENT ......oooiiiiiiiiiiieeiieeee 56
CREATING A DFS ROOT REPLICA ... ..o 57
TESTING THE DFS ROOT REPLICA FOR FAULT TOLERANCE ..........ccocooviiiiine 60
CREATING DFS LINK REPLICAS FOR FAULT TOLERANCE.........cccccoiiiiiiiiiiieeeee 62
TESTING DFS FOR COMPLETE FAULT TOLERANCE.........cccoi e 64
LY = OO PUUPTRRT 67
SCENARIO ... s 68
DISK QUOTAS e e et e e s e e e 68
ENABLING DISK QUOTAS ..t 69
TESTING DISK QUOTAS FROM CLIENT-1 ..o 70
SETTING INDIVIDUAL USER DISK QUOTAS ...t 71
TESTING THE INDIVIDUAL QUOTA ENTRY FOR A SPECIFIC USER............cccec... 73
FINDING THE OWNER ...t 73
THE EFFECT OF COPYING FILES ON DISK QUOTAS ... 74
THE EFFECT OF MOVING FILES ON DISK QUOTAS ... 76
MAPPING A NETWORK DRIVE ... 7
MAP NETWORK DRIVE TOOL (GUI) ..o 7
MAPPING A NETWORK DRIVE USING THE NET USE COMMAND.........ccccocviiiinunnn. 80
MAPPING A NETWORK DRIVE USING A LOGON SCRIPT ....ccviiiiieeiee e 81
COMBINING THE ADD AND DELETE COMMANDS..........cooiiii e 83

Page 6 of 84 © Train Signal, Inc., 2002



i
alrainSIGNAL. ..

Introduction

Welcome to Train Signal!

This series of labs on Windows 2000 is designed to give you detailed, hands-on experience
working with Windows 2000. Train Signal’s Audio-Visual Lab courses are targeted towards
the serious learner, those who want to know more than just the answers to the test
questions. We have gone to great lengths to make this series appealing to both those who

are seeking Microsoft certification and to those who want an excellent overall knowledge of
Windows 2000.

Each of our courses puts you in the driver’s seat, working for different fictitious companies,
deploying complex configurations and then modifying them as your company grows. They
are not designed to be a “cookbook lab,” where you follow the steps of the “recipe” until
you have completed the lab and have learned nothing. Instead, we recommend that you
perform each step and then analyze the results of your actions in detail.

To complete these labs yourself, you will need three computers equipped as described in the
Lab Setup section. You also need to have a foundation in Windows 2000 and TCP/IP
concepts. You should be comfortable with installing Windows 2000 Professional or Server
and getting the basic operating system up and running. Each of the labs in this series will
start from a default installation of Windows 2000 and will then run you through the basic
configurations and settings that you must use for the labs to be successful. It is very
important that you follow these guidelines exactly, in order to get the best results from this
course.

The course also includes a CD-ROM that features an audio-visual walk-through of all of the
labs in the course. In the walk-through, you will be shown all of the details from start to
finish on each step, for every lab in the course. During the instruction, you will also benefit
from live training that discusses the current topic in great detail, making you aware of many
of the associated fine points.

Thank you for choosing Train Signall

Page 7 of 84 © Train Signal, Inc., 2002



|I—|—|I___
_'-| L _

ulrainsSiIGNAL...

Page 8 of 84 © Train Signal, Inc., 2002



i
AlrainSIGNAL, .

Lab Setup



i
AlrainSIGNAL, .

Setting up the Lab

1. Computer Equipment Needed

Item Minimum Recommended

Computers (3) Pentium I 133 MHz (3) Pentium II 300MHz or greater
Memory 128 MB 256 MB

Hard Drive 4 GB 4 GB or larger

NIC 1/machine 1/machine

Hubs 1 1

Network Cable | (3) Category 5 cables (3) Category 5 cables

I strongly urge you to acquire all of the recommended equipment in the list above. It can all
be easily purchased from Ebay for around $500 (less if you already have some of the
equipment). This same equipment is used over and over again in all of Train Signal’s labs
and will also work great in all other sorts of network configurations that you may want to set
up in the future. It will be an excellent investment in your education. You may also want to
look into a disk imaging product such as Norton Ghost. Disk imaging software will save
you a tremendous amount of time when it comes to reinstalling Windows 2000 for future
labs. Many vendors offer trial versions or personal versions of their products that are very
inexpensive.

Page 10 of 84 © Train Signal, Inc., 2002
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2. Computer Configuration Overview

Computer
Number

Computer Name

SRV-1

SRV-11

Client-1

IP Address 192.168.1.201/24 192.168.1.211/24 192.168.1.1/24
OS W2K Server W2K Server W2K Pro
Additional Domain Controller Sp2 SP2
Configurations DNS Setver 4 GB Hatd Drive w/
SP2 2 GB System
partition.

3. Detailed Lab Configuration

***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND that is not connected to a business network.
Train Signal Inc., is not responsible for any damages. Refer to the full disclaimer and limitation of
liability which appears at the beginning of this document and on our web site, www.trainsignal.com.

Computer 1

Computer 1 will be named SRV-1 and the operating system on this computer will be
Windows 2000 Server or Advanced Server. You should also install Service Pack 2 to avoid
any unforeseen problems. If you do not have a copy of Windows 2000 Server you can
obtain an evaluation copy of Windows 2000 Advanced Server within the Microsoft Press
seties of books, and Service Pack 2 is available for download on Microsoft’s web site.

SRV-1 will have a static IP address of 192.168.1.201 with a 255.255.255.0 subnet mask. The
default gateway field can be left blank but you should enter this computer’s own IP address
for the Preferred DNS field (192.168.1.201).

Page 11 of 84 © Train Signal, Inc., 2002
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The alternate DNS Server field can be left blank. This computer will be set up as a Domain
Controller by using the dcpromo.exe program. In order to make this machine a domain
controller, DNS will need to be installed as well.

There are 2 ways to install DNS at this point - automatically when you run dcpromo.exe or
manually before you run dcpromo.exe. For our purposes, we are going to install DNS
automatically, when we run dcpromo.exe. Run dcpromo.exe on this machine and make the
following selections as you are prompted: create a new domain; create a new domain tree;
create a new forest of domain trees. The domain name for the scenario is benandbrady.com.
Leave all the other settings at their defaults. When the wizard asks, install DNS by selecting
Install and Configure DNS now. Next, choose Permissions Compatible for pre-Windows
2000 Computers. Then you will be asked for an AD password. For our purposes we will
leave this blank. Active directory installation should then take place and you can restart the
computer when you are prompted. MAKE SURE that the network card is plugged into a
hub or into another computer with a crossover cable, otherwise Active Directory installation
will fail, without giving you a clear cause. See figure 1, next page.

Computer 2

Computer 2 will be named SRV-11 and Windows 2000 (either version once again) will be
installed on this computer with Service Pack 2. It is important that this computer has at
least a 4-gigabyte hard drive with a 2-gigabyte system partition in order to perform
this lab. Basically, do NOT create one partition using your whole hard drive during
installation. Leave some unpartioned or unallocated space, 500 MB or more. The computer will
be joined to the benandbrady.com domain as a member server. SRV-11 will have a static IP
address of 192.168.1.211 with a 255.255.255.0 subnet mask. The default gateway can be left
alone at this point. Configure the preferred DNS server setting to point to SRV-1,
192.168.1.201 and leave the alternate DNS setting blank. You will need to make this
computer a member server of benandbrady.com by simply right clicking on the “My
Computer” icon on the desktop and selecting Properties. Select the Network Identification
tab, select Properties, select Domain and type in the domain name it will be joining, which is
benandbrady.com and click OK. It will then ask for a username and password. Use the
administrator account name and password from the benandbrady.com domain. When it has
successfully joined, it will “welcome you to the domain” and then tell you that it needs to
restart in order for the changes to take effect. After restarting the computer, make sure
you change the “Log on to” dialog box to the domain rather than “this computer.” See
figure 1, next page.

Computer 3

Computer 3 will be named Client-1 and will have Windows 2000 Professional installed as the
operating system. Client-1 will be joined to the benandbrady.com domain in the same way
as SRV-11. Client-1 will have a static IP address of 192.168.1.1 with a 255.255.255.0 subnet
mask. See figure 1, next page.
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Important - You should test the network connections (using the PING command) between
each of these machines to ensure that your network is set up propetly. Testing before you
get started will save you major time and effort later.

Domain Users & Groups
Create the following Domain Users and Groups in Active Directory. For example Jack
Straw belongs to the Marketing group and has a username of jstraw with a password of

test.
Jack Straw jstraw test Marketing
Jill Smith jsmith test Accounting
Sue Stevens sstevens test Sales
Bob Hayes bhayes test Administrators

Lab Setup

File Server Lab

E = Hub
Computer Name: SRV-1
Static IP: 192.168.1.201/24
OS: W2K Server/SP2
Services:
DNS
Domain Controller

=[]
Computer Name: Client-1

Static IP: 192.168.1.1/24
0S: W2K Professional/SP2

"I

Computer Name: SRV-11
Static IP: 192.168.1.211/24
0S: W2K Server/SP2
Services:

File Server

(figure 1)

***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND that is not connected to a business network.
Train Signal Inc., is not responsible for any damages. Refer to the full disclaimer and limitation of
liability which appears at the beginning of this document and on our web site, www.trainsignal.com.
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LLab 1

Configuring the File Server

You will learn how to:

e Plan for and create a data partition
e Plan and create an organized folder/file structure
e Set permissions to control user access
e (Connect to shares over the network
e Test permissions from the client computer

Page 15 of 84 © Train Signal, Inc., 2002
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Scenario — Part One

Ben & Brady’s Ice Cream Co., is a manufacturer of gourmet ice cream products that are sold
internationally. Their main headquarters is located in San Francisco and they also have a
manufacturing facility in Charlotte, North Carolina. The San Francisco office currently has 5
servers, all running Windows 2000 Server and 125 workstations, all running Windows 2000
Professional. They are connected to the Internet with a full T1 (1.544 Mbps), and
Microsoft’s ISA Server (firewall) protects the internal network. The facility in Charlotte is
used to manufacture ice cream and to ship to Ben & Brady’s east coast distributors. This
location currently has 5 servers, all running Windows 2000 Server, and 30 workstations, also
all running Windows 2000 Professional. Chatlotte is connected to the Internet with a
Fractional T1 (768 Kbps) and they also use ISA Server to protect their internal network.
The two locations are connected together through a VPN formed between the two ISA
Servers over the Internet.

You have worked for Ben & Brady’s for about 6 months now, but so far you have been
doing basic troubleshooting on user desktops. Although this type of troubleshooting is
starting to get a little boring, you have learned a lot and your I'T Manager, Jill, has been great
about showing you the ropes inside the server room. Today, she has a special surprise for
you. The old file server is on its last legs and the new server she ordered has arrived. You
have been given the job of setting up the file server, from start to finish! You can’t believe
your luck. You have installed Windows 2000 Server many times before, but always on junky
test lab computers (computers that were retired from user desktops). This server is
enormous in comparison: 2 CPUs, 2 GB of memory and five 36 GB SCSI hard drives. You
NOW have the power!

$San Francisco Office

Ben & Brady’s Ice Cream Co.

Computer Name: SRV-1

IP Address; 192.168.1.201/24 Firewall

Domain Controller Computer Name: SRV-2 (ISA Server) \

DNS o A o nternet
IP Address; 192.168.1.202/24
WINS

e

125 — =
Windows 2000 Router
Professional Clients Computer Name:_SRV-12
IP Address; 192.168.1.212/24
Computer Name: SRV-11 E-mail server
IP Address; 192.168.1.211/24
File Server
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Scenario — Part Two

In your meeting with Jill, she has described how she wants you to set up the folder structure
and the permissions. You will be creating a “Public” folder that is, in general, open to all of
the users in the domain. Underneath the public folder you will also be creating four more
folders, for “Marketing,” “Sales,” “Accounting,” and a “General” folder. Fach different
department will be limited to viewing information only from their own specific departmental
folder. The general folder will be open for the entire company to share information. In
addition to limiting group access to certain folders, you also have to ensure that users do not
alter the base folder structure. They should, however, have the capability to modify any
information within their departmental folders. For example, a user in the marketing group
should be able to open up the public>marketing folder, but they should not be able to
modify it in any way. This user should be allowed to create, modify, read or delete any folders
or files within the marketing folder. This is essentially the marketing department’s
playground. Also, the marketing user should have no access to the accounting or sales
folders. Jill would also like you to create a software share on this server, which will contain
both desktop and administrative software. In this lab, you are going to use srv-11 as your
new file server for the San Francisco office. Srv-1 will only be used as a domain controller in
this lab. On srv-11, you will be responsible for creating the data partition and the folder
structure, and then setting permissions on the folders. You will then test client access from
client-1 to ensure that the appropriate users have access to each of the data folders.

Planning for storage needs

One of the most important and first steps you should take before building your file server is
planning for your file server. Some of the decisions you need to make will include the
amount of storage space needed, the type of hard drive to use IDE or SCSI), the type of
fault tolerance to use (Hardware or Software RAID) if any, the number of partitions to
create, which file systems to use on those partitions and how to set up your folder structure.
You will need to determine all this and more based upon your company’s needs and budget.
We will cover some of these topics in the following section with others addressed later in the
course within a separate lab.

Storage Space

Storage space is always difficult to determine. Calculating your storage needs really depends
upon the types of files being saved on your file server and the number of users that are using
it. In general, storage space is fairly cheap and you should plan on installing more than you
estimate your company will need. Make sure that you plan at least two years ahead. You
don’t necessarily have to have all of the hard drives currently installed in your server, but
make sure that the server is capable of supporting additional hard drives in the future. If you
are still not sure how to determine the amount of storage space to install, come up with a
figure that you feel is reasonable, on average, for each user to have, for example, 1,000
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MB/usetr. Multiply this figure by the number of users in your company and then double it.
So, if you have 100 users, this will be 200,000 MB or approximately 200 GB. Also, take into
account any information that you (the I'T department) want to include on this server and add
this to your total figure. You now have a rough number to use for actual storage space (not
including fault tolerant volumes!).

Hard Drive

Another choice you have is the type of hard drive, SCSI or IDE. The recommended hard
drives to use on servers are SCSI disks because they traditionally have faster data transfer
rates than IDE drives. In addition, an array of SCSI drives can multitask whereas an array of
IDE disks will wait until the other IDE disk transfers data before they attempt to transfer
their own data, making SCSI disks work more efficiently with RAID (see next section). As
you might expect, SCSI hard drives are also more expensive, usually costing around two to
three times more than IDE hard drives. In order to keep costs down this Mega Lab only
requires IDE hard drives on the servers you create. On a production file server, SCSI hard
drives are almost always used.

RAID

RAID stands for Redundant Array of Independent (or Inexpensive) Disks - it is a method
that is used on an array of hard disks to improve fault tolerance and data throughput. There
are a variety of ways to implement RAID, through both dedicated server hardware or within
the Windows 2000 software. Hardware RAID is more expensive but it is also faster and
more reliable. Software RAID is less expensive because it comes built into the Windows
2000 operating system, but will not be as fast or reliable as a hardware RAID controller.
There are three levels of RAID that can be used within Windows 2000: RAID 0 also called a
striped volume; RAID 1 also called a mirrored volume; and RAID 5 also called a striped volume with
parity. Hardware RAID is becoming more and more affordable and even some low end
servers now have hardware RAID controllers. For a file server, hardware RAID is almost
always worth the expense.

Partitions

Once you have the taken care of the type and size of the hard drive(s) and the disk controller
to which they will connect, it is time to consider how you will partition the hard drive(s).
This is a concept that is often considered to be written in stone, but lack of planning can
cause major headaches further down the road. Your first task is to decide on the size of the
system/boot partition. Within Microsoft literatute you often see recommended figutes such
as 1 GB minimum (if not smaller) and 2 GB. However, even 2 GB is much too small for
this system/boot pattition. Before you determine an exact size, you need to ask some
questions. What will this partition contain? System/boot files? Data files? Program files?
Typically, you want to store your data on its own separate partition(s). Program files,
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however, are often installed on the same partition where Windows 2000 is installed. What
else might be installed on that partition? Service packs, hot fixes to the operating system,
possibly even a future upgrade of Microsoft’s newest server release. You need to make sure
that you have plenty of room on the system/boot partition not only for Windows 2000 but
also for anything else you might install on it. With a basic mix of Windows 2000 Server,
service packs and a couple of programs, you will probably be well over 2 GB already. 1
would recommend a minimum of 5 GB with 10 GB or more probably a more ideal number.
A data partition(s) should be created to separate and organize your data from the system
files. One data partition is adequate, although you may want to create additional partitions
for further organization. It’s almost always better to keep it simple!

File Systems

Choosing a file system for your partitions is much easier with Windows 2000 than it was
with NT 4.0. In NT 4.0 the system/boot partition was often formatted with the FAT16 file
system, to allow for access using a DOS boot disk to troubleshoot the N'T 4.0 installation.
Windows 2000 has a command line program called the Recovery Console that allows you to
troubleshoot NTTS partitions, virtually eliminating the need for the FAT file

system. About the only time the FAT (FAT 16 or FAT32) file system is needed within
Windows 2000 is if you are dual booting with an operating system that does not support
NTES, like Windows 95/98. You might set up a dual boot on a test server, but a production
server will rarely have a dual boot setup with Windows 95/98. Take a look at the following
table for more information on the differences between each of the file systems.

Supported by: FAT 16| FAT 32 | NTFS
\Windows 2000 Yes Yes Yes
\Windows NT' Yes No Yes
\Windows 98 Yes Yes No
IMS-DOS Yes No No
Available Features:

File Level Security No No Yes
Disk Compression No No Yes
Disk Quotas No No Yes
Disk Encryption No No Yes

Page 19 of 84 © Train Signal, Inc., 2002
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The Disk Management tool

The disk management tool contains disk information and allows you to manage tasks such as
creating and deleting partitions on the physical hard disks.

1. Log on to SRV-11. On the desktop right click on My Computer = Select Manage.

Explore

M
Map Mebwork Drive, ..
Disconnect Metwork Drive. ..

Create Shortcut
Rename

Properkies

2. This will open up the computer management console for the local computer. Select
Disk Management. This will show you the disks that you have installed locally, as well
as any CD-ROM drives. You should be able see the C: drive on Disk 0, with a 2 GB

partition. This partition should be formatted with NTFS and you should also have at
least 500 MB more of unallocated space.

inix]
i fction  Yiew H e = | | =2 H B

Tree | Volume [ Lawout [ Tvpe | File System
s oo scemene el ER) Partition Basic NTFS

-y System Tools

{E] Event Viewer

G Svstem Information

&) Performance Logs and Alerts
Shared Folders

% Device Manager

Local Users and Groups

{8 Storage
* 434 Disk Management 4 _’|
I Disk Defragmenter
= Logical Drives ZEDisk 0
&8 Removable Storage Basic ()
- Services and Applications 6.00 55 2.01 GB NTF5 3.99 5B
onling Healthy (System) Unalloc ated

ZitDRom 0
CDRom (D)

Cnline

[ Unallocated [l Frimary Patition
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Changing drive letters

You can change drive letters in the disk management console to make it bit easer to manage
partitions and drives. For example, let’s say you want to assign the drive letter D: to a new
partition but the CD-ROM is already using that drive letter. With the disk management tool,
you can change the CD-Rom drive letter to any drive letter that is available. The only drive
letter that cannot be changed is the drive that contains your system and boot files. You will
change the drive letter of SRV-11’s CD-ROM to Z:. This will allow you to create a new
partition and assign it the drive letter D:

1. Right click on CDRom 0 and select Change Drive Letter and Path.
Spisko | EEE—

Basic System (C:)
6.D_U el 2.01 GE MTFS
Orline Healthy (System)

Eject

Propetties

W Frima

Help

2. Select the CD-Rom drive in question (most likely D) and click the Edit button. Then
assign it the drive letter Z: and click OK.
21

Edit the drive letter or drive path for [[:].

' Assign a diive letter: IE VI

1 ot iry i WTIFS folder:

Browse... |
Cancel |

3. A dialog box will ask you if you’re sure that you want to continue, as changing the drive
letter may cause programs to no longer run properly. Click Yes, because you should
not have any programs currently running on this server that use the CD-ROM. Your
CD-ROM drive should now have the drive letter Z: assigned to it.

ZeDisk 0

Basic C:

6.Dp GE Z.01 GBE NTFS 3
Online Healthey {System) L
ZHCDRom 0

CDRom [Z:)

Cnline

 Unallocated [l Frimary Fartition
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Creating a second partition

Now you will create a second partition on the physical hard disk. This will be used for

sharing data on the network and will be assigned the drive letter D:

**NOTE** You may see a partition referred to as a volume in some of the menus. Just remember
that basic disks use partitions and dynamic disks use volumes.

1. Right click on the Unallocated space on Disk 0 and select Create Partition.

P

ZDisk 0

Basic {C:)

5-0_0 GE 2,01 GB NTFS 3,99 GB
Cinline Healthy {System) Unallocated
@CDRom (1]

CDRom (Z:)

Online

Help

ropetties

W Unallocated [l Frimary Partition

-

2. This will start a wizard that will walk you through the process of creating a partition.
The first screen is just a welcome screen, click on Next. This screen will ask you what
type of partition you want to create. You have two options: Primary and Extended. The
only time you have to use a primary partition is if you are planning to install an operating
system on that partition. You can create up to a total of four partitions, which can, if
desired, include only one extended partition. In our case either a primary or an extended
partition will work, so we will try out an extended partition on SRV-11. Select

Extended partition and click Next.

Create Partition Wizard

Select Partition Type
‘You can specify what type of partition to create.

Select the type of partition you want to create:
" Primary partition
' Extended partition

€ Logical drive

Diescription

An extended partition is & portion of & basic disk that can contain logical drives.
Uze an extended partition if you want to have mare than four volurmes on pour

basic disk.
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3. The next screen will ask how big you would like to make the partition. By default it will
select the entire amount of unallocated space for the partition size. It will also show the

maximum and minimum size you are able to select. Create at least a 2 GB partition.
Click Next.

***Note*** You can make the partition as big as you like (at least 500 MB), just remember that the
bigger the partition is the longer it will take to format.

Create Partition Wizard

S pecify Partition Size
How big do you want the partition to be?

Choose a partition zize that iz smaller than the maximum disk space.

M aximurn dizk space: 4087 MB
Minimumn disk space: 7 MB

Amount of dizk space to uge:

= e

4. 'The final screen will show you a summary of all the selections you made in the wizard.
Check to make sure that everything is OK and then click Finish.

5. Look at the new partition you have just created. The size you specified should be shown
as Free Space. Extended partitions have to be divided up into logical drives before data
can be written to them. All you have done so far is to create a partition on the hard disk
and your next step is to create a logical drive, format it and assign a drive letter. Right
click in the Free Space area and select Create Logical Drive.

¥pisk 0
Basic {C:)
6.00GE 2.01 GB NTFS 3.99 GB
Online Healthry (System) Free Space
Create Logical Drive...
ZCDRom 0 !
CDRom (Z:) Delete Partition. ..
Cnline Help
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This will launch a wizard that will walk you through the process of creating a logical
drive. The first screen is just a welcome screen, click on Next. The next screen will ask
you what type of partition you would like to create - the only option available will be
Logical because this is an extended partition created on the disk. Select Logical drive
and click Next.

Create Partition Wizard

Select Partition Type
‘Y'ou can specify what type of partition ta create.

Select the type of partition you want to create:
€ Primary partition
€ Extended partition

& Logical dive

Dezcription

A logical drive iz a volume you create within an extended partition on a basic
disk.

The next screen will ask how big you would like to make the logical drive. By default it
will select the entire amount of free space available on this partition. It will also show
you the maximum and minimum size you are able to select. Create at least a 2 GB
logical drive. Click Next.

The next screen will ask you to assign a drive letter or path. You have 3 options here.
The first option will show you all of the available drive letters that you can assign to the
drive. The second option is only used if you want to mount this drive to a folder on
another partition. Mounting volumes to folders is similar to the way that volumes are
accessed in the UNIX operating system. This method of mounting a volume to a folder
can also be used if you are running out of drive letters. The third option is to simply not
assign any drive letter or path to the new drive. You can always assign a letter at a later
time, just as you changed the drive letter for the CD-ROM, but you will not be able to
use this drive until it is assigned a letter or path. Remember that you have already freed
up the drive letter D: for this partition. Select Assign a drive letter: and then select the
letter D:. Click Next.

Create Partition Wizard

Assign Drive Letter or Path
You can assign a drive letter or diive path to a partition.

% Assign a drive letter D: ‘I

= Mount this volume at an emply folder that supports dive paths

Browse

" Da not assign a drive letter or dive path
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9. The next screen will give you the option of formatting the partition now or later. You
will not be able to use the drive unless you format it with a file system. If you opt to
format it now, you must specify which file system to use, the allocation unit size and the
name of the volume (partition). You want to use NTES as the file system in order to
take advantage of all the features and the security it provides on the Windows 2000
operating system. Let Windows 2000 select the allocation unit size because it will select
the best cluster size for you based on your partition size. You can give the volume
(partition) a label now if you like, but, by default, the partition will be named New
Volume. Leave the default name for now because you will change the labels for both
the C: and D: drives in upcoming steps. Select the empty box next to Perform a Quick
Format (the quick format will format the partition faster than a full format because it
does not scan the disk for bad sectors). Performing a quick format is optional and it will
not affect the lab in any way if you decide to do a full format instead. Select Format
this partition with the following settings:. From the menu below select NTFS,
Default (allocation unit size) and leave the Volume label as New Volume (you will set
this later). After specifying these settings, click Next.

Create Partition Wizard

Format Partition
You can customize the famatting of the partition.

Specify whether pou want ta format this partition.
€ Do nat format this partition

&' Fomat this partition with the following settings:

Fomatting

File system to use: NTFS =
Allocation unit size Default d
Wolume |abel: New Volume

IV Perform a Quick Format ™ Enable file and folder compression

10. The final screen will show you a summary of all the selections you made in the wizard.
Check to make sure everything that you set is OK and click Finish.

Once the format is complete, your Disk Management console should have a D: drive
formatted with NTTS labeled New Volume.

ZDisk 0

Biasic {C:) New ¥olume {D:)
6.00 GB 2,01 GE MTF3 3,99 GE NTFS
Cnline Healthey (Syskern) Healthy
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Labeling the partitions

You can make it easier to identify your partitions by giving them labels. For example, if you
look at a drive and see the label “Software” next to the drive letter, you will know that the
drive most likely holds some sort of software. Now, create labels for the partitions on the
SRV-11 file server. Name the C: drive System, because it contains your system and boot

files. Then name your D: drive Data, because that’s where all of the data will be stored on
this server.

1. Right click on the C: drive and select Properties.

Wolume | Lawout | Twpe
Partition Basic
I Mew & Open
Explore
[ark Partition Sctive

Change Drive Letter and Path. ..
Formmat, ..

Delete Parkition, ..

P I Properties

Help

2. On the Properties page type in System as the label. Click OK.
2z

General | Tools I Hardwarel Sharimgl Sacunl_l,ll Quntal

Label: Spste
= yeer

Type; Local Disk.
File spstem: WNTFS

W Used space: 1.162.963.038 bytes 1.03GE
. Free space: 992,018,432 bytes 946 ME

Capacity: % 2.154 587 520 bytes 2.00 GB

Drive C Disk Cleanup.

3. Now follow the above steps and label the D: drive with Data in the same way.

4. Now, look on the disk management console - the drives will each have a label associated
with the drive letter.

Vapltine | Layout Type File System
Swskem (Ct) Partition Basic NTFS
Data (D) Partition Basic NTFS
K i
ZDisk 0 .
Biasic System (C:)
6,00 GB -
Cnline Healthy {System)

Page 26 of 84 © Train Signal, Inc., 2002



i
alrainSIGNAL. ..

Creating an organized folder structure

Whenever you are creating a folder structure for a file server, you want to take the time to
design an easy to use and organized structure. The folder structure should be easy for users
to navigate and also easy for administrators to manage. This will take careful planning and
testing before you implement any configurations into a production environment. The
configuration will also vary widely, depending on the company’s file sharing needs. For B &
B’s (Ben & Brady’s Ice Cream, Corp.) network, you will create and share a public folder that
will contain sub-folders for the different departments within the company. These
departments include marketing, sales and accounting. In addition to the departmental
folders, you will also create a general folder, to be used for general information and file
sharing between departments. Each department will o7/y have access to their own
departmental folder and the general folder. You also will create and share a folder that will
contain software used by the client computers on the network. Inside this software folder
you will create another folder named Admin that only administrators will to be able to access
and a folder named Users that all authenticated users on the network will be able to access.

1. Minimize the computer management console and open Windows Explorer. Open the
Data (D:) drive. Right click in an empty space in the right pane and select
New—>Folder. Name the folder Public.

T

e i
b o 23
Data (D:) Fuibiic:

Select an ibem to view its
description,

2. Open the Public folder and create four new folders within it. Create three folders for
each of the specific departments and a general folder for the entire company to access.

Accounking General Mar keting

Public
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3. After creating the folders within the public folder go back to the D: drive and create a
new folder named Software.

L i
= —
Data (D:)

Select an item to view its
description.

4. Open the Software folder and within it create 2 new folders - one named Admin and
the other named Users. The admin folder will contain the software that only
Administrators should have access to like anti-virus software, and the users folder will

contain common software that everyone can access.

I._D [ | J D
Softu::are o

Select an ikem ko view its
description.

***Note*** You don’t have to place any actual software in the folders.

Your final folder structure should look like this:

ER=
El{:l Public
{:l Accounting
-_7 General
-_7] Marketing
o ] Sales
El{:l Software
-Z7 Admin
{:l sers
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Setting permissions to control user access

After organizing and creating your folder structure, you need to set NTFS permissions on
the folders. This way you will have control over what the users are able to access and do
within the folder structure you have created. You want to set permissions that will allow
users the ability to modify folders and files within the individual departmental and general
folders but restrict them from making any changes to the actual folder structure.

1. Begin with the Public folder. Right click on the folder and select Properties. On the
properties page select the Security tab. By default, the Everyone group has full control
permission. You ultimately want to remove this group from the public folder. Before
you do that you should add the administrators group and the authenticated users group
to the security list, which is also known as the ACL (Access Control List).

Public Properties

Gieneral | Shaing Securty |

Mame ‘

Permissions: Allow Deny

2=

Add..

Fremave

Full Cantral

Madify

Fiead & Execute
List Folder Contents
Fead

Whiite

Advanced...

EEEEEE

f Allow inheiitahls parmissions from parsnt to prapagate to this
=4

oK I Cancel

| Apply. |

2. Click on the Add button, which will bring up a list of users and groups. In the Look in
box, select the computer name, SRV-11. Find and add the Authenticated Users group
and also add the local Administrators group from SRV-11. Click OK.

Page 29 of 84

Add Check Names

3 | —
a0
Lock in: [=] sRvn =1
[[Name [ 1n Folder =]
Administrator SRV-T1 J

#3 Administiators SRV-11

€5 AMONTMOUS LOGON

€5 Authenticated Users

43 Backup Operators SRV-11

€ BATCH

€72 CREATOR GROUP =l

Users; SRY-11

P
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3. The two groups will now appear on the security list. By default, the new groups will
have read, read & execute and list folder contents permissions only. This gives them
permission to open, read and view the folders inside the Public folder. They will not be
able to create, delete or modify any of the folders within or make any changes to the
actual public folder itself. You should give the Administrators group full control of the
public folder. Highligcht Administrators and check the Full Control box in the Allow
column. This will automatically select everything in the column. You can leave the
default permissions for the Authenticated Users group.

General | Shaing Securty | General | Sharing  Secuity |
Add Nane | Add. |
A “ddministrators ﬂi Admiristratars (SRY-115\Administrators) 3
£ huhertoaed lns Ao ||| | g pe—rro _ Aemove |
ﬁs Everyone !ﬂ Ewveryone
Permissions: Allows  Deny Permissions: Al Dery
Full Control [% [m} Full Control m} a
Modiy O Modity O O
Read & Exscute O Read & Execute ]
List Folder Contents O List Folder Conterits ]
Read m] Read m]
Yadiite m] “wiite: m] O
Advanced.. Advanced | %
[ Allow inheritable permissions from parent to propagate to this f# Allow inheritable permissions from parent to propagate to this
object object
Ok | Cancel Apply | 0K I Cancel | Apply |

4. 'The next step is to remove the Everyone group that currently has full control
permissions on the public folder. Highlight the Everyone group and click Remove.
You will get an error message stating that you can’t remove the group because this object
(folder) is inheriting the permissions from its parent. This message tells you that the
inheritance check box is selected and is telling this folder to inherit permissions from the
parent folder, which sets the Everyone group at full control. By default, every new
folder you create will inherit permissions from its parent folder. Inheritance is a new
feature in Windows 2000 that allows you to set permissions on the root folder and have
them propagated down to all objects within it. Click OK.

security x|

You cannot remove "Everyone” because this object is inhetiting permissions From its parent. To remove "Everyone,”
woll must prevent this object Fram inheriting permissions. Turn off the option far inhetiting permissions, and then try
removing "Everyone" again.

o
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5. In order to remove the Everyone group, you have to disable the inheritance feature on
this folder. This can be done on the bottom portion of the security page by un-checking
the box that allows the inheritance. Go ahead and uncheck the Allow inheritable
permissions box. This will bring up a dialog box that asks if you would like to copy the
inherited permissions on this object (folder), remove the inherited permissions or abort
this operation. If you select Copy, the Everyone group will still appear on the security
list but you will be able to remove it without any problems. However, you want to get rid
of the Everyone group, so should select Remove to delete the group from the security
list (because it is the only inherited permission from the parent). Select Remove.

security x|
“ou are preventing any inheritable permissions from propagating ta this

@ object. What do you want to do?

- To copy previously inherited permizsions to thiz object, click Copy.

- To Remave the inherted permizzions and keep only the permizzions
explicitly specified on thiz object, click Remove.

- To abort this operation, click Cancel.

Copy I Femove Cancel

6. You should only have the Administrators group and the Authenticated Users group on
the security list. Click OK.

Public Properties x|
General | Shaing  Secuity I
Name I Add
m Adminigtratare [SRAY-11%Administratars)
m Authenticated Users ml
Permizzions: Allow Deny
Full Control [m} O
Modfy O O
Read & Execute O O
List Folder Contents [m} m
Read m] m]
Write m] m]
Advanced... |

r Allow inhentable permissions from parent to propagate to this
inbject

Ok I Cancel Apply
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7. Now you need to modify the Permissions on the Software folder so that they’re identical
to those on the Public folder.

Software Properties i B4l software Properties 2x|

Generall Sharing  Security | Generall Sharing  Security |

Narme [ Add... | Name [ Add...
!ﬁ Administrators [SAY-11%Administrators] = Adminis 11 %A dminis 5]
‘ Authenticated Llsers —lemove ﬁ Authenticated Users 4|H Smove
Permiggions: Aillowy Deny Permizsions: Al Deny
Full Cantral a a Full Cantral a
tadify O O b adify O
Fead & Executs a % Fead & Execute O
List Folder Contents O List Folder Contents O
Read a Read O
Write O O “write O
Advanced... | Advanced... |
u Allow inheritable permissions from parent to propagate to this r Allows inheritable permissions from parent to propagate to this
object object
ak I Cancel Apply | ak I Cancel Aipply

Assigning special permissions

The Public folder and the Software folder are your root folders. Here, you will set
permissions, only allowing full folder control to the Administrators group. All other
authenticated users have read, read & execute and list folder contents permissions. The next
step is to specifically give group permissions to folders based on their departments. You
should already have the groups created in the active directory and your next step is to add
them to the folder security list, which they should be able to access to create, add, read,
delete and modify files/folders. Remember that users must only be able to access the
general folder and the folder for their own department within the public folder.
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1. Open the Properties page of the Accounting folder located inside the Public folder and
select the Security tab. Remember, that the folder will inherit the permissions from its

root folder by default, so the accounting folder will have the same permissions that were
set initially on the public folder.

Accounting Properties 2xl

General | Sharing  Securits |

Name

I Add

ﬁi Authenticated Users

Permissions:

Remave |

Allaw Deny

Full Contral

Madify

Fiead & Execute
List Folder Contents
Read

Wit

Advanced

i Allow inheritable permissians from parent to propagate to this
Ect

ooooong

o]

Cancel Apply

2. You need to remove the Authenticated Users group and leave the Administrator group.
The first step is to uncheck the Allow inheritable permissions box. You will see the
dialog box, asking if you would like to copy or remove the inheritable permissions. In
this case you will choose Copy, because you want to keep the Administrators group on
the list with full control. You can now highlight the Authenticated Users group and
Remove them from the list without any problems.
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Accounting Properties

Generall Sharing  Security |

M ame | Add...

Remove

ﬁ Administrators [SAW-11\Administratars)

21 2]

Genera\l Shating  Securty |

Mame [ Aod

Administrators [SAY-11WAdministrators] - -
¢

Advanced...

u Allow inkeritable permissions from parent to propagate ta this

3
Permizzions: Allowy Deny Pemmizsions Aillow Dieny
Full Coniral O O Full Contral O
Madify a O Modify O
Fiead & Execute a Fiead & Execute ]
List Folder Contents O List Falder Conterts O
Read O Read a
wirite O O Wwiite O

Advanced... |

u Allows inheritable permizzions from parent to propagate to this
object

object
QK I Cancel Apply

oK Cancel Apply
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3. The next step is to add the Accounting group to the security list of the Accounting

folder. Click Add. On the list of users and groups for benandbrady.com, find and add
the Accounting group. Click OK.

i Select Users, Computers, or Groups 2| Accounting Properties: 2] x|
Lockin  [@) benandbrady.com =] | Bene | Sharing Secuiy |
| Mame | In Folder [« Add..

mANDNYMDUS LOGON
ﬁ Suthenticated Users

Remove

T BATCH

Accounting benandbrady.com/Users
ﬁ Adminiztratar benandbrady.com/U zers
ﬁ Bab Haves [bhayes®@benandbrady. com) benandbrady.com/Users
€7} Cert Publishers benandbrady.comdU sers j Permissions: Allaw  Deny

Fdd | Check Names Full Contral
Modify

Arcaunting

Read & Executs
List Folder Contents
Read

write

Advanced E

Allows inheritable permissions from parent to propagate to this
object

Cancel | Ok I Cancel Apply

v

OEEEOO
ooooono

4. You want to give the Accounting group permission to read, write, modify, create and delete
files & folders located zuside the Accounting folder, but not to the accounting folder
itself. Therefore, the Accounting group will require special permissions on the
Accounting folder. You can set these special permissions by going into the advanced
settings in the security list. Click the Advanced button. On the advanced settings page,
highlight the Accounting group and click the View/Edit button.

20 x|

Permissions I Auditing I Owner |

Pemmiszian Entrigs:

Add.. Remave View/Edt.. ,L
L

This permission is defined directly on this object. This permission is inherited by child objects.

[ Allow inheritable permissions from parent to propagate bo this object

T Fiezet permizzions on all child objects and enable propagation of inheritable

permissions.
ak I Cancel Apoply
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From this screen, you can set special permissions that are more specific than those
available on the regular security page. You can read each of the permissions on the list -
most of them are pretty self-explanatory. You will check the Allow boxes for all
permissions except for Write Attributes, Write Extended Attributes, Delete, Change
Permission and Take Ownership (these are circled below). This prevents users in the
group from deleting, taking ownership or changing the permissions within the
accounting folder itself, whilst still allowing them to read, write, modify, create and delete
files that are contained inside the folder. By not selecting Write Attributes and Write
Extended Attributes, you ensure that users in the group will not be able to change
attributes on the files and folders. An attribute is a setting on the file or folder that
allows you to change its characteristics (i.e. hidden and read only). After selecting the

appropriate boxes, click OK and return to the security properties tab for the Public
folder.

Permission Entry for Accounting: 21|

Dbjeet |

MName: IAccﬂur’\tlng [BENANDBRADY WAccounti

Apply onto: | This talder, subfolders and fies

Ll

Parmissions:

=
3
i
[=]
@
2

Traverss Folder / Evecuts Fie
List Folder / Fiead Data

Flead Atibutes

Flead Extended Attibutes
Create Files / wiite Data
Create Folders ¢ Append Dats
“white Attributes

Wiite Extended Atributes
Delete Sublolders and Files
Delete

Fiead Pemissions

Change Permissians

Take Dwnershio

r Apply these permissions to objects and/ar Clear Al

cortainrs within this containet orly

0K Cancel

s@s@: EEEEE
JoOOooooooood
K I S| )

6. Next, highlight the Accounting group. Notice that, next to the Advanced button, there

is now a message stating that there are advanced permissions set for the selected group.

Accounting Properties 2l x|
General | Shaing Seeury |
Name add

€7 Accounting [BENANDERAD'Y\Accounting]
Fiemave

€T Administrators (SAV-11%Administrators)

< 1]

Permissions Allow  Deny

Full Control
Modfy

Flead & Exerule
List Folder Contents
Flead

Wiite

OEEEOO
ooooon

Additional permissions are present but not
viemable here. Press Advanced to see them

Allow mheTtEEE D
Llfses

FTapagaTs o this

K Cancel ek |
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7. Next, you will set permissions on the rest of the folders in the Public folder, the same
way you set permissions on the Accounting folder. Administrators will have Full

Control for all of the folders and the groups will have special permissions set on each
folder. See the following figures for more information.

Marketing Folder
Marketing Group =2 Special Permissions
Administrators =2 Full Control

Marketing Properties 2|

G;ﬁ'[g Sharing  Security I

Lt |
m Administrators [SA

[ <iibareting

Permissions: Deny

Full Cantral

Modify

Read & Execute
List Folder Contents

Fead
“Wiite

Additional permizsions are present but not
wl viewable here. Press Advanced to see them,

u Allow inheritable permiszions from parent to propagate ta this %

object
Ok I Cancel I Apply |

OREEOO0|F
oooooo

Sales Folder
Sales Group =2 Special Permissions
Administrators 2 Full Control

Sales Properties 2l

a\l Sharing Security |

_ A | .
!ﬁ Administrators [SAY-11%Administrators]
i Remave

Permissions: Deny

Full Control
Modify
Fead & Execute

List Folder Contents
Fead
‘wirite

Additional permissions are present but nat
ﬂl viewable here. Press Advanced to see them.

u Allaw inheritable permizzions from parent to propagate to this
abject

oK I Cancel Apply

oREEO0|F <
oooooo
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General Folder
Authenticated Users Group = Special Permissions
Adpinistrators = Full Control

General Properties 2l

Gengy [ Shaing Secuiy |
Add

€5 Administators [SRY-114dministragors)
€7 Authenticated Users % Remave

T s Deny

Full Control
Modity
Read & Exscute

List Folder Contents
Read
Wiite

Addlianal permissians are present but ot
Ceh b kR tasathen
[~ Allow inheitable pemissians fiom parenit o ropagsts o this

ohiect

ORREOO0|F
oooooo

0k | Concel | apoy

8. Now, open the Software folder and set the following permissions for the folders inside.
The Administrators should have Full Control to both the Admin and Users folders.
Authenticated Users should not be able to access the Admin folder (they shouldn’t be

listed at all) but they must have Read, Execute and List Contents permissions for the
Users folder.

9. Open the Security List on the Admin folder. Uncheck the Allow inheritable
permissions box and Copy the inherited permissions. Highlight Authenticated Users
and click Remove. All you will be left with in the security list is the Administrators
group with full control permissions. Click OK. From this point, any user that does not
belong to the Administrators group will be denied access to the Admin folder.

Generall Sharing  Security | Genelall Sharing  Securty I
Hame | Add Hame | Add

m Administrators [SAV-11 \A%lmslralurs]

Permissions: Deny Permissions: Allow Deny
Full Cartral Full Coritral
Modify Madify

Fead & Execute
List Folder Contents
Read

Fiead & Execute
List Folder Contents

OEEEO00|
gooooo
EREREE
oooooo

Read
Wiite it
Advanced | Advanced...
u Allow inheritable permissions fram parent to propagate to this Allow inkeritable permizsions from parent to propagate ta this
object object
ok | cancel ol | oK. Cancel Apply
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10. Open the Security List for the Users folder. By default, Administrators already have
Full Control permission to this folder and Authenticated Users have Read, Execute and
List Contents permissions because it is inherited from the root folder, Software. No
additional changes need to be made on this folder because the inherited permissions
from the root folder will accomplish our goal of giving the Administrators Full Control
and the Authenticated users Read, Execute and List Contents permissions. Click OK.

Users Properties

2lx

Genersl| Sharing Secury | General| Sharing  Seeuity |

Name [ . Name Add

€% dministrators (SFRV-114Administiators) Adinistrato \Administralars)

nbenizad e _Remave | (|| bunentod e [ G |

Pemmissions: Alow  Deny Femissions: Alow  Deny

Full Cantral [m] a Full Contral O

Moy o O Moy [u]

Fiead § Exeoute o Read & Execute o

List Folder Contents [m} List Folder Contents [m]

Fiead m] Read [u|

wiits o O Wit o

Advanced Advanced..

Allow inhesitable: permissions from parent ta propagats ko this

object

object

1~ Allows inheritable permissions from parent to prapagate ta this

[k | cenea opph |

0K I Cancel

Apply

Sharing folders on the Network

Now that you have set the permissions on the folders, you are ready to share them and
make sure that your users can connect to them.

1. Open the Properties page for the Public folder and select the Sharing tab. Then select
the Share this folder option.
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Public Properties fed 5|

Genersl Sharing | Gecury |
“You san shars this folder among cther users on your
network. Toenable sharing for this folder, click Share this
folder.

Do not share this folder
1% Share this folder

Share name: [Fublic

Comment |
Userlini: 5 Masium allowed
© Ao = Users
Ta set permissions for how users aceess this
felder over the netwark, cick Pemissions.
To configure seftings for Offfne access to Cach
this shared foder, cick Caching. | EEilY
ok Cancel Hppy
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2. The next step is to assign a Share name. You can keep the current name (the same name
as the folder) or you can change the share name to anything you like. The share name is
the name that users will see when they are searching for the shared folder on the
network. You can place a comment to describe the share in the Comment box under it.
Type File Sharing in the box to give the share a description.

Public Properties

General Sharing | Security I

]

folder.

= Do not share this folder
" Share this folder

“f'ou can share thiz folder among other uzers on your
network. To enable sharing for this folder, click Share this

21

Share name: IPUb"C

Camment: IFiIe Sharing I

3. You also have the option of setting a limit on the maximum number of users that are
allowed to connect to the share at any one time. By default, it is already set to Maximum
allowed. You can change this to 10 users, for example, so that no more than 10 users are
able to connect to this share at one time. When the 11% user tries to connect to the
share, they will be denied access. We are not concerned with the number of users
connecting to the Public share, so leave the Maximum allowed selection checked.
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Public Properties

General  Sharing | Securityl

You can share thiz folder among other uzers on wour
network. Toenable sharing for this folder, click Share thiz

folder.

= Do not share this folder

il

% Share this folder

Share name: IPUb“C

Comment: IFiIe Sharing|

s limit: % Marimum allowed %

8 AIIDWI _|::' Uszers
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4. The next step is to set share permissions. Share permissions are different from the
NTES permissions that you set on the folders earlier, as they are the only types of
permissions available on FAT partitions. On a NTFES partition, share permissions and
NTTS permissions combine together to determine a user’s effective permission to a
resource. Because calculating share permissions and NTFS permissions can lead to great
confusion, a good strategy on a production file server is to leave share permissions at
their default settings and control access to resources through NTES permissions. By
default, when you share a resource, the Everyone group has full control, according to the
share permission. The effective permission of this resource can only be determined by
looking at the NTFS permissions also associated with the resource and calculating the
permissions based on both NTES and Share permissions. Leaving the Share permissions
at Everyone, Full Control on a resource is not a security issue Z£ you lock down access
to the resource using N'TFS permissions! Therefore, we will be leaving the share
permissions at their default settings -Everyone, Full Control.

Share Permissions |

Marme [ Add.

- Everyone

Permizsions: Allaws Deny
Full Control O
Change O
Fiead O

akK I Cancel | Apply |

5. Share the Software folder with the same settings as the Public folder. Do not change
the permissions on the software folder (or the public folder).
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Connecting to the Network Shares

1. Log on to Client-1 with the user name jsmith. This user should have been created in
the Lab Setup. This user works in accounting and belongs to the Accounting Group, so
they should have access to the Accounting folder in the Public share and the Users
folder in the Software share. To open the shared folder, browse to the shares using My
Network Places.

2. From the desktop open My Network Places. On the next screen open the Entire

Network.
. | .
g ] 9

8 Add Mebwork SNl
My Network Places Place

3. The next screen will be blank except for the options available on the left. Select the last
option: view the entire contents of the network. Then you will get the option of
browsing the directory or browsing a Microsoft Windows Network. By opening the
directory you will be able to browse the Active Directory for users and groups in
benandbrady.com. Instead of the directory, you will open Microsoft Windows
Network.

Q Entire Network

J File Edt View Favorites To
J s=Back v = - | Q@ 5earch
JAddress I@ Enitire Metwork

Entire Network

Use the links below to search For
things wikhin wour corporation.

= [
Search For printers | N I i
Search For computers P

Search For people L= ") ]

earch for files or folders -

Directory

i
i

Entiré Network

‘fou may also view the entire
contents of the netwark,

Microsoft Windows Metwork
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4. Inside, you will see all of the Microsoft Domains and workgroups that are physically and
logically connected together. Unless you are plugged into a school or work network, you
will probably only see the benandbrady.com domain. Open the benandbrady.com
domain to view all of the computers on the domain.

T 0 e

L Eenandbrady

Micro'soft Windows
Network

Benandbrady

5. You should now see all of the computers that belong to the benandbrady.com domain.
Find and open the computer SRV-11.

i o = e
'3 arv-1 arv-11
Benandbrady

6. Inside SRV-11 you should have two shared folders for Public and Software. If there
were any printers being shared from this computer you will be able to find them inside
the printers folder.

e Y &

= P
iPublic: Software Printers

7. Now go ahead and open the Public share. You should see the 4 folders created - 3
folders for the specific departments and 1 general folder for the entire company.

@ :
of
LS
LS
LS

This folder is Online.
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Testing file and folder security

1. Try to open the Marketing folder. You should get a message saying that Access is
denied. This is because the user you logged on with does not have permission to access

this folder. Click OK.

Public on Sr¥-11

Q 115ry-111PubliciMarketing is nok accessible,

Access is denied,

2. Now try to open the Sales folder. You should get the same message saying that Access
is denied. Once again, you do not have permission to access this folder. Click OK.

Public on Sry-11

e 11are-111PubliciSales is not accessible.

Access is denied,

3

3. Now try to access the General folder. You should be able to open it without any
problems. Once inside the General folder, try to create a new folder named Jill Smith.
You should not have any problems creating it as all Authenticated Users on the
benandbrady.com domain have access to open, read, write, delete and create new files

and folders within the General folder.

This folder is Online.
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4. Go back to the Public folder and try to open the Accounting folder. You should be
able to open it without any problems because this user belongs to the Accounting Group
that has been given folder access permissions. Now create a new folder named Taxes.
Once again, you should have no problem doing this based on the special permissions
previously assigned.

Fusall —ﬂ
I
Accounting

This fFolder is Online.

5. Next, go back to the Public folder and try deleting the Accounting folder. You should
get an error message stating that Access is denied. Jill Smith only has read and list
access to this folder. Click OK. Try creating a new folder inside the public folder. You
should again be denied access. Click OK. Only administrators have full control
permissions to manage the base folder structure. This will prevent users from
accidentally deleting or modifying the base folder structure.

Public on Sry-11 x|

Error Deleting File or Folder

e Cannot remave Falder Accounting: Access is denied. The source file may be in use. &

IUnable ko create the Folder 'Mew Folder'
Bccess is denied,

I

6. Now go back and try to open the Software share on SRV-11.

L Public Printers

Srv-ii

Whary-11%Software
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7. You should be able to see the Admin and Users folders. Try to open the Admin folder.
You should be denied access because only administrators have access to this folder.
Now try to open the Users folder. You should be able to open it without any problems.

Soft\i:&are

This Folder is Online,

8. The Users folder is empty, but this is where you could store any software, software
updates or software related files that the administrator has shared out to the users in the
network. Try to create a new text file in the Users folder by right clicking in an empty
space and selecting New=>Text Document. You should be denied access.

ﬁ & Unable to create the file 'Mew Text Document'

Users Access is denied.

There are no items ko show in this

Folder, .

9. Next, log off and try logging on with the other users created in this lab setup to see if
your permissions are set correctly for each user. Spend some time testing permissions
thoroughly. Make sure that you try every possibility and work the bugs out before
releasing your folder structure to Ben & Brady’s users.

First Name Last Name Username Password Group

Jack Straw jstraw test Marketing
Jill Smith jsmith test Accounting
Sue Stevens sstevens test Sales
Bob Hayes bhayes test Administrators
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Lab 2

Configuring the Distributed File System
(DFES) on File Servers

You will learn how to:

e Configure a Domain based DFS
e C(Create a DFS root and add DFS links
e Configure fault tolerance for DFS
e Create DFS root and DFS link replicas
e Test the DFS for fault tolerance
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Scenario

In your next meeting with Jill, she congratulates you on the great job you did with the folder
structure and asks if you’re up for a new challenge. You tell her you’re ready for anything
she has in mind. She begins to tell you that the accounting department currently needs to
access many different folders located on various servers including the new file server you’ve
just set up. She would like you to make it easier and more efficient for department users to
access the shares and explains that this can be done by creating a DFS (Distributed File
System) server and placing all of their shares into a DES root. She also wants to have fault
tolerance for the accounting department’s shares. The last time one of the file servers went
down the CFO was not able to work with the accounting files and the company was fined by
the IRS for not filing taxes on time. Therefore it’s critical that those files are always available
to the accounting department in case either of the file servers goes down.

In this lab, you will create a DFS server for the accounting department on srv-11. You will
also create fault tolerance for the DFS server by creating DFS root replicas and DFS link
replicas on srv-1. You will then test the DFS setup and fault tolerance from client-1 by
taking one of the server’s offline and trying to connect to different shares on the network.

Lab 2

Accounting Accounting | - 3
Shares Shares &= =
SRV-11

SRV- R
DFS Files Server DFS File Server

In lab 2 you will configure SRV-1 & SRV11 with DFS root replicas and DFS link
replicas. Replication will take place and the shared files and folders for the
accounting departmnet
will be available from either server.
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Creating a Distributed File System (DFS)

DFS stands for Distributed File System, which is a greatly improved and very useful feature
included with Windows 2000. DFS allows you to set up one location, called a DFS root,
that links to shared resources located on multiple servers, effectively bringing all of these
different shares together in one folder. This is ideal on networks that have a lot of servers
and shares. For example, if you need to access a share on srv-11 for one file and then access
another share on srv-1 for a different file, you will have to find both shares individually and
remember where each of the shares are located. This might not that big of a deal with two
shares but just imagine if you had to access fifteen different files from shares on fifteen
different servers - much more difficult! With DFS, you can combine all fifteen shares
logically in one folder (the actual shares will still exist on their respective servers) and have
your users connect to that one folder, so that it will appear as if all of their resources are
together in one place. There are two types of DFS that you can implement in Windows
2000; there is a stand-alone DFS and a domain-based DFS. The biggest difference between
them is that a domain-based DFS provides fault tolerance and requires Active Directory to
be running on the network, while a stand-alone DFS can be set up on a network that does
not have Active Directory but it does not offer fault tolerance. You will be setting up a
domain based DFS in this lab. Before you can get started on DFS, you need to build a
folder structure for the accounting department.

Setting up the network for DFS

SRV-1

1. Create the following folders on SRV-1:

C:\Accounting Invoices
C:\Accounting Financial Statements

Accounting Accounting

Local Disk (C:) Financial Invoices
Statements
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2. Create the following files inside their respective folders:

C:\Accounting Invoices\MAY 2000 Invoice.txt
C:\Accounting Financial Statements\2000.txt

= [ | - 1 [T | _ﬂ ........

Yl U e
- Accountin

Acco_untlng Financial 9

Invoices Statements

SRV-11
1. Create the following folder on SRV-11:

D:\ Accounting Budgets

o Public Software
Data (D:)

2. Create the following file inside the Accounting Budgets folder:

D:\ Accounting Budgets\Marketing Budget 2000.txt

[ { Marketing i
Accounting Budgst 2000;
Budgets

Creating a DFS Root for the Accounting department

1. The first step in setting up DFS is to create a DFS root. To create the DFS root, first
create a folder and then share it. The name of the folder doesn’t matter as long as it
makes sense to you and the users that will be connecting to it. Log on to SRV-11 and

open Windows Explorer. On the D: drive, Create and Share a folder named
Accounting Root.

T _ JEN e el e

= Accounting Accounting Public Software
Data (D:) Root Budgets
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2. Close Windows Explorer and open the DFS administrator tool on SRV-11. Go to
Start>Programs—>Administrative Tools>Distributed File System.

ibuted File M K

Event YWiewer
@E Active Directory Domains and Trusks

Active Direckory Sites and Services

3. Right click on Distributed File System in the left pane of the management console and
select New DFS Root.

o
J Action  Wiew |J | @ |J&{ .%
Tree I
2 @ Distributed file system
Display an Existing Dfs Roat. ..
The Distributed file system allows vou to organize and manage
e 2 multiple netwark shares in a logical namespace.
Al Tasks »

To add an existing Ofs root to this console, click Action, and

oy ; then click Display an Existing Dfs Root. To create & new Dfs
Refresh root, click Action, and then click Mew Dfs Root,
Help

4. A wizard will start up and walk you through the process of creating a DFS root. The
first screen is just a welcome screen, click Next. The next screen will ask you to specify
the type of root you want to create. Select Create a domain DFS root and click Next.

x|
Select the Dfs Root Type —
“You cah create a domain of & standalone Dfs root.

Select the type of Dfs root pou want to create.

i Create a domain Dfs root
Diamain Dfs roots use the Active Directory to stare the Dis configuration. They
suppart automatic file replication and DMS naming.

" Creale a standalone Dfs oot
Standalone Dis roote do not uge the Active Directory and do not support automatic
file: replication.

< Back I Mext > I Cancel
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5. The next screen will ask you to specify the domain name where the DFS root will be
hosted. Select benandbrady.com from the trusting domains list and click Next.

MNew Dfs Root Wizard x|
Select the Host Domain for the Dfs Root —
A damain can host multiple Dfs roots.

Select the host domain for the Dfs root,

Diomain nanme:

benandbrady. com

Trusting domains:

6. On the next screen, you are asked to specify the name of the server that will host the
DEFS root. By default the server upon which you are running the wizard will appear. If
you are placing the DFS root on a different server, simply type in the name of the
computer or browse for it. Make sure that srv-11.benandbrady.com appears for the
server name and click Next.

[New Dfs Root Wizard x|

Specify the Host Server for the Dfs Root S
& server can host only one Dfs oot

Enter the name of the host server for this Dfs root,

Server name:;

stv-11 benandbrady com Brawse.

< Back. I Next » I Cancel

7. 'The next screen will ask you to specify the DES root share. You have already created
the share to use in an earlier step, but you also have the option of creating a new one
here. Select Use an existing share and choose Accounting Root as the share. Itis
also worth noting that it would be better to plan out the name of the DFS root share

ahead of time rather than simply thinking of a name during the DFS wizard. Click
Next.

Mew DI Rnot Wizard

Specily the Dfs Root Shase
Wous can une an eviing thare of creste 3 rew one

Sedoct n eaailreg shien o1 e o v ere

7 Use an eivting shere Aoty Buakosts =
A ourting By 3
T Coeste 8 new share.
[Pubkc
Pathito shase: S oftvris:

Sharn ramer |

_cos [ ] e |
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8. The next screen will ask you to name the DFS root. You have the option of giving the
DES root a different name from the DFS root share name. This is the same as naming a
share differently from the folder name. By default, it will place the name of the DFS
root share as the DFS root name. Here, you will leave the default name, Accounting
Root, because the share was created for use as the DES root share only. You also have
the option of attaching a comment to the DFS root - you can use this to give the DFS
root a description of what it will be used for. In this case you can type in Accounting
Department, because that is the only department that will be accessing this particular
DEFS root. Click Next.

New Dfs Root Wizard x|

Hame the Dfs Root -
Y'ou must provide & unique name for each Dfs root.

Type a name for the Dfs root.

“Mbenandbrady comiaccounting Root

Dfs roat name: IAccountlng Root

Cornment: IAccounting Department

% < Back I Mext » I Cancel |

9. The last screen will show a summary of the settings you made in the wizard and you
should confirm that all the settings are correct and click Finish. You should now see
the DFS root appear in the left pane of the DFS management console.

| acton [yew || & » | Bm[EFERE 2] B rEELds
Tree I Roak replicals)

I.% Distribuked File Swstern &-J1lSRY-11{Accounting Root
'g Vibenandbrady. comi Accounting Rook
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Adding DFS Links

The next step in building your DFS infrastructure is to add links. The DFS root is only a
starting point for DFS and, for it to be truly beneficial, you need to add DFS links that point
to shares on the network. When the users open the DFS root (which appears to them like
any normal share) they will see all of the available folders, which are links to the actual
shared folders. In the following steps, you will create links for the different shares that the
accounting department uses on SRV-1 and SRV-11.

1. In the left pane of the DFS management console, right click on the
\\benandbrady.com\Accounting Root and sclect New Dfs Link.

Tree I

ot Dist

Mty ook Replica.g
Remaove Display of Dfs Roaok
Deleke Dfs Root
Rieplication Falicy..
Check Status
Open

2. This will open up a dialog box where you must enter the information required to create a
DFS link. You can give the link a name first or you can enter the location of the folder first
- the order doesn’t matter. You can either type the path to the shared folder or you can
browse to it by clicking Browse.

Create a New DFs Link cd |

‘Wwhen a user opens I\'\B EMNaMDERAD T Accounting Footh

Link name:

Send the user to this shared folder:

I [: Browse... |

Camment:

Clients cache this referal for I'I 200 zeconds.

Qg I Cancel
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2. Search for Srv-1in the benandbrady.com domain and select the share Accounting
Financial Statements. Click OK.

Browse for Folder 2|

Select the target shared Folder For the Dfs link .

BH My Network Places -
EIQ Entire Metwork

E|.,l‘a’ Microsoft Windows Metwaork.

‘B & Benandbrady

4 Accounting Financial Statemen
{ Accounting Invoices

t METLOGOM

f pics

SYSYOL

4 [ >
l: [8]4 I Cancel |

3. Back in the dialog box you should now have the path to the shared folder. Next you
need to give the link a name. For this lab, name it Financial Statements, because all
the links that will be created on this root belong to the accounting department. You also
have the option of attaching a comment to the link for a description, but remember that
this is optional and can be left blank. The last option is to set the amount of time in
seconds that the client will locally cache the information of where the link is located. By
caching the information locally, the client will be able to connect to share more
efficiently. The default setting for this is 1800 seconds, which means that the client will

check to make sure the information is still correct and online every 1800 seconds. Click
OK

Create a New Dfs Link 2lxl

when a user opens INDBHADY\Accounting RoaothFinancial Statements

Link narne:

IFinanciaI Statements

Send the user to this shared folder:

I\\Srv-‘l “Accounting Financial Statements Browse... I
Comment:

fi
Clients cache this referral for |1 800 seconds.

ok i I Cancel
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4. Next, you will create DFS links for the rest of the accounting department’s shares.

Link Name Share Path

Invoices

\\stv-1\Accounting Invoices

Budgets

\\stv-11\Accounting Budgets

Main

\\stv-11\Public\ Accounting

General

\\stv-11\Public\General

***¥Note*** \\ indicates a Universal Naming Convention (UNC). This is used to connect to
shares using the following convention: \\server name\share name. For example, the UNC path
\\stv-1\Accounting Invoices, indicates the computer name SRV-1 and the share on SRV-1 named

Accounting Invoices.

When you are done it should look like this:

| action  iew |J<}= » | EEEFRB 2

ErBEL DS

Tree I

Rook replicals)

.E Distributed File System

b Financial Statements
¢ Invoices

b Budgets

¥ Main

b General

E‘".g \ibenandbrady, comiAccounting Fook

LJiisRy-111Accounting Root

Connecting to the DFS server from the client

1. Log on to Client-1 with the username jsmith. This user belongs to the accounting
group so she should be able to access all of the resources for the accounting department
without any problems. Instead of having to browse the network to find various shares,
the user can now connect directly to the DFS Root, Accounting Root, and access all of

the shares from one location.
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2. Instead of browsing for the DFS root through My Network Places, try using the UNC
(Universal Naming Convention) to connect to the DFS root share. If you correctly type
the UNC in the Run dialog box, it will connect you directly to this share. Try to open
the share for the DFS root from the Run dialog box. Go to Start=>Run and type in
\\srv-11\Accounting Root and click OK.

Run 2|

Type the name of a program, Folder, document, or
Internet resource, and wWindows will open it For vau,

=

Ok [ I Cancel | Browse... I

3. This will open up a window to the DFS root share and show all of the links created
within it. The only downside to using the UNC is that you have to know the exact name
of the computer and the share for it to work. If you forget either, you will have to
browse My Network Places to find the shares.

=101

JFiIe Edit  VWiew Favorites Tools  Help ﬁ

J 4mback - = - | iQhsearch [ Folders  CHistory ||B 0Z = & | [Ed

JAddress I@ Accounting Rook j @GU
] @ @B @ @ O3

Y|
G . Financial General Invoices Main
Accounting Root Selements

Select an item to view its
description.

Creating a DFS root replica

DEFS is a great solution for the network browsing problem discussed earlier. The next
problem though is what happens once your users become used to seeing all of their folders
under the DFS root and then you take it away? Of course you would not just zake it away
from your users. But...SRV-11, the server that holds the DFS root, could go down. If this
happens the DFS root goes down too and none of the links under the root will be accessible
through it, even though the actual server that contains the folder/file is running fine. The
users could go back to browsing for their resources, but how many will remember how to do
that or where to find their resources, after using a DFS for so long?
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A DFS root replica is created for fault tolerance. It can only be created within a domain
based DES root. Here’s how the DFS root replica works: the root will be placed on at least
two separate servers within the domain and the DFS root locations will be recorded within
Active Directory. So, if a DFS root server were to go down, the users connecting to the
DFS root with the domain UNC name \ \benandbrady\Accounting Root, would never
know one of the servers was down because the other DFS root replica would take over and
continue to connect them to the DFS links without any interruption.

1. Log on to SRV-11 and open the DFS management console. Right click on the
\\benandbrady.com\Accounting Root DFS root and select New Root Replica.

% Distributed File Swskem
E'-@g e Dfs Link.

E
E

E
E
E

k Remaove Display of DFs Roat
Delete DFs ook

Replication Policy. . .

Check Status

Open

2. The New DFS Root Wizard will start. The first screen will ask you to specify the name
of the server that will host the DFS root replica. You can either browse to the server or
enter the computer name. Click the Browse button.

New Dfs Root Wizard x|

Specify the Host Server for the Dfs Root =
A gerver can hast only one Dfs roat.
Enter the: name of the hast server for this Dfs rat
Erowse.. I

Server name:

< Back Nest > Cancel
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This will find all of the computers that are available on the network. Just remember that
the computer you select must be running Windows 2000 Server in order for the DFS
root replica to work. It will not let you choose a computer running a client operating
system like Windows 2000 Professional or a Windows 2000 Server that already has a
DFS root installed (only 1 DES root/setver!). You can try to choose Client-1 but it will
give you an error message and will not allow you to continue. Find and select SRV-1,
then click OK. Make sure the computer name is correct on the wizard and click Next.

-lolx
File Edit Wiew Help
New Dfs Root Wizard x|
Camputers | advanced |
Specify the Host Server for the Dfs Root ot
Computer name: I | A server can host only one DFs roat.
Stop
Owner: |
Clear Al Enter the name af the host server far this Dfs root
Role: |my j

@ Server name:
& 7| Browse... |

MName | Machine Role Qwiner | Descripkion

E‘,cuem-1 Workstation or Server

lQSR\J—M Workstation or Server

< | Bl < Back I Next > I Cancel
|3 itemn(s) Found 4

4. The next step is to specify the DES root share on SRV-1. You did not create a new
share for the replica so you can use the Create a new share option. Type the path,
folder name and share name you want the new DFS root share to have. Type in
C:\Backup Dfs root for the Path to share and Backup Root for the Share name.

Click Next.

New Dfs Root Wizard x|
Specify the Dis Root Share o
“fou £an use an exizting share or create a new one.

Select an existing share of create a new one.

 Use an eisting share IAccountmg Financial Statements j

@ Create a new share

Path to share: Ic “Backup Dfs root

Share namne: IBackup tont

< Back I Finish I Cancel
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5. You will get a message telling you that the folder you specified does not exist and you

will have the option of creating it immediately. Click Yes. This will create and share the
folder for you.

Distributed file system ]

The Falder Yisrv-1.benandbrady. comic$\Backup DFs rook does not exist, Do wou wank to create it?

Yes Mo I

That will end the new DFS root replica wizard and bring you back to the DFS

management console. Highlight the \ \benandbrady\Accounting Root in the left pane
and you should now see both of the DFS root replicas in the right pane, the original root
share on SRV-11 and the root replica created on SRV-1.

-2 Distributed File System

AR 2 s r8Es s

Foot replicals)

.% Distributed File System #-J115RY-11}Accounting Roak
= ‘ibenandbrady, com!Accounting Rook Q'I.'I.SRV-I'LBackup rook

¥ Budagets

¥ Financial Statements
¥+ General

¥ Invaices

ER, b Main

| action View |J & = | | '

Tree I

Testing the DFS root replica for fault tolerance

1. Log on to Client-1 with the username jsmith and try to connect to the DFS root using

the domain name instead of the computer name in the UNC path. Go to Start=>Run
and then type in \ \benandbrady\Accounting Root and click OK.

2l

Type the name of a program, Folder, document, or
Intermet resource, and Windows will open it Far you,

Open: I {\benandbradylaccounting root] I j

Ok I Cancel | Browse. .. |
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2. You should be able open the DFS root without any trouble. Close the window for the
accounting root share.

=101

JFiIe Edit  Wiew Favorites Tools Help ﬁ

J 4=Eack - = - | iQhsearch [ Folders £ #History ||¥ % @& | [E

JAddrngI@ accounting rook d @Go
oy T @ @ @ @ @

3E |
& oo Budgets Financial General Invoices Main
accounting root Statements

3. In order to test the root replicas for fault tolerance you will need to take SRV-11 offline
and try to connect to the accounting root again. Find the network cable that goes from
the SRV-11 NIC to the hub and unplug it.

4. Try to connect to the DFS root share once again with the UNC
\\benandbrady\Accounting Root. You should still be able to connect to it without
any problem. That’s because the request for the DFS root is directed to Active
Directory and Active Directory (the DC/SRV-1) will realize that the DFS root on SRV-
11 is not available and will only connect users to the DFS root replica that is currently
functioning.

5. Now try to open the link for Budgets. You should get an error message saying that the
network path was not found. Why did you receive this error? Because SRV-11 is offline
and the share is not reachable. Keep in mind that configuring root replicas does nothing
for replicating the files as they are folders contained within the DFS links. Root replicas
only contain information on where the shares are located. The link still shows up, but as
the error message indicates, the computer can not be found. Click OK to close the error
message.

accounting root on Entire Network |

Q ‘\\benandbradylaccounting rootlBudgets is not accessible,

The network path was not Found.

6. Connect the cable for SRV-11 back into the hub and try to access Budgets again. Now
that SRV-11 is back online, the user should be able to connect to the shatre and view the
text file for the Marketing budget for the year 2000.

Budg;ts
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Creating DFS link replicas for fault tolerance

If you want true fault tolerance for all of the different resources within the DFS, you will
have to create link replicas as well as root replicas. Creating link replicas will replicate (copy)
all of the information from one folder (link) over to another. If a server is unavailable, as in
our last example, the user should be redirected over to the functioning server with the same
information. This should all work seamlessly without the user being aware of anything going
on in the background. In order to configure replicas for the lab, you need to create new
shares on the servers upon which the replicas will be placed.

1. Create and share the following Folders.

SRV-1
Folders: C:\Backup Budgets
C:\Backup Main
C:\Backup General
== Local Disk {C:)
J File Edit ‘iew Favorites Tools Help
J FBack v = - | Qisearch [YFolders £ #History ||E X w | E
J Address I[;l Local Disk (C:)
-¥ |
J o
LS Backup Backup Main Backup
Local Disk (C:) Budgets General
SRV-11
Folders: D:\Backup Financial Statements

D:\Backup Invoices

i W R g

" e
Data (D :] ¢ Financial ! Ba'ij-'D
Statements:  Inveices

2. Log on to SRV-11 and open the DFS management console. Right click on the
Budgets link and select New Replica.

Tree I

.% Distributed File System

E.@ ‘Yibenandbrady, comiAccounting Rool
gRemo\u’e Dfs Link

Replication Palicy...

Check Status

Cpen

Page 62 of 84 © Train Signal, Inc., 2002



i
alrainSIGNAL. ..

3. A dialog box will appear asking you to enter the share name of where you want the
replica to point. You can either type in the UNC name \ \stv-1\Backup Budgets or
browse for the share created for the budgets link on SRV-1. You then have to specify
how you want the two shares to replicate. The Manual replication option will only
replicate the two shares when it is forced to. The Automatic replication option will
replicate the two shares automatically so that both shares contain the same information.
Complete automation is our goal here, so select Automatic replication and click OK.

‘whien a uzer opens I\\BENAN DERADY Accounting RoothBudgets

Send the user to this shared folder:

I\\Srv-'l “Backup Budgets Browsze... I

Replication Policy

" Manual replication

" Automatic replication %

Ok I Cancel

4. By selecting the automatic replication option you now have to specify which one of the
shares actually holds the data. The one with the data will be set as the Master (primary)
and all of the data currently in the folder will be replicated over to the other DFS link.
You will only have to set the master the first time the shares replicate as they will
thereafter both replicate any changes, regardless of which share changes. Select the
\\Stv-11\Accounting Budgets share and click the Enable button. You must be
careful when you enable the share because the first one you enable will automatically be
set as the Master (primary) share. If you select the wrong share, you can always change it
by using the Set Master button. Now select the \\Srv-1\Backup Budgets share. Make
sure that both shares are enabled for replication and the \\Strv-11\Accounting
Budgets share is set as the Master (primary). Click OK. From now on, any changes that
are made within either one of the shares will be automatically updated to the other.

Repica Setfor. [\WBENANDERAD'\Accounling Fiool\Budgets RepicaSet for ~ [WBENANDERADY*Accouning Foot\Burgets
Shared Folder [ Reglication [ Domain [ sie Shared Foldar | Rispliation | Damain | Site
Worv-T\Backup Budgets Mo benandbrady....  Def. 4Srv-14Backup Budgsts Ve benandbrady Def.
WSrv-11%ccounting Budgets No benandbrady... Det o L WGm- Thhccounting Budgets  YesPriman]  benandbrady.. Dt
N ohse|
Set Master I Set Master I
1 | i 4 I i
i~ Description i Description
This shared folder will not participate in automatic replication. This shared folder will be added to the replica set. It will participate in automatic
replication,
oK Canesl oK D Cancal
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5. Make all of the DFS links fault tolerant by setting up new replicas for all current DFS
links. Match up the current DES links with the corresponding backup share you created,
as you did with the Budgets DFS link.

Financial Statements = \\Stv-11\Backup Financial Statements
General 2 \\Srv-1\Backup General
Invoices =2 \\Strv-11\Backup Invoices
Main = \\Stv-1\Backup Main

Testing DFS for complete fault tolerance

1. Log on to Client-1 with the username jsmith and connect to the DFS root using the
domain name in the UNC path \ \benandbrady\Accounting Root.

E Type the name of a program, folder, document, or

Internet resource, and Windows will open it For you,

Qpen: I Y\benandbradyaccounting root| I j

oK I Cancel | Browse. ., |

2. You should be able to reach the DFS root share \ \benandbrady\accounting root
without any trouble. Now open the Budget folder and delete the text file for
Marketing Budget 2000 and create a new text file named Marketing, just to make sure
the user is able to work within the folder.

— =
=N
Budgets s

Print

Marketing Budget 2000 -
Text Document Make Available OFfline

Open With...
Modified: 10/10/2002 1:40 PM
Send To 3
Attributes: {narmal)
Cut = B =y

g
Create Shortcut

MI Budgets

Properties

Page 64 of 84 © Train Signal, Inc., 2002



i
alrainSIGNAL. ..

3. Close the Window for the Accounting Root share. Now take the server, SRV-11,
offline by disconnecting the network cable from the hub. Remember, the first time you
took SRV-11 offline you were not able to access the Budgets folder from the DFS root
link, even though you could see it. That’s because you only had root replicas set up for
the network and there was no fault tolerance set up on the DFES links.

4. Open the DFS root folder \ \benandbrady\accounting root and try to access the
Budgets folder again, now that SRV-11 is offline. You should see the text file named
marketing that you created and you should be able to open, edit and delete it, even
though the server upon which it was originally shared is not online. Now delete the
marketing text file and see if the file reappears when you bring SRV-11 back online.

Tod P

b IEUE  Print
Budgets Open Wwith...

marketing end Ta b

Text Docurnent

Cut
Modified: 9/17/2002 §:12 AM Copy

Attributes: {normal) Create Shorkcut

Rename

Properties

5. Close the Window. Plug the network cable for SRV-11 back into the hub to bring the
server back online.

6. Open the DFS root folder \ \benandbrady\accounting root and open the Budgets
folder. Notice that the budget folder is empty - that’s because when SRV-11 was
brought back online it replicated with SRV-1. SRV-1 then updated SRV-11 that the
marketing file has been deleted. SRV-11 accepts that the file has been deleted when it
came back online, because, after the first time replication takes place, there is no longer a
primary (master) server. DFS replication then uses multi-master replication to
synchronize the data on each share, in much the same way that domain controllers
replicate Active Directory. The user who connects to this share will never know when
or if a server was ever down as long as one of the servers with the share is up and
running. You now have a fully fault tolerant DFS infrastructure for users to connect to.

Budﬁéts

There are no ikems to show in this
falder,
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LLab 3

Enabling disk quotas and mapping
network drives on the File Server

You will learn how to:

e Enable default disk quotas for all users
e Create disk quotas for individual users
e Map and delete a network drive using a Windows 2000 GUI
e Map and delete a network drive using the NET USE command
e Create a script for deleting and creating network drives
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Scenario

Jill calls you into her office on a Monday morning and tells you that the users are abusing the
storage space on the file server by placing their MP3 files and e-books on the public share in
order to share them with other users. Jill asks you to limit the amount of disk space for all
users so that they can only save up to 100MB on the public share. There will be some users
that will be granted more storage space in the future but, by default, all users must have the
100MB limit. There is also a problem with some users having a hard time finding files on
the pubic share — they are not working efficiently because they spend too much time trying
to find them. You need to try to make it easier for everyone to find their resources on the
network.

In this lab, you will be working with disk quotas on the data partition of the file server, SRV-
11. You will be assigning 100MB of storage space to users by default and then testing
different scenarios to see how each one affects the disk quota. You will also learn how disk
quotas are calculated, how you can determine the owner of a file and the effects that copying
and moving a file within the partition will have on disk quotas. Your last task will be to
create network drives using the Windows 2000 Wizard (GUI) and login scripts using the
NET USE command.

Disk Quotas

Disk quotas allow the administrator to control and monitor the amount of disk space a user
can use on a single partition. Disk quotas only work with the NTFES file system and can only
be enabled on partitions, not on the physical hard drive or on a folder. Disk quotas can be
used in situations where you want to limit users from using too much disk space on a
partition by storing large and sometimes unnecessary files. Before enabling disk quotas you
need to know how much storage space the users on your network actually need. You want
to give them enough space so that they are able to work, without giving them too much
flexibility, thereby causing you to add more storage space to your server every other week.
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Enabling disk quotas

1. Log on to SRV-11. You can enable disk quotas by opening My Computer from the
desktop and then selecting the drive upon which you want to enable disk quotas. On
SRV-11 you want to enable disk quotas on the drive that you are using for file sharing,
the (Data) D: drive. Right click on the D: drive and select Properties. On the
properties page select the Quota tab.

General | Tools | Hardware | Sharing |

Secuiy Busta | webShaing

! Statug: Disk quotas are disabled

[~ Enable quota management

™| Deny disk space to users exceeding guata it
Selech the: default quata it for iew users on this volume:

% Do ot imit disk usage

€ Limit disk space ta Na Limit x
Set warning vl o) Mo Limit >

Select the quota [oggig options for this volume:

™| Log event when a user exceeds their quata fimit

I™ | Log event when a user exceeds theit warning level

% Ouata Entries.
[ ] coed | ooo |

2. By default, disk quotas are disabled. The traffic light in the top left hand corner shows
you the status of disk quotas on this particular partition. The red light means disk quotas
are disabled and green means they are enabled. The yellow light will only show up
whenever the information for disk quotas is being rebuilt. Click the Enable quota
management check box to enable disk quotas and set the different options.

[oata (D Properties 2=
Genmad | Tosh | Hadwwe | Shang |
Sty Gueta | webSheng |

! Ftatuk Ditk quotas e drabied

[y 7 Enatlo mate menagencet
T Diary itk spisea b users suceading quath int

T Do not i ik usage

& Leagskopaeto [ 1 [ 3]

Sunaregleslio [ 1 [0 7]
ket By ol o ol Ko s voln

I L eveert whven  user essceads ther quoka bt
T L st o s ocommcs: L wairira) bl

Gucda Eritrs
[T | Cancel Apply
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3. The first option is the Deny disk space to users exceeding quota limit - this means
exactly what it says. When you enable this option any user who exceeds their quota limit
will be denied any more disk space. By default this option is not enabled and will
therefore only show a warning in the quota entries that the user has exceed the limit, but
it will not stop them from taking up more storage space. Enable the Deny disk space to
users exceeding quota limit.

4. The next option allows you to specify the default amount of disk space to allocate to
each user on this partition. You can set it so that there are no limits on disk usage for
this partition by selecting the Do not limit disk usage option. You may want to use this
option if you only want to limit a couple of users to a certain amount of space without
affecting remaining users. Then you are given two options to set the amount of disk
space and when to show a warning. The default for both options is set to 1 KB.

Change Limit disk space to 100MB and the Set warning level to 75MB. Click Apply
and the red light on the traffic signal should now turn green to show that disk quotas are
enabled. Click OK.

Uit (15} Preqities xixd
Gowd | Tesn | Mudwwo | Shamg |
Secuiy Quas | websheing |

i Stotus: Dik quola tythem s acive

7 Enable quota management
I Diery disk. apace in uren exoeedng quok i
Select the delmu quots lmk lor new uter on this volume:
1 Dot et ik g
Ltk gucnto | 100 e %]
Sotwamnghvelio | 75 w2 =]
Sikochthe uoka kaggng nplons b thes vokene:

I Log #vent when uie asseads ther guota lmt
T Loxy memed b it mmcommc U wrarg bl

(uata Erirms.

ok Cancel I Appke

Testing disk quotas from Client-1

1. Log on to Client-1 with the username sstevens (Sue Stevens) from the sales
department. Insert the Windows 2000 CD-ROM and find the 1386 folder that is
located on the CD.

#W2ASEL_EN (D)

Fle Edt Wiew Favorltes Took Help
dBack ~ = - (] | @oearch ChFolders (HHstory | 0F OF X o | EE-
Address I'WZASELEN(D:) ~| P |

el O O @O O

BOOTDISK  CLIENTS 1555 PRINTERS ~ SETUPTXT

SUPPORT YALUEADD AUTORUN  CDROM_IAS CDROM_NT.S
Modfied: 12/7/1999 7:00 AM

Attributes: Read-only . p

READ1ST README SETUP

W2ASEL_EN (D:)

@ =

File: Folder
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2. Now, from the command prompt (start=>run) open the public folder by using the
UNC name \\stv-11\public.

& public on srv-11

File Edit ‘iew Favorites Tools  Help
dmback - = - (2] | @search ChFoders (Bstory | B B X o | E-
address [ pubic

vl ElEEEE

Accounting  General Marketing Sales

|»

publir:

This folder is Online.

3. Next, open the Sales folder and try to copy the 1386 folder from the CD-ROM into the
Sales folder. The 1386 folder is a little over 300MB so if the disk quota is set properly,
this user should not be able to copy it over entirely as the the default setting for disk
quotas is set to 100MB. You should get an error message before the folder is able to
copy over completely saying that there is no free disk space. If you get this message then
you know that you have successfully setup disk quotas on the (Data) D: drive.

Error Copying File or Folder il

° Cannot copy GEORGIA: There is not enough Free disk space.

s

Delete one or more files ko free disk space, and then try again.

Setting individual user disk quotas

1. Log on to SRV-11 and open the quota properties tab for the (Data) D: drive. On the
bottom of the page click the Quota Entries button. This is where you can add, delete
and view quota information on a per user basis. If you look at the status for the user Sue
Stevens, it will show a warning that she is close to the limit of 100MB (this warning will
first appear at 75MB, as per the specification on the previous page). It will not allow the
user any disk storage above the 100MB mark. Any file that will cause this total to be
exceeded will be denied. So, if you did not set the deny disk space for users exceeding
the quota limit option, this user will be able to continue using as much disk space as she
wants. In this case, disk quotas will only show you an alert saying that the user has
exceeded their limit.

“@ Quota Entries for New ¥olume (E:) = |EI|5|
Quota  Edit  View Help

O X Q

Stakus | Mame | Logon Mame | Amount Used | CQuoka Limik | ‘Warning Level | Percent Used |

@OK BUILTIM &driniis. ., 46,14 MB Mo Limnit Mo Lirnit T8
@Warning Sue Skeverns sstevens@bena, .. 99,99 MB 100 MB 75 MB a4 ¢
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2. On the Quota Entries menu select Quota>New Quota Entry. This will bring up a list
of available users, find and add the user Jack Straw (jstraw@benandbrady.com) then
click OK. Remember, that disk quotas can only be set for individual users, so you will
not be shown any groups or OU’s on this list.

| cselectusens 2x
Lookre |G benarckady com =]
[ Home [ in Foies [~
0 Adrwsstistor bnandinady, comUlsers
R Gumst benandbeady comdU s
€] Tairereille benaready com v
hebtgh
Jach

dnck. St EnhiweEbenanckrady. coml

N

3. After clicking OK, a dialog box will appear asking you to set the limit for the user you
selected, Jack Straw. This user needs extra disk space so you can assign him a higher
limit or no limit at all. Set Limit disk space to 350MB and the Set warning level to
275MB and click OK. Now all other users will have the default setting, 100MB of disk
space, except for Jack Straw to whom you have specifically given extra disk space. Close
the Quota Entries windows and click OK on the Quota Properties page.

Add New Quota Entry ﬂll

g Uszer: jstrawi@benandbrady. com
Set the quata limit for the zelected userz]:

" Do not limit disk usage
€ Limit disk space to | 350 IMB j
Set warning level to | 274 IKB j

Ok, I Cancel |
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Testing the individual quota entry for a specific user

1. Log on to Client-1 with the username jstraw (Jack Straw). Insert the Windows 2000
CD-ROM and find the 1386 folder on the CD. Now, from the command prompt open
the public folder by using the UNC name \ \stv-11\public.

2. Next, open the Marketing folder and try to copy the 1386 folder from the CD-ROM
into it. The files should be able to copy over completely without any problems because
this user has a disk quota limit of 350MB and the 1386 folder is just a little over 300MB.
This copy would cause a warning to be issued, however, because warnings were set to be
issued at 275 MB.

Fle Edt View Favortes Tools Help
SBack - & - (1] | @search [yFoiders fiHistory | 05 02 K x| EE-
Address [ Marketing

bl B

Markt;ting
=l %opled

File Edit View Favorites Tools Help

Gback - = - ]| Qoeach TyFoders (fhstory | UINTE X o | E

This Folder is Online,

1 cbject(s)

- W2ASEL_EN (D7)

| address Ii W2ASEL_EN (D2} \
= =l = B
i BOOTDISK  CLIENTS 1366 PRINTERS ~ SETLPTXT
W2ASEL_EN (D:)

Finding the owner

1. Open the Properties page of the 1386 folder that was copied over to the Marketing
folder from the CD-ROM. Select the Security tab. From the Security tab, click on the
Advanced button.

1386 Properties

General  Security

Manme [ add.
' Adminiztrators [SBY-115Administrators]

€72 Marketing (BENANDBRADY\M arketing) fleinoze

Pemissions: Deny

Full Control

HMuodify

Fiead & Execute
List Folder Contents
Read

Wiite

Advanced
~ Allowy inheritatie permissions from parent to propagate to this

object
Ok I Cancel Apply

lalalalalal i
oooooo
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2. On the Advanced Security page, select the Owner tab. A window will pop up warning
you that you only have permission to view the current owner of this folder. Click OK.
By default, the user who created the folder will also be owner of the file or folder.
Anytime a user creates or copies a file or folder, that user will become the owner and will
be charged with using the disk space. Disk quotas refer to the owner of the file or folder
to determine which user will be charged with using up disk space. By default, only
administrators have the permissions necessary to change the ownership of files and
folders. Non-administrative users have to be specifically assigned the take ownership
permission to be able to take ownership of a folder or file.

1

o ] o | s |

The effect of copying files on disk quotas

1. Log on to SRV-11 and delete the 1386 folder from the Marketing and the Sales folders
and then empty the Recycle Bin to make sure that users are not being charged with any
disk usage.

2. Log on to Client-1 with the username sstevens (Sue Stevens) and then open the
Public share folder.

3. Now open the General folder and create a text file named Test.

|J Address Ia General

. Jill Smith Tesk
General Ly

This Folder is Online.

4. Log off and then log back on with the username jstraw (Jack Straw) and open the
Public share folder.
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5. Find out who owns the text file named Test. Notice that the owner of the file is Sue
Stevens (sstevens@benandbrady.com) therefore she is being charged for disk usage
on this file. Close the Properties page of the Test file.

Access Control Settings for Test

Permissions  Dwiner |

Current owner of this iten:

benandbrady. com]

Change owner ta:

| MHame

6. Now open the General folder and ¢opy the text file named Test over to the Marketing
folder.

| J Address I[:I Marketing

Marke;ting

=
@
i

This folder is Online,

7. Once the file is copied over to the Marketing folder, open the properties of the file and
find who the owner of the Test file is. Notice that the owner of the file is now Jack
Straw (jstraw(@benandbrady.com). The ownership changed because this user, Jack
Straw, copied the file over from the General folder. Remember that when you copy a file
from one location to another, you are creating a new file that is a duplicate of the
original. So, this user basically created a new file in the Marketing folder and will
therefore become the owner of this new file and will subsequently be charged for using
disk space on the (Data) D: drive. Close the Properties page of the Test file.

Access Control Settings for Test

Permizsions  Dwher I

Current awner of this item:

Change owner to:

! M ame
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The effect of moving files on disk quotas

1. Delete the Test file in the Marketing folder.

T
B Print
Marketlng Make Available Offling
Open With. ..
This folder is Online,
Send Ta 3
Test
Text Document Cut
Copy

Modified: 9/14/2002 3116 PM

Attributes: (normal)

Create Sharkout

Rename

2. Open the General folder and this time e/ the Test file and then pasze it into the
Marketing folder. This is equivalent to #oving the Test file.

N - B e R o B e R -
W, U = open
e il sroith Open o Accounting General e Explore
General Print public Search, .,
This Folder is Online. Maks fivallabl Offin This foldet is Online, M
Cpen ‘with...
— — Send Ta 4
arketing —
Text Document S 1 ' File Folder Cut
Modified: 9142002 3:16 FM m Modified: 9/15{2002 &:24 AM Cory
Copy EET
Lhaiba

3. Now open the Marketing folder and find who the owner of the Test file is. Notice that
this time the ownership of the file did not change because the file was moved to the
marketing folder instead of being copied. When a file is moved, the original file is taken
from one location and placed in another, so that a new file is not created. Therefore, this
is the original file and the ownership does not change. Close the Properties page of the
Test file and return to the desktop.
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Mapping a network drive

An easy way to have the users reach their network shares is to map network drives on their
client computers. A mapped network drive is basically a shortcut to a share on the network
that is assigned a drive letter. For example, if a user wants to connect to a share that has
been mapped to the client computer with the drive letter X:, all the user will have to do is to
open the X: drive from Windows Explorer to reach the network share. There are basically
two ways to map a network drive in Windows 2000. One is by using a GUI (Graphic User
Interface) in Windows and the other is by using the CL.I (Command Line Interface) with the
Net Use command. We will also look at automating the process of mapping network drives
with some logon scripts.

Map Network Drive Tool (GUI)

There are many different places from which you can map a network drive using a GUI in
Windows 2000. You can do it directly from the share in Windows Explorer, in My
Computer, in My Network Places and even by right clicking on My Computer or My
Network Places on the desktop. It doesn’t matter which method you choose, as they run the
same program that will ask you for the same information - a drive letter to assign to the
share and the shared folder to map to.

1. You will map a network drive for the Public share using the drive letter P: from the My
Network Places icon on the desktop. On the desktop simply right click on My Network
Places and select Map Network Drive.

Open
Explore
Search for Computers, .

Map Metwork Drive. .. K
Disconnect Metwork Drive. ..

Create Shorkcut
Fename
Internet
Explorer Properties
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2. The program for mapping a network drive will start and ask you to specify the drive

letter to use. The program will have a drop down box with all the available drive letters.
Select P: for the drive letter (you can use anything but I try to use drive letters that
match the first letter of the share name). You also have to specify the folder to which
you want to map. You can either specify the UNC name for the share or browse to find
it. Click the Browse button.

Map Network Drive x|

Windows can help you connect to a shared network Folder

and assign a drive letter to the connection so that you can
| access the folder using My Computar.
=
oS

Specify the drive letter for the connection and the Folder
thak you wank to connect ta:

Falder: B Browise. ..

Example: \iserverishare
¥ Reconnect at logon

Connect using a different user name,
Create 5 shortcuk to a web Folder or FTP site,

cbas | Fosh | [ caneel |

3. Find the Public share located on SRV-11 and click OK.
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Browse For Folder 2] x|

Select a shared network folder

& Benandbrady ;I
-3 Client-1

“Z¥ Accounting Budgets

¥ Accounting Raot

@ Backup Financial Statements
‘23 Backup Inveices

3
g ?oftware LI
ok |  cancel | ewFolder |

A

You should now have the drive letter P: selected and the UNC name \ \Stv-11\Public
appearing in the folder section. You also have the option to Reconnect at logon, which
is set by default. This option maps this network drive every time the user logs on. It is
useful because you won’t have to manually map the drive every time the user logs off
and on. There may also be times that you don’t want the user to be able to connect to
the drive again and all you have to do in this instance is uncheck this option with the
result that the next time the user logs on, the network drive will not be mapped. Leave
the Reconnect at logon option on and click Finish.

=]
o [ Fokder

and et ntter to th Hht you can
~ ‘sctess the folder usng My Computer.
il

Specilly the drive betier [or the conmection and the fokder
Hhat yeu wark o eonnasct bat

Drve: P

Fuokders I\lﬁ-vllu'\hl-' x| oeowmse...
Exammple: {fserverishare
F* Reconnact st logon
Comnect usig & @lererd ywer name.
Creake a shorteut tn  Web folder or T ste.

[reen | concd |
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5. The wizard will then close and the mapped drive will automatically open. You will be
able to see the folders that are located in the public share and in the left pane you will see
the drive letter and label of Public on ‘Srv-11" (P:). Close the Window.

File Edit Wiew Favorites Tools Help

J
J 4= Eack -~ = - | @Search L) Folders @History ||¥ Iz = w | E-
J

Address I% Public on 'Srw-11' (P2}

T 18 = o G

Accounting General Marketing Sales

Publié on "Srv-

N1’ (P3)

6. Double click on My Computer from the desktop and you will see that you now have a

Public on ‘Srv-11" (P:) drive that you can use to easily connect directly to the public
share.

& my computer

J File Edit Wiew Favorites Tools  Help

J 4=Eack - = - [] | Qhsearch [4Folders ¢ 4History ||% I X @ | Ed-

J Address IH Iy Computer

3V Floppy  Local Disk () Compact Dise Public on onkrol Panel
(A (o) 'Srw-11"(P1)

la

My Cc;mputer

Select an item bo view its
description.

7. 'To remove the network drive, all that you have to do is right click on the Public on

‘Srv-11’ (P:) drive and select Disconnect. The drive will then disappear within seconds.
Close the My Computer window.

)y =9

_EN Control Panel

Open
Explore
Search...

Make Awvailable Offline

Synchronize |J Address [ vy Computer E

) Dicornee: | = S

Create Shorkeuk ot 314 Floppy  Local Disk (C:) Control Panel
(A
Rename My Computer
a Select an item ko view its
Properties

description.
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Mapping a network drive using the NET USE command

1. First, open the command prompt. Click Start=>Run then type in cmd and click OK.
Run 21|

Zj Tvpe the name of a pragram, Folder, document, or

Internet resource, and Windows will open it for ywou.

Open: | s ﬂ

oK [: | Cancel | Browse, .. |

2. From the command prompt, type in NET USE/HELP and press Enter. This will
show you all of the options and switches that are available to use with this command as
well as the definition of what this command does.

C:~\>MET USE ~HELP
The syntax of this command is:

MET USE [devicename | =1 [“\“computernamessharenamel[*wolumel [password |
[-USER: [domainname™ Jusername 1
[~USER: [dotted domain name™Jusername ]
[#USER: [usernameldotted domain name]
[[/DELETE]1 | L[~PERSISTENT:<Y¥ES | NO}11]

MET USE {devicename | =} [password | =1 ~HOME
NET USE L[~FERSISTENT:<{¥ES ! NOX1
MET USE connects a computer to a shared resource or disconnects a

computer from a shared resource. Yhen used without options. it lists
the computer’'s connections.

3. To map the network drive letter P, to the public share, you have to know that the drive
letter is available and also the exact UNC name of the public folder. From the command
prompt, there is no wizard to tell you what letters are available or a browse button to
use! Once you have obtained the necessary information, you can type in NET USE P:
\\SRV-11\PUBLIC and press Enter (make sure that you put a space after P:). You
will then get a message underneath the command telling you the command was
completed successfully and then a window to the Public on ‘Srv-11" (P:) drive will open
just as it did when you used the Map Network Drive program to map the network drive.
Close the window for the Public on ‘Stv-11’ (P:) drive.

C=~>MET USE P: “~~SRU-11-~PUBLIC
The command completed successfully.

LR
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4. You can now open My Computer again and will find that you have a Public on ‘Srv-11
(P:) drive.

5. To delete the network drive from the command line, the only information you need is
the drive letter you want to delete. You would then type in NET USE P: /DELETE
and press Enter. You will get a message telling you that the P: drive was deleted

successfully. Open My Computer to make sure that it was deleted. Type EXIT to
close the command prompt.

C:+2>MET USE P: ~sdelete

P: waz deleted successfully.

Mapping a network drive using a logon script

Mapping network drives with a GUI seems pretty simple and convenient, so why would you
ever want to use the command line? You may need to use the command line to map a
network drive if you are having trouble with your network and you cannot connect to shares
using the GUIL. You may also want to learn the Net Use command to create simple logon
scripts to map network drives. A login script will come in handy if you have many users on
your network requiring mapped network drives. Using a logon script allows you to automate
the process of mapping network drives on each computer in the network. You can write a
logon script by placing net use commands into a text file and then renaming it with a .bat
extension. To truly automate this process, you would then deploy the logon script using

group policy.

1. You can create a script using Notepad. Open it by going to
Start->Programs—>Accessories>Notepad.

W Paint
@ Synchronize
3] Windows Explarer

@ WaordPad

Page 81 of 84 © Train Signal, Inc., 2002



_EAF-:———-
WlrainSIGNAL. ..

2. Within notepad, type in the net use command to map the Public share to the P: drive:
NET USE P: \\SRV-11\PUBLIC. Then from the File menu select Save As.

4 Untitled - Notepad i [m] B =lolx]

File Edit Format Help

File Edit Format Help - T -
d Oper. .. Chrl+O
Save Ctrl+3
I Coovens IR
MET USE P: \\SRV—ll\F'UBLIq Page Setup...
Frint. .. Ctrl+P
Exit
L I

3. Save the file on the desktop and name it add p drive.bat. Make sure that you save the
file with the .bat extension regardless of your chosen file name because this is what will
turn it into a batch file. This allows the file to run like a program, executing each line
within the file. If you save the file as a text file (.txt), you will not be able to run it as a
logon script. Click Save As and close the file.

File name: I I j Save I
Save az type: ITE:-:t Diacuments [*.txt] =l Cancel |
Encoding: IANS| j

A

4. You should now have a batch file on your desktop named add p drive. If you open the
file it will run the command that you saved in it. In this case it will run the command
NET USE P: \\SRV-11\PUBLIC and map the network drive for you. Double click on
the batch file and the Public on ‘Srv-11" (P:) drive window will open. Close the window
and open My Computer to confirm that the Public on ‘Srv-11" (P:) drive was mapped.

add u} drive

5. Now create a batch file that will delete the P: drive and save it on the desktop with the
name remove p drive.bat.

& remove p drive - Notepad

File Edit Format Help
| add p drive

net use P: Sdelete
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6. Now run the batch file to remove the P: drive and open My Computer to see if worked.

Combining the add and delete commands

In some cases you may have to combine the commands into one script. You should first
enter the command to delete the drive and then enter the command to add the drive. For
example, you may get a user who knows how to map drives and decides to use the drive
letter P: for another share. If you try running the add script on this user’s computer you will
get an error that the drive letter is already in use. So, by combining the two commands into
one batch file and placing the delete command first the script will first delete any drive using
the drive letter P: and then add the correct network drive to use with the drive letter P:

1. On the desktop right click My Network Places and select Map Network Drive and
map the share \ \srv-11\software with the P: drive letter. The software share should
open and you’ll be able to see the drive in My Computer as Software on ‘Srv-11" (P:).
Close both windows.

3

S B R
" Adiir} Users
Software on "Srv-

11' (P)
This folder is Online,
1 [ |
o FH =2 & =
e 314 Floppy  Local Disk (C:) Compact Disc Softwareon Control Panel
My Computer CH (i) 'Sre-11' (i)

2. Open Notepad and create a batch file with both the net use commands to be deleted
and add the P: drive. Save it as remove and add p.bat on the desktop.

File Edit Format Help

MET USE P: fdelete
MET USE P: “MWSRV-11WPUBLIC
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3. Next, double click on the remove and add p batch file on the desktop to test and see if
the script will work.

remaove and k
add p

4. 'The public share should now open up as Public on ‘Strv-11" (P:). Open My Computer
to make sure that Public on ‘Stv-11" (P:) also appears.

M’

L
Ly
L
L]
L
9

public on "srv-
11' (P:)

o 8 =

y Local Disk (i) Compact Disc public on Control Panel
H (D) ‘srv-11" (P
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