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Introduction

Welcome to Train Signal!

This series of labs on Windows 2000 is designed to give you detailed, hands-on experience
working with Windows 2000. Train Signal’s Audio-Visual Lab courses are targeted towards
the serious learner, those who want to know more than just the answers to the test
questions. We have gone to great lengths to make this series appealing to both those who
are seeking Microsoft certification and to those who want an excellent overall knowledge of
Windows 2000.

Each of our courses put you in the driver’s seat, working for different fictitious companies,
deploying complex configurations and then modifying them as your company grows. They
are not designed to be a “cookbook lab,” where you follow along with the steps of the
“recipe” until you have completed the lab and have learned nothing. Instead, we
recommend that you perform each step and then analyze the results of your actions in detail.

To complete these labs yourself, you will need three computers equipped as described in the
Lab Setup section. You also need to have a foundation in Windows 2000 and TCP/IP
concepts. You should be comfortable with installing Windows 2000 Professional or Server
and getting the basic operating system up and running. Each of the labs in this series will
start from a default installation of Windows 2000 and will then run you through the basic
configurations and settings that you must use for the labs to be successful. It is very
important that you follow these guidelines exactly, in order to get the best results from this
course.

The course also includes a CD-ROM that features an audio-visual walk-through of all of the
labs in the course. In the walk-through, you will be shown all of the details from start to
finish on each step, for every lab in the course. During the instruction, you will also benefit
from live training that discusses the current topic in great detail, making you aware of many
of the fine points associated with the current topic.

Thank you for choosing Train Signall

Page 7 of 83 © Train Signal, Inc., 2002
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Setting up the Lab

1. Computer Equipment Needed

Item Minimum Recommended
Computers (3) Pentium I 133 MHz (3) Pentium I1 300MHz
Memory 128 MB 256 MB
Hard Drive 2 GB 4 GB
NIC I/machine I/machine
Hubs 1 1
Network Cable | (3) 3 cables (3) 6’ cables or greater

I strongly urge you to acquire all of the recommended equipment in the list above. It can all
be easily purchased from eBay or another source, for around $500 (less if you already have
some of the equipment). This same equipment is used over and over again in all of Train
Signal’s labs and will also work great in all sorts of other network configurations that you
may want to set up in the future. It will be an excellent investment in your education. You
may also want to look into a disk-imaging product such as Norton Ghost. Disk imaging
software will save you a tremendous amount of time when it comes to reinstalling Windows
2000 for future labs. Many vendors offer trial versions or personal versions of their
products that are very inexpensive.

Page 10 of 83 © Train Signal, Inc., 2002
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2. Computer Configuration Overview

Computer 1 2 3
Number
Computer Name | SRV-1 SRV-11 Client-1
IP Address 192.168.1.201 192.168.1.211 192.168.1.1
OS W2K Server W2K Server W2K Pro
Additional Stand-Alone Server | Stand-Alone Server | SP2
Configurations Sp2 SP2

3. Detailed Lab Configuration

***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND is not connected to a business network.
Train Signal Inc., is not responsible for any damages. Refer to the full disclaimer and limitation of
liability which appears at the beginning of this document and on our web site, www.trainsignal.com.

Computer 1
Computer 1 will be named SRV-1 and the operating system on this computer will be

Windows 2000 Server or Advanced Server. You should also install Service Pack 2 to avoid
any unforeseen problems. If you do not have a copy of Windows 2000 Server you can
obtain an evaluation copy of Windows 2000 Advanced Server within the Microsoft Press
series of books and Service Pack 2 is available for download on Microsoft’s web site.

SRV-1 will have a static IP address of 192.168.1.201 with a 255.255.255.0 subnet mask. The
default gateway field can be left blank but you should enter the computer’s own IP address
for the Preferred DNS field (192.168.1.201). The alternate DNS Server field can be left
blank.

Page 11 of 83 © Train Signal, Inc., 2002
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Computer 2
Computer 2 will be named SRV-11 and Windows 2000 (either version again) will be installed

on this computer with Service Pack 2. SRV-11 will have a static IP address of 192.168.1.211
with a 255.255.255.0 subnet mask. The default gateway can be left alone at this point.
Configure the preferred DNS server setting to point to SRV-1, 192.168.1.201 and leave the
alternate DNS setting blank.

Computer 3
Computer 3 will be named Client-1 and have Windows 2000 Professional installed as the

operating system. Client-1 will be joined to the wiredbraincoffee.com domain just as SRV-
11 was. Client-1 will have a static IP address of 192.168.1.1 with a 255.255.255.0 subnet
mask. The default gateway can be left alone at this point. Configure the preferred DNS
server setting to point to SRV-1, 192.168.1.201, and leave the alternate DNS setting blank.

Important - You should test the network connections (using the PING command) between
each of these machines to ensure that your network is set up propetrly. Testing before you
get started will save you major time and effort later.

| ONs |
Lab

i

Computer Name: SRV-1
Static IP: 192.168.1.201/24
OS: W2K Server/SP2
Services:

Computer Name: Client-1
IP: 192.168.1.1/24

Computer Name: SRV-11 0S: W2K Professional/SP2
Static IP: 192.168.1.211/24

OS: W2K Server/SP2
Services:

(figure 1)

***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND is not connected to a business network.
Train Signal Inc., is not responsible for any damages. Refer to the full disclaimer and limitation of
liability which appears at the beginning of this document and on our web site, www.trainsignal.com.
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LLab 1

Building the DNS Infrastructure
for Wired Brain Coffee, Inc.

You will learn how to:

 Install and configure a DNS Server
e Set the Primary DNS suffix
o Create forward & reverse lookup zones
e Create a Host (A) record
o Create a Pointer (PTR) record
e Configure a DNS client
e Troubleshoot DNS using the NSLOOKUP command

Page 13 of 83 © Train Signal, Inc., 2002
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Scenario

Wired Brain Coffee, Inc., is a small startup company located in Seattle that distributes
specialty coffee around the world. They have hired you recently to do some basic
networking and get the current employees up and running as soon as possible. Currently,
Wired Brain Coffee (WBC) has 15 employees, but within a few months, there will be over
100 full time employees. You were hired as a Jr. Network Administrator to ensure that the
first group of employees has no problems with the network. Your instructions are to build a
basic network utilizing two servers. One server will act as a file server and the second server
will be used as a DNS server. Initially, WBC will be set up as a workgroup with no domain
controllers because management has not decided on the exact Active Directory design. You
know that workgroups are better suited for very small networks and the WBC will quickly
grow out of this type of network, but...this is what the suits want.

In Lab 1 you will install the DNS service on srv-1 and configure both a forward and a
reverse lookup zone for WBC. The zone you create will be a Standard primary zone. Keep
in mind, that you will not be creating a Windows 2000 domain, so Active Directory
Integrated zones will not be available. After creating and configuring the zone, you will test
the DNS server from client-1 using the nslookup command.

Standard Primary

concort _ons |
wiredbraincoffee.com

Computer Name: SRV-1.wiredbraincoffee.com

Static IP: 192.168.1.201/24

OS: W2K Server/SP2

Services:

DNS 560000k
Hub

. [I0ag

=
Computer Name: SRV-11.wiredbraincoffee.com
Static IP: 192.168.1.211/24 Computer Name: Client-1.wiredbraincoffee.com
OS: W2K Server/SP2 IP: 192.168.1.1/24
Services: 0S: W2K Professional/SP2
(figure 2)
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Computer Name: SRV-1
IP: 192.168.1.201/24
OS: W2K Server/SP2
Services:

DNS

00 O

Wired Brain Coffee

(proposed design)

Router
192.168.1.200

[ D

= Professional Clients

15
Windows 2000

Q0 O

(figure 3)

NP NN

Computer Name: SRV-11
IP: 192.168.1.211/24

OS: W2K Server/SP2
Services:

File Server
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Installing DNS Service

1. On SRV-1 go to Start—>Settings—> Control Panel.

Windows 2000 Advanced Server

TrainsSIGNAL. .

Mew Office Dacumnent

Open Office Document

=
Q windaws Update
&

+| Programs
Dacuments

Search
Printers
Help ) Taskbar & Start Menu, ..

% b Metwork and Dialup Connections

5 Run...

-
Shut Down...

[ghistart || ] @ (53 || EJuabt - Mcrosoft word

(figure 4)

2. Double click Add/Remove Programs, and then click on Add/Remove Windows
Components.

E3 Control Panel

J File Edit ‘iew Favorites Tools Help |

J 4=Fack ~ = - | @Search [ Folders @History ||E' Lr i e | Ed

J Address I@ Cantrol Panel

M | [ |
T

Control Panel

Page 16 of 83

Add/Remove Programs
Installs and removes programs and
‘Windows components

B
accessibility  add/Remove £ Administrative  Date/Time
Optians Hardware Tools
o s .
Eﬁf A‘g | Installs and removes programs and Windows co
Display Folder Options Fonts Game Internet

i Add/Remove Programs

Toadd ar rer
Information £
Set up services:

Y Configure Rem

Click Configure to

It cannot run unti
infarmation,

(figure 5)
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3. On the next window scroll down and click on Networking Services. Then click
Details.

Windows Components Wizard |

Windows Components a
“Y'ou can add or remove components of ‘Windows 2000, *

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click
Details.

Components:

[ &= Message Queving Services 2EME ;I
‘M -7 Networking : 36 MB

O Eﬂ Other Netwark File and Print Services noMe _|
O Remate Installation Services 1.7 MB

1 &4 Remate Storane: ARMRE T

Description:  Containg a variety of specialized, network-related services and protocals.
Total disk space required: 0.9ME Details
Space available on digk: 4960.2 MB
< Back I Mest > I Cancel |
(figure 6)

4. Under the Networking Services window find and select Domain Name System
(DNS). Click OK.

Networking Services |

To add or remove a component. click the check box. & shaded box means that only part
of the component will be inztalled. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

= CUM Interne
Domain Marne Spztem (DMS)
O Dwnamic Hf ™ Configuration Protocol [DHCF] 0.0 kB
O Internet Authentication Service 0.0MB
O (oS Admizzion Control Service 0.0ME
O Simple TCPAP Services 0.0ME
[l Site Server ILS Services 1.5MB ;I

Cezcrptiorn:  Enablez DCOM [Distributed Component Object Model) to travel over
HT TP wia the Internet Information Server [115].

Tatal disk space required: 0.9 B Details.. |

Space available on dizk: 43559 4 MB
ak. I Cahcel |
(figure 7)

5. Click Next and make sure you have your Windows 2000 server CD in the CD-ROM
Drive, or browse for the 1386 source files if prompted. Click Next for the installation to
begin. When the installation is done click Finish.

Page 17 of 83 © Train Signal, Inc., 2002
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6. From your desktop go to Start>Programs—>Administrative Tools>DNS.

Q Windows Lipdate _ 'En Component Services
— Q Computer Management
[— i = ,
5 Configure Your Server
2
N N p— i Data Sources (ODEC)
- , (& snatt 6 b .E Distributed File System
ettings
g @ Skartup L4
T
Event
Search 4 e Itiaint Epptarer Manages the Domain Mame System (DNS) service, which
3] outlook Exprass & Licensi|translates DMS computer names to IP addresses,

Hell
=l @ Local Security Policy

@ Performance
E Rauting and Remote Access

% Services

| gﬂ Telnet Server Administration

(figure 8)

Run...

Shut Down, ..

7. The DNS console will show SRV-1 indicating DNS has been installed on it. Below the
server, notice the two folders named Forward Lookup Zones and Reverse Lookup
Zones.

=loixg
|2 gueale windon ek INTTE: |
|| toten wow || = = | OE XERD F

T |

Ewe | (1) configure the DNG Server

BEL:: | ¥

3 (] Forwaed Lockup Zones

5 ) Rovense Lochap Toens | T DOFDSN Marme System (DNS) & a hissarchical naming system

s for locating computirs and other resouros on the metwork.
frioncdly DS

4, configured o quory ONS,
host namas rathar than by P addrasses

This DS server has not been configured yet. Configuration inchudes
updating root hints, and creating forward and reverse loolup zones.

To configure the DNS server, on e Action mend, click Configure e
s,

l‘x For mony nformation about configurng a DNS sorver, s “Checkist:
Fratallng 3 DNS server® in o online Help,

(figure 9)
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Setting the Primary DINS Suffix

Before you go on you will need to add the primary DNS suffix to the computer name
because the computer is not a part of a Windows 2000 domain. This setting controls where
in the DNS namespace you would like this computer to exist. If you do not specify the
primary DNS suffix, the computer will not be in the DNS domain wiredbraincoffee.com,
and this lab will not work! By adding this suffix, you are effectively making
wiredbraincoffee.com part of this computer’s name. For example, the computer name for
stv-1 would become srv-1.wiredbraincoffee.com.

1. To change the computers name on SRV-1 right click on My Computer from the
desktop and select Properties.

2. From properties, go to the Network Identification tab. From the Network
Identification tab, click on Properties.

21|

General MNetwark Identification |Hardware| User Profiles | Advanced |

g ‘windows uzes the following information to identify your computer
on the network.

Full computer name: SRY-1.

wWorkgroup: WORKGROUP

Ta rename this computer of join & domain, click
Properties. k

(figure 10)

3. On the Network Identification properties page click on the More...Button.

Identification Changes 2=l

*r'ou can change the name and the membership of this
computer. Changes may affect access ta network resources

Computer name:
SRY-1

Full computer name:
SRY-1

More.. [:‘I‘

Member of

 Domain:
|
* Workgroup:
[wORKGROUP
oK | Canicel
(figure 11)
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That will bring up a dialog box where you can add the Primary DNS suffix of the
computer. Type in wiredbraincoffee.com as the Primary DNS suffix and make sure
the “Change primary DNS suffix when domain membership changes” option is
selected. That way if the computer becomes a part of new domain other than
wiredbraincoffee.com, the DNS suffix will change automatically. Click OK.

DNS Suffiz and NetBIDS Computer Name 21x|

Primary DMS suffix of thiz computer:
Iwnedbralncoﬂee.com

¥ Change primary DNS suffis when domain membership changes

NetBIOS computer name:
|5Hv-1

Thiz name iz uzed for interaperability with older computers and services.

Cancel |
(figure 12)

Click OK until you get back to the Network Identification tab on the My Computer
properties. Before rebooting, look at the Full computer name and make sure it is

correct. Click OK. There will be a pop up screen asking if you would like to reboot
now for changes to take effect. Click Yes for the computer to reboot.

System Properties 21|

General - Metwark Identification | Hardwarel User Profilesl Advancedl

L g “windows uzes the following information to identify your computer
on the network.

Full computer name: SRY-1.wiredbraincoffee.com

Wiorkgroup: WORKGROURP

To rename this computer or join a domain, click Properties |
Properties.

(figure 13)
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Creating a Forward Lookup Zone

1. Open the DNS console by clicking Start>Programs=>Administrative Tools>DNS.

The next step in setting up DNS is to create a Forward Lookup Zone.

A forward

lookup zone needs to be created to support Wired Brain Coffee’s local network. The

forward lookup zone will create a new DNS database

that will contain the resource

records of computers in the DNS domain. Right click on the Forward Lookup Zones

folder and select New Zone.

JH?M Console  Window  Help

|J Action  Wiew |J G = | | = E

Tree I
-

=

DS

@ Confi

- 03 Reverse Look I

Tew Windaw Fro\gm Here

Refresh

Help

(figure 14)

This will start the new zone wizard that will walk you through the basic installation of a

new Forward Lookup Zone. The first screen will be a welcome screen, click Next. The
next screen will show the types of zones that you can create and a brief explanation of
each. A Standard Primary zone will store the master copy of the DNS database; this is
the selection you would make if this is the first zone you will be creating. A Standard
Secondary is only created when you already have a Standard Primary DNS zone on

another system. A Standard Secondary zone stores a read-

only copy of the primary DNS

zone’s database by accepting zone transfers (copies) from the primary. Active directory is
not installed on this server, so the Active Directory integrated option is grayed out.

Choose Standard Primary and click Next.

New Zone Wizard x|
Zone Type g
“wfindows can obtain and store zome information in thiee difterent ways. N
Select the lype of 20ne you want ko create:
£ Active Directoryirtegiated
Stores the new zone in Active Directory. This oplion provides secure updates and
integrated storage,
(¢ Standard primary
Stores amaster copy of the new zons in a text file. This option faciltates the:
exchange of DNS data with other DNS servers that uss test-based storage
methods.
" Standard secondary
Creates a copy of an existing zons. This option helps balancs the processing load
of primaty servers and provides fault tolerance
< Back | Next > | Cancel
(figure 15)
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3. The next screen asks for the name of the zone. Normally this would match the windows
2000 domain. In our example, Wired Brain Coffee does not have a domain setup (you
are running stand-alone servers), so you could set up your DNS zone anyway you want.
We are going to use wiredbraincoffee.com as the DNS zone, regardless. It is very
important that the name of the zone matches the primary DNS suffix that you set on
each computer.

| New Zone Wizard |
1
Zone Mame Q
“What do you want to name the new zone? .

Type the name of the zone [for example, "example. microsoft, com.");

M ame: wiredbr air

(figure 16)

4. 'The next screen in the wizard will ask if you would like a new zone file created or if you
would like to use an existing file. The only time you will likely use an existing file would
be in a disaster recovery situation or if you were moving DNS from one server to
another. Therefore, for our scenario, you will create a new file with the default name
provided. Notice the file name is the name of the zone with the .dns extension. This is
the default file name for any new zone. Click Next.

New Zone Wizard x|
Zone File Q
*Y'ou can cieale a new zone file or use a file copied from another computer. .

Do you want to create a new zone file or use an existing file that you have copied from
anather computer?

% Create a new file with this file name:

Iwiledbla\nculfea.cum dng

' Uge this existing file:

Touge an ewxisting file, pou must first copy the file to the ZSystemBoot®heystem32idns
folder on the server wnning the DNS service

< Back I [, Mest > I Cancel

(figure 17)

5. The last screen of the wizard is just a summary of the settings that were selected. Look
to make sure there are no mistakes and click on Finish to create the zone.
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6. From the DNS console, you should now have wiredbraincoffee.com zone under the
Forward Lookup Zones folder indicating that you successfully created the zone.

Tres I

BN

= ?
Forward Lookup Zones

_ - @ wiredbraincoffee. com
l:l Reverse Lookup Zones

(figure 18)

Creating a Host Record

A host record is a simple record that DNS uses to relate names to associated IP addresses.
For example if you needed to reach client-1 on your network but you did not know the IP
address, you can use the host name, client-1 and DNS would resolve the name to an IP
address so that you can reach client-1. In order for DNS to resolve the IP address of a host,
a host (A) record must exist for that particular computer. In most cases, all of the
computers on your network will have a host record associated with them.

1. To create new host records right click on the wiredbraincoffee.com zone and select
New Host.

L, DS . {same as parent Folder)
]B SRy-1 . 2] (same as parent Folder)
[:l Forward Lookup Zones srv-1

wiredbraincoffee. co
EI D Reverse Lookup Zones
----- “-{g 192.168.1.% Subnet

Update Server Data File
Reload

Mew Alias. .. %

Mew Mail Exchanger. ..
e Damain. .,

Mew Delegation. ..
Cther Mew Records., ..

(figure 19)
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2. That will bring up a dialog box that will ask for the name of the new record and the IP
address for it. Let’s create a record for another server on your network. In the name
field, type in: srv-77 and under IP address type in: 792.768.1.211. For right now, do not
check the box that reads Create associated pointer (PTR) record; we will come back
to this later. Now click Add host.

Newhost 21 x|

Location:

Iwiredbraincoffee.com

Mame [uzes parent domain name if blank]:
Isrv-‘l 1

IP address:
I192 68 1 A

[" Create associated painter [PTR] record

Add Host &! Cancel

(figure 20)

3. A screen will pop up letting you know that the host record was successfully created.
Click OK and that will bring you back to the New Host dialog box so that you can
continue to create more host records. Click on Done.

ors x|

@ The host record sr-11,wiredbraincoffee.com was successfully created,

(figure 21)

4. Now look at the wiredbraincoffee.com Forward Lookup Zone on the DNS console and
notice that there is a host file for srv-11 that you just created and there is another one for
stv-1. The host file for srv-1 was automatically created when you installed DNS and
created a Forward Lookup Zone on the server.

J'J%,‘ Console  Window  Help |;

|J Action  View |J¢' -’||><||§

Tree I Mame  / | Type | Data |
LTS (same as parent folder)  Start of Authority  [1], srv-1.wiredbraincoffee. ...

= B SRy-1 (same as parent folder) Mame Server stv-1.wiredbraincoffee.com,
- -0 Forward Lockup Zones sry-1 Hast 192,168.1,201
[ i clbr sincoffes. co

E sty-11 Host 192,1658.1.211
[ Reverse Lookup Zones

(figure 22)
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Creating a Reverse Lookup Zone

A reverse lookup zone is needed in order to resolve IP addresses to host names, the
opposite of a forward lookup zone. Without a reverse lookup zone you will not be able to
look up a host name based on its IP address. Reverse Lookup zones are primarily used to
troubleshoot your network.

1. To create the reverse lookup zone, open the DNS console, right click on the Reverse
Lookup zone folder and select New Zone.

Tree I Mz
ERE &
= SR

- Forward Lookup Zones

[+

View

Mew Window From Here

Refresh
Export Lisk. ..

Help

(figure 23)

2. That will start the new zone wizard similar to the one used for creating a Forward
Lookup Zone. The first screen will be a welcome screen, click on Next. The next
screen will show the types of zones that you can create and a brief explanation of each.
Since this is the first Reverse Lookup Zone select Standard Primary and click Next.

New Zone Wizard x|
Zone Type Q
‘windows can obtain and stare zane information in three different ways .

Select the lype of zone you want ta create

£ Active Directonyintearated

Stares the new zone in Active Directory. This aption provides secure updates and
integrated storage

& Standard primary

Stares a master copy of the new zone in a text file. This aption faciltates the
exchange of DNS data with other DNS servers that use text-based storage
methods

 Standard secondary

Creates a copy of ah existing zane. This option helps balance the processing load
of primary servers and provides fault tolerance.

< Back I Nest > I Cancel

(figure 24)
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3. The next screen will ask for the network ID of the zone. Enter the Wired Brain Coffee
network ID: 792.168.1 and click Next. Notice the
automatically generated for you below. Click Next.

reverse lookup zone name is

New Zone Wizard x|
Reverse Lookup Zone g
A reverse lookup zone js an address-to-name database that helps computers N
translate IP addresses into DNS names.
Ta identify the reverse lookup zone, type the network D o the name of the zone.
& Network ID:
EFIREIN]]
1 you use a zera in the network 1D, it will appear in the zone name. For example,
netwvork 1D 163 would create zone 163 in-addr. arpa, and network 1D 165.0 would
creste zone 0,163 .in-addr. arpa.
€ Reverse lookup zone name:
1.168.192.n-addr arpa

< Back IAI\NEM > I Cancel

(figure 25)

4. The next screen will ask if you would like to create a new zone file or use an existing file.
Again, the only time you will likely use an existing file would be in a disaster recovery
situation, so for our scenario we will create a new file with the default name provided.
Notice that the default file name was generated from the reverse lookup zone name on
the previous screen. Click Next.

5. The last screen of the wizard is just a summary of the settings that were selected. Look
to make sure there are no mistakes and click on Finish to create the zone.

6. From the DNS console, you should now have 192.168.1.x subnet zone under the
Reverse Lookup Zones folder indicating that you successfully created the zone.

Page 26 of 83

D Forward Lookup Zones
: |:| Reverse Lookup Zones
flzd 192,168.1.% Subnet

(figure 26)
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Creating a PTR Record

A pointer record is a simple record that does the opposite of a host record. This record uses
the IP address to look up the associated host name. Create a PTR record for srv-1. Unlike
the host record in the Forward Lookup zone, the pointer record is not created automatically
in the Reverse Lookup Zone for srv-1.

1. To create a PTR record, right click on the 192.168.1.x subnet zone and select New
Pointer.

=1-_1 Reverse Laokup Zones |

" @ AT

IUpdate Server Daka File
Reload

MI
Mew glias, .,

Mew Comain, ..
Mew Delegation, ..
Cther Mew Records., .,

(figure 27)

2. That will bring up a dialog box that will ask for the host IP number and the host name
that goes with the IP address. Enter the host IP number of 201 and browse for the
associated host name srv-1. You will be navigating through the forward lookup zone of
wiredbraincoffee.com for this record. Select srv-1 and click OK.

Lok in: I@ wiredbraincoffes. com j
Name | Type | Data |
Host 192.168.1.201
Selection: Isrv-T .wiredbraincoffes. com
Object type: IHosts [& Records) j
()8 I Cancel |
(figure 28)
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3. Confirm the information and then click OK.

New Resource Record 2x|

Pairter [PTR) |

Subnet:

|1 168.192.ir-addr.arpa

Hast IP number:

132 168 .1 .2m

Host name:

Isrv-‘l wiredbraincoffee. com Browse. I

ok [ | Cancel |
(figure 29)

4. After clicking OK notice there wasn’t a pop up screen like there was when you created a

host record, but you can check to make sure the entry was created by looking on the
DNS console under the 192.168.1.x subnet zone.

=l
J'E" Console  MWindow  Help | —|¢
|J Action  Wiew “@-’||X|@
Tree I Mame | Tywpe | Data |
F s {same as parent Folder) Start of Autharity  [11], see-1., admin.,
= B SRY-1 {same as parent folder) Mame Server srv-1,
ED Forward Lookup Zones 192.168.1.201 Paoinker sry-1,wiredbraincoffee. com

@ wiredbraincoffee, cor
=120 Reverse Lookup Zanes

(figure 30)
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5. Now that you have created a Forward and a Reverse Lookup Zone you can create a new
host (A) record and have it create a PTR record at the same time. On the DNS console,
right click on the wiredbraincoffee.com forward lookup zone and select New Host.
When the dialog box comes up, you will create a host (A) record and a PTR record for
client-1. For the name, type in client-1 and for the IP address, type in 792.168.1.1. 'This
time, check the box that reads Create associated pointer (PTR) record. Click Add
Host, a screen will pop up letting you know it was created successfully, click OK and
then click Done.

Newrost 2 x|

Location:

Iwiredbraincoffee.com

Mame [usez parent domain name if blank);

Iclient-'l

IP address:
192 168 A1 A

v Create associated pointer [PTR] record

Add Host I Cancel

(figure 31)

6. Now look under the wiredbraincoffee.com zone you should see the host (A) record
created for client-1.

ovs =0

J'E" Consale  Window  Help | — =]
|J Action  View Hd:l -b||}(|@

Tree I Mame | Type | Drata I
ETT {same as parent folder) Start of Authority  [1], srv-1 wiredbraincoffes, ...

= B SRy-1 {same as parent Folderd  Mame Server stv-1.wiredbraincoffee, com,

- =0 Forward Lookup Zonescd [= client-1 Hast 192.168.1.1

wiredbraincoffee, co srv-1 Hiask 192.165.1.201
[:l Reverse Lookup Zones sry-11 Host 192.168.1.211
f-{g 192.188.1.x Subnst
(figure 32)
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7. Also, look under the 192.168.1.x subnet zone. If you did everything right, you should
see the pointer record for client-1.

21, Console Window  Help |_-

“ Action  Wiew | @#l-’_|><".|@

Tree I Mame / | Tvpe | Data |
{zame as parent Folder)  Start of Authority  [2], sre-1.wiredbraincoffee. ..

B SRY-1 a e As-natent-Fakd n 1 sizedbrai &, com.
E| D Farward Lookup zgﬁg":: 192.168.1.1 Pointer client-1.wiredbraincoffee, co
] @ wiredbraincoffee. cor || 192, T68.T.20T L= 7T WFedoraincolree, com

E| D Reverse Leekup Zones

(figure 33)
8. Now for practice, create new host and pointer records for the following hosts.

-Computer Name: SRV-11 IP Address: 792.7168.1.211 (pointer record only)
-Computer Name: SRV-10 IP Address: 792.168.1.210
-Computer Name: SRV-2 IP Address: 792.168.1.202

Configuring a Client for DNS

There are a couple of ways to configure clients to use DNS. DNS clients can be configured
with DHCP or they can be configured manually. Since we do not have a DHCP server on
the network, we will manually configure client-1 to point to the DNS server for name
resolution. Start by logging on to client-1.

1. Before you continue, make sure you entered the Primary DNS suffix for client-1. The
primary DNS suffix should be wiredbraincoffee.com (See Setting the Primary DNS

suffix, earlier in this lab).

2. From the desktop right click on My Network Places and select Properties.

Open
Explare
Search For Computers...

Map Metwork Drive. ..
Disconneck Metwork Drive. .,

Create Shorkout
Rename

Properties

(figure 34)
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3. From My Network Places properties page, right click on the Local Area Connection
icon and select Properties.

1 Network and Dial-up Connections

J File Edit View Favorites Tools Advanced Help

J 4=Eock + = - | @ search [ Folders  £#History "ﬁ L X w ‘ &
Jnddress

Metwork, and Dial-up Connections

I_I—a !1

=

[ Make New

Network and Dial- s Disable

up Connections Status

Local Area Connection (Creeis St
Delete

Type: LAM Connection Rename

Status: Enabled Ml
3Com 30918 Integrated Fast
(figure 35)

4. From the Local Area Connection properties click Internet Protocol (TCP/IP), then
Properties.

Local Area Connection Properties 2 x|

General I

Connest using:

I B9 3Com 30916 Integrated Fast Ethemet Controller (3CI05B-

Components checked are used by thiz connection:

For Microsaft Networks
d Printer Sharing for Microsoft Metworks

Instal.. Urinstal Prapeties 1\, |

Descriptin

Transmission Contral Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
acoss diverse interconnected networks.

™ Shaw icon in taskbar when connected

aK Cancel

(figure 36)
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5. From the TCP/IP properties page, select Use the following IP address and type in
192.168.1.1 and a subnet mask of 255.255.255.0. l.eave the default gateway blank for
now. Then, towards the bottom, select Use the following DNS server addresses. For
the preferred DNS server, type in the IP address of the only DNS server presently on
your network, 192.168.1.201. 1.eave the alternate DNS server blank right now. Click
OK on this window and 4/ of the open windows.

Internet Protocol {TCP/IP) Properties 2=l

General

‘fou can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your netwark administratar far
the appropriate P sattings.

©° Obtain an IP address automatically
1% Use the following IP address

IP addiess. 132 163 . 1 1

Subnet mask: N
Defaul gateway

£ Dbtain DNG server addess autormatically

— Use the follawing DNS server addresses:

Preferred DNS server: 192.168. 1 .20
Altemate DMS server: . .

Advanced |
e

(figure 37)

Troubleshooting DNS with the NSLOOKUP Utility

NSLOOKUP is a diagnostic tool used with DNS. It is a command line utility, so you will
need to run it from the command prompt. NSLOOKUP will allow you to talk directly to
the DNS server and make simple queries.

1. Open the command prompt. Click on Start=>Run, and type cmd in the Run dialog
box. Click OK.

‘Windows Update
] Programs L4
Documents 4
21
Settings 4
search » Type the name of a program, Folder, document, or
Internet resource, and Windows will open it for vou,
Help %
Cpen: Icmd j
Run... k |
Shut Down... oK | Cancel | Browse. .. |
[dstart || (1) @ 2 ]|
(figure 38)
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2. From the command prompt, type in NSLOOKUP, then press enter. You should see
the name and the IP address of the DNS server.

Gzw>ns lookup
Default Server: srv—-1.wiredhbraincoffee.com
Address: 192.168.1.261

>

(figure 39)

**¥Important Note***

If you don’t see the screen above and instead you see a screen similar to the screen below, you want to go back
and check all of your settings to make sure that you configured everything corvectly. Most likely, you did not
create a Reverse Lookup Zone and a PTR record for the DINS' server and you will not be able to use this
utility until you corvect this problem.

C:srns lookup

##% Can't find server name for address 192.168.1.281: Hon—existent domain
w3 fef ault servers are not availahble

Defablt Server: UnKnown

Address: 192.168.1.281

>

(figure 40)

3. Now try a simple query, type in SET TYPE=ANY, press enter and then type in
WIREDBRAINCOFFEE.COM and press enter. This will give you a summary of
information about DNS. Notice how the information on the screen matches up with
the information within the properties of your DNS server.

= szru—1l.wiredbraincoffee.com
Address: 192.168.1.281

> set type=any

> wiredbraincoffee.com
srv—l.wiredbraincoffee.com
192.168.1.281

wiredbraincoffee.com namezerver = srv—1.wiredbraincoffee.com

wiredbraincoffee.com
primary name server = srv—1.wiredbraincoffee.com
responsible mail addr» = admin.wiredbraincoffee.com
serial
refresh
retry
expire

9
988 (15 mins>
688 (1@ mins>
86488 (1 day>
default TTL = 3688 {1 hour>
srv—l . .wiredbraincoffee.com internet address = 192.168.1.2081

(figure 41)
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4. Now try to find the IP address of the computer name srv-11 with NSLOOKUP. Type
in srv-11 and press enter. That first two lines show the FQDN (Fully Qualified Domain
Name) and the IP address of DNS server that did the name resolution. The result of the
query will be displayed underneath. Type exit to leave the NSLOOKUP sub-command.

r:  sry—1l.wiredbraincoffee.com

zpru—11 .wiredbraincoffee.com internet address = 192_168.1.211
>

Cony A ' ' A

(figure 42)
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Lab 2

Managing the growth of
Wired Brain Coffee’s DNS Infrastructure

You will learn how to:
e Configure a Standard Secondary zone on a DNS Server

 Initiate zone transfers between DNS Servers
e Promote the Secondary DNS Server to a Primary DNS Server
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Scenario

It has been a couple of weeks since you started working at Wired Brain Coffee and so far
things could not be easier. There is no boss around, users do not bother you to much and
you have plenty of free time to learn the “finer” points of your favorite game, Age of
Empires. Today is shaping up to be different, though. Charlie, the new Network Manager,
started today and has already put down the iron fist. “What is this DNS structure you
created?  Where do you think we will be if this oze DNS server goes down?” Charlie asks
you. “A month from now, we will have 100 more users pounding on this one DNS server,”
he continues. “Install a Secondary DNS server so our DNS structure has at least a little fault
tolerance and make sure you know how to promote it to a Primary in case the current
Primary fails.” So much for conquering the Greek Civilization in Age of Empires, it is back
to work!

Standard Primary Zone for
wiredbraincoffee.com La b 2

Computer Name: SRV-1 L
Static IP: 192.168.1.201/24 |

OS: W2K Server/SP2
Services:
DNS o
ko) —
2 Hub
©
—
-
0]
[
©]
N
Computer Name: SRV-11
Static IP: 192.168.1.211/24
OS: W2K Server/SP2 = Standard Secondary Zone
Services: = for wiredbraincoffee.com
DNS (to be installed) TE " =

Computer Name: Client-1
IP: 192.168.1.1/24
0S: W2K Professional/SP2

(figure 43)
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Installing the DNS Service

DNS should be installed on srv-11 in the same fashion it was installed on srv-1 in Lab 1. Go
to  Start>Settings>Control  Panel>Add/Remove  Programs—>Add/Remove
Windows Components and choose DNS from within Network Services.

***Important Note***

Before you continue, make sure you entered the Primary DNS' suffix for srv-11, wiredbraincoffee.com (See
Setting the Primary DNS suffix, Lab 1).

Creating a Forward Lookup Zone for the Secondary Server

1. You will need to create a forward lookup zone on srv-11 so it is able to perform name
resolution for DNS clients. Right click on the Forward Lookup Zones folder and
select New Zone.

JH?-H Console  Window  Help

| acion wew [+ » @[m|X & @2

Tree I
BOWS @ Configure the DNS Server

MNarme Systerm (DNS) is at
puters and other resource
Mew Window from Here a service for mapping frie
 oea pd1P addresses. This allow
= mote systems by host narr
Help ver has not been configun

—rmm,—; d creating forward and re

(figure 44)

-0 Reverse Lok

Refresh

2. 'This will start the New Zone Wizard, which will walk you through the basic installation
of a new Forward Lookup Zone. The first screen will be a welcome screen, click Next.
The next screen will show the types of zones that you can create and a brief explanation
of each. This time you will select Standard Secondary, because you already created the

standard primary for wiredbraincoffee.com on stv-1. Select Standard Secondary, and
then click Next.

Zans Typn
Wirakowrs can cbto e dhine pone iliarntion i theee lleserd wiys

Select the ippe of zone you want ho creste:
i

mingaled stoage:
T Standuwd pmary
Shoi i the i e, Thi

¥z

methods.

f«; Standad seconday
T R -
of priany servets and pa rexies kil Iokesanen:

_w [ ] o |

(figure 45)
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3. The next screen asks for the name of the zone. This has to be the same name you used
when you created the first zone on srv-1. Therefore type in wiredbraincoffee.com and

click Next.
New Zone Wizard x|
L\@nne Name g
“What do you want ko name the new zone? ‘
Type the name of the zone [for example, "example. microsoft, com. "
Narme: wiredbraincoffee. com Browse...

< Back I Mest > I Cancel

(figure 46)

4. The next screen of the wizard will ask for the address of the Master DNS server. Since
this is a secondary DNS server, it has to retrieve the DNS database from another DNS
server, the Standard Primary server in this case. Type in 192.168.1.201, to tell the
secondary how to find the primary DNS server. Click on Add, then click Next.

MNew Zone Wizard x|

Master DNS Servers Q
The zone iz copied from ane or more DNS servers. .

Specify the DMS servers from which you want o copy the zone. Servers are contacted
ity the order showr,

IF address:

192.168.1.20 Remove |
g |
[ v

I

< Back I Ment > I Cancel

(figure 47)

The next screen will show you a summary of the settings you selected. Confirm that
everything is correct and then click Finish.
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From the DNS console on SRV-11, look under the Forward Lookup Zones folder and you

Under the zone should be all the entries that
you created in the primary zone. This is because the secondary server copied (known as a

i
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zone transfer) the DNS database over from the primary standard setver/zone.

FFEN e F*¥

The secondary server is a read only database; no changes can be made from here. All changes have to be
made in the Primary zone.

| 'Eq Consale

Help

| oton vew || » AW XTRE| @

Tree I

5. If the Primary DNS server does not copy the database over right away, you can force the
zone transfer by right clicking on the wiredbraincoffee.com zone folder and selecting

Transfer from master. This can be done at anytime, to force the secondary server to

*
EAT

=3 sRv-11

EID For

ward Lookup Zones
: wiredbraincof
{23 Reverse Lookup Zones

(figure 48)

transfer the database and any changes that may have occurred.
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J,_é_‘ Console  wWindow  Help

|J Action  Wiew |J<2= -P||X||§

Tree I

ENTS
-] srw-1
IEI-E SRy-11
ED Forward Lookup Zones

- Transfer from master

Wiew 3
Mew Windaw From Here

Delete

Refresh
Export List...
Properties
Help
(figure 49)

Marme I Type I [Cata
(same as parent Folder) Start of Auth...  [21], srv-1., admin,
(same as parent folder) Mame Server sry-1 wiredbraincoffee.cor
Host 192.165.1.1
Host 192.168.1.201
Host 192.165.1.210
Host 192.168.1.211
Host 192.165.1.202
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Creating a Reverse Lookup Zone on the Secondary Server

1. The next step is to configure srv-11 with a secondary zone for the primary reverse
lookup zone that was created on srv-1. Within the DNS console right click on the
Reverse Lookup Zones folder and select New Zone.

Tree I

1 DS @ Add a New
=3 sRy-11

--{:I Farward Lookup Zones
: Lackup Zones

The Cormain Mame =

m.«m

W
View k

Mew Mindow From Here

Refresh
Help
(figure 50)

2. This will start the new zone wizard. The first screen will be a welcome screen, click
Next. The next screen will show the types of zones that you can create and a brief
explanation of each. Since this is the second Reverse Lookup Zone you are going to
create for WBC, select Standard secondary and click Next.

New Zone Wizard x|
Zone Type Q
‘windows can obtain and store zone information in three different ways. .

Select the type of zone you want ta create:

€ hctive Directonintearated
Staorez the new zone in Active Directory. This option provides secure updates and
integrated storage.

= Standard primary

Storez a master copy of the new zone in a text file. This option facilitates the
exchange of DMS data with other DMS servers that uze text-based storage
methods.

& Standard secondary

Creates a copy of an existing zone. T his option helpz balance the proceszing load
of primary servers and provides fault tolerance.

< Back I Next > I Cancel

(figure 51)
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3. The next screen will ask for the network ID of the zone. Enter the Wired Brain Coffee

network ID: 792.168.1. Notice the reverse lookup zone name is automatically generated
for you. Click Next.

New Zone Wizard x|
Reverse Lockup Zone Q
A reverse lookup zone is an addressto-name database that helps computers .
translate IP addiesses into DNS names.

To identify the reverse lookup zone, type the network 10 or the name of the zone,

&+ Metwork [D
192 168 1 Browse I

1f you uge a zera in the netwark |0, it will appear in the zone name, For example,
netwark 10 169 would create zone 169.in-addr.arpa, and network 1D 169.0 would
create zone 0.163.in-addr. arpa

" Reverse lookup zone name:
1.168.192.in-addr. arpa

< Back | v, Mest > Cancel
A3

(figure 52)

4. The next screen will ask you for the IP address of the master DNS server on your
network. Type in the IP address of the Primary DNS server for the 192.168.1 subnet,
which is 192.168.1.201. Click on Add and then Next.

New Zone Wizard x|
Master DNS Servers ?
The zone is copied from one or mare DNS servers. .

Specify the DNS servers from which you want to copy the zone. Servers are contacted
i the order shown.

IF address:
I . . . Add | Browse...
192.168.1.201 Femove

Up |
Do |

< Back I Nest » I Cancel

(figure 53)

5. The next screen will show you a summary of the settings you selected. Confirm that
everything is correct and then click on Finish.
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6. From the DNS console on SRV-11, you should now have the 192.168.1.x zone under
the Reverse Lookup Zone folder. Notice that all of the PTR records from the primary
DNS server now appear under the 192.168.1.x subnet zone.

oo =]
] J,_g_‘ Console  Window  Help |_|- _Iﬁl |
|J Action  Vigw |J<2=' 5 | Bm XE DB @
Tree I Marne | Type | Diata |
lons (same as parent folder) Start of Auth...  [20], srv-1., admin.
] B SRY-11 (same as parent folder) Rarne Server srv-1.wiredbraincoffee. com,
ED Forward Lookup Zones E] 192.168.1.1 Pointer client-1,wiredbr aincoffee, com,
| @ wiredbraincoffee.com | (2] 192.168.1.201 Painter sry-1.wiredbraincoffee.com.
i ED Reverse Lookup Zones 2] 192.168.1.202 Poinker sry-Z . wiredbraincoffes.com.
@ 15 Pointer sry-10.wiredbraincaffee. com,
Painter srv-11.wiredbraincoffes, com,
1

(figure 54)

7. 1f the Primary DNS server does not copy the database over right away you can force it
to the same way as the forward lookup zone (Step 14), only, instead of right clicking on
the wiredbraincoffee.com zone folder you would right click on the 192.168.1.x subnet
folder.

Configuring Zone Transfers

1. Open the DNS console on srv-1. Right click on the wiredbraincoffee.com zone and
select Properties.

| 2 console  Window Help

H action  View ‘J@»\’E\Xﬁ|@

Tree |

NS (same ¢ parert folder;
= :
-3 vt 2] tsame as parent folder;
- 20 Forward Logkup Zones client-1
i -  BICEYS)
. &1 (0 Reverse Lookup Zones | Lipdate Server Data Fie
8 st Reload

New Host..
Mewr Alias. .

New Mail Exchanger.
Mews Damain. .

Mew Delegatian. .
Other New Records...

View 3
Neve Window fram Here

Delste
Refresh
Expart List...

Properties

Help

(figure 55)

¥ Any setting configured here will be in effect for only the wiredbraincoffee.com zone and
not the entire DNS server.
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General Tab

On the general tab, you have the ability to pause the DNS service, change the zone types and
control what type of updates will be allowed for this zone. Look at your choices for the type
of zone and dynamic updates. The type of zone allows you to change the zone to a different
type than you originally specified.

The dynamic updates drop down menu allows you to control whether dynamic updates are
allowed for this zone. This is set to No by default. If you leave this setting at no, you will
have to manually add and update all of the host records in the zone. It is a good idea to
change this to Yes, in order to allow the client computers to automatically update
themselves with the DNS server.

wiredbraincoffee.com Properties Jied 3} | wiredbraincoffee.com Properties 2|
General | Star of Authorty (S04] | Mame Servers | WiNS | Zone Transfers | General  Start of Authority (S04) | Name Servers | WINS | Zone Transfers |

Status:  Running Serial number:

IE Increment |
Type: Primary Change

Frimary server:
Zone file name: Isrv-ﬂ .wiredbraincoftes. com. Brawse... |
wiredbraincoffee. com. dns Responsible person:
Allow dynamic updates? Mo d Iadmin.wiredbra\ncnflee con. Browse... |

. Refresh interval |15 I i
To set aging/scavenging properties, click Aging. Aging... | SEsEne Wil =
Fietiy interval: |1 1} Iminutes 7
Expires after: I'I Idays <

Minimurn [default) TTL: 0 d 00
I
TTL for this recard: 1 HUNS{ ] [}S
Ok Cancel | Apply | 'TI Cancel | Apply |
(figure 56)

2. Change the Allow dynamic updates setting to Yes then click on the Start of Authority
(SOA) tab.

Start of Authority (SOA) Tab

The SOA tab displays information about the Start of Authority record in graphical form.
The SOA record defines general information about the zone. The serial number field
determines the current version of the zone. Every time a change is made to the records in
the zone, the serial number is incremented by one. Secondary DNS servers can then tell if
they have an updated copy of the zone by comparing the serial number of the data they have
with the current serial number of the zone. The Primary server field specifies the DNS
server that contains the master database for this zone. The responsible person field allows
you to specify the email address of the person responsible for managing this zone. Notice
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the form that this address takes on, admin.wiredbraincoffee.com is the DNS equivalent of
admin@wiredbraincoffee.com. The Refresh intetval controls how often DNS secondaties
check with the primary DNS server for an update. By default, the secondary DNS servers
“bother” the primary DNS servers every 15 minutes for their current information. The
Retry interval field specifies how soon to check back with the primary DNS server if it was
not available the first time. Expires after, tells the secondaries how long to wait without
hearing from the primary, before they should throw out all of the information they learned
from the primary. Therefore, by default, after 24 hours, the secondary DNS server would
determine that all of its current DNS records for the zone were invalid and quit functioning,.

The minimum (default) TTL indicates the “Time to Live” or how long a computer will
cache the results of a DNS resolution it has received from this DNS server. The default is 1
hour. The TTL for this record is exactly that, the time to live for the start of authority
record itself.

3. From the SOA tab, change the Refresh interval to 60 minutes (this will slow down
how often the Secondary DNS servers ask the Primary for a zone transfer). Also,
change the Minimum (default) TTL to 1 day, 1:0:0:0 (1 day, O hours, 0 minutes, 0
seconds). Click on the Name Servers tab.

Name Servers Tab

This tab is used to add name servers that will hold a copy of the zone database. On this
screen you can add, edit or remove any servers that are running DNS. By default, only the
primary DNS server will be added. Click on the WINS tab.

wiredbraincoffee.com Properties I A |l wiredbraincoffee.com Properties ﬂﬂ
General | Start of Autharity (504]  Mame Servers | wiNS | Zone Transfers | General| Stait of Authorty (308] | Name Servers WING | Zane Transfers |
To add name servers ta the list, click Add. You can use WINS to resolve names not found by querying the DNS
namespace.
[IF Address I Tle WS Farmard inkup
[192.168.1.201]
I™ Do not replicate this record
IP address:
. . Asdd
Fiemove
Up
% Diovr
Add... Edi. | Remove |
Advatoed |
oK. I Cancel I Lppl | ok I Cancel I Apply I

(figure 57)
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WINS Tab

If you want a WINS server to help in name resolution, you can select the box in this tab and
specify the IP address of the WINS server. This was a good option with NT 4.0 because
WINS is very often used and the WINS database is usually more populated than the DNS
database. In Windows 2000, DNS handles most of the name resolution duties and WINS is
not nearly as important. Click on the Zone Transfers tab.

Zone Transfers Tab

This tab allows you to control how zone transfers are handled. By default, the Allow zone
transfers box is selected and the “To any server” option is specified. This default setting
allows all of the zone data, computer names and IP addresses, to be transferred to any
computer that asks, not the most secure setting in the world. A better choice, is the Only to
servers listed on the Name Servers tab selection. As you might guess, this utilizes the
Name Servers tab that we spoke of previously, to only allow zone transfers to computers
that are listed on this tab. You can also specify individual servers by entering their IP
addresses.

wiredbraincoffee.com Properties 2=l

Generall Start of Autharity [SDA]I MHame Sewersl WwiNG  Zome Transfers |

A zone tranzfer sends a copy of the zone ta requesting servers.

& Toany server

" Only to servers listed on the Mame Servers tab

€ Only to the following servers

IP address: %

I . . . Add |
| Femove |
To specify secondary servers to be notified of zone updates, click

Motify.
Iatify... |
] I Cancel | Apply |

(figure 58)

4. For the wiredbraincoffee.com zone, select the Only to servers on the Name Setvers
tab option. Click Apply
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5. Next, you will add srv-11 to the Name Servers list, so that zone transfers will take place
from srv-1 to srv-11. Click on the Name Servers Tab. You can type in the FQDN for
srv-11.wiredbraincoffee.com or you can browse to the host file. Click Add to enter
the IP address below. When finished click OK.

MNew Resource Record 2lx|

Mame Server [N5) I

Server name:

Isrv-11.wiredb|a\ncuffse.cum Browse... I Resalve |

IP address:

I . . Aold |
Remcove |

g |

Dhvary |

Ly

Ok | Cancel |

(figure 59)

6. You should now see both srv-1 and srv-11 listed on the Name Servers tab. These will be

the only servers that are allowed to transfer the wiredbraincoffee.com zone database.
Click OK.

wiredbraincoffee.com Properties e =4
Generall Start of Authority (504)  Name Servers |W’INS I Zone Transfersl

To add name servers ta the list, click Add.

| 1P Address
[192.166.1.201]
[192.166.1.211]

pdd.. | Edt. | FRemove |

Ok I Cancel | Apply

(figure 60)
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Configuring DINS Clients with a Preferred and Alternate DNS Server

1. Log on to client-1. From the desktop right click on My Network Places and select

Properties.

3. From the Local Area Connection properties click Internet Protocol (TCP/IP) then

click Properties.

4. On the properties screen, type in the IP address of srv-11 (192.168.1.211) as the
Preferred DNS server. Now type in the IP address of srv-1 (192.168.1.201) as the
Alternate DNS server. Click OK. Click OK again. Close the My Network Places

window.

M Internet Protocol (TCP/IP) Properties 21x]

General

“Y'ou can get [P settings assigned autamatically if your network, supports
thiz capability. Otherwise, you need to ask your network. adrinistrator for
the appropriate IP settings.

" [btain an IP address automatically
% Use the following IP address:

IP address: 192 1682 1 1
Subnet mazk: I 2852852685 . 0
Default gateway: 192 168. 1 . 0

| [btain DNS server address automatically
% Use the following DNS server addresses
Preferred DNS sarver: 192 1820 1 .21

Alternate DNS server: 192 1820 1 .20

Advanced... |

Cancel |

5. Open the command prompt. Type in NSLOOKUP. The first line will now show the

(figure 61)

default server and its IP address. Strv-11 should be listed.

C=~>nslookup
Default Server:

gsru—11 .wiredbraincoffee.com

Address: 1%2.168.1.211

From My Network Places properties page, right click on the Local Area Connection
icon and select Properties.

Page 47 of 83

(figure 62)

© Train Signal, Inc., 2002



i
A rainsIGNAL, .

6. Now try a simple query. Type in SET TYPE=ANY, press enter and then type in
WIREDBRAINCOFFEE.COM and press enter. Notice how the first two lines show
information for srv-11. That is because it queried that server to gather the information
given.

C:zw2>nzlookup
Default Server: sruv—11.wiredbraincoffee.com
Address: 192.168.1.211

¥ zet type=any

» wiredbraincoffee.com

Server: sru—11_wiredbraincoffee.com
Address: 192_.4168.4.244

wiredbraincoffee.com nameserver sru—1 .wiredhraincoffee.com

wiredbraincoffee.com namezerver = spru—11_wiredbraincoffee.com

wiredbraincoffee._com
primary name server = spru—1._.wiredbraincoffee.com
rezponzible mail addr = admin.wiredbraincoffee.com
13

serial
refrezh 288 <15 mins>»
retry 688 <18 mins2»
expire 86488 <1 davu>
default TTL = 3688 <1 hour>
sru—1 .wiredhraincoffee.com internet address 122 .168.1.2681
gru—ii.wiredhraincuffee.cum internet address 1?2 .168.1.211

(figure 63)

7. 'The secondary DNS server, stv-11, is now being used, because it was set as the Preferred
DNS server for client-1. This is the server that client-1 will send any DNS queries to. If
this server were to go offline for any reason, the client would then try to send the DNS
query to the alternate server, which in this case would be srv-1.

8. In order to simulate this, you will need to type EXIT and close the command prompt.
Next, find the cable that goes from the hub to srv-11 and unplug it.

9. From client-1, open the command prompt and run the NSLOOKUP command. It will
tell you that the DNS request timed out and it was unable to find the server name for the
address 192.168.1.211. Under that, it will say that the default server is srv-1, which is the
server that was set as the alternate server in case the preferred server was not available.

C=~>nslookup
DHS request timed out.
timeout was 2 seconds.

##% Can't find server name for address 192.168.1.211: Timed ount
Default Server: sruv—1.wiredbraincoffee.com
Address: 192.168.1.281

(figure 64)
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10. Now try a simple query. Type in SET TYPE=ANY press enter then type in
WIREDBRAINCOFFEE.COM and press enter. Notice how all of the information is
the same as before, when you ran the query from srv-11. Even though the information
is obtained from a different DNS setrver, the zone information is the same.

C:vonslookup
DHE request timed out._
timeout was 2 seconds.
r name for address 192.168.1.211: Timed out
Default Server: sru—l.wiredbraincoffee.com
Addres 192.168.1.2681

> set type=anwy

> wiredbraincoffee.com
srv—1 .wiredbraincoffee.com
122.168.1.281

iredbraincoffee.com namesemry ru—1 .wiredbraincoffee.com
iredbraincoffee.com nameserver ru—11 .wiredbraincoffee.com
wiredbraincoffee.com
primary name server = v—1 .wiredbraincoffee.com
responzible mail addwe admin.wiredbraincoffee.comn
serial 13
refrezh 998 (15 mins)>
retry 608 (18 mins)>
expire = 86488 (1 day>
default TTL = 3688 <1 hour>
srv—l.wiredbraincoffee.com internet addm 192 .168.1.2681
§Pu—11.uiredhraincoffee.com internet addr 192 .168.1.211

(figure 65)

Promoting the Secondary DNS Server to a Primary DINS Server

What would happen if stv-1 crashed? Would you hold off on additions or changes until srv-
1 was back online? If the Standard Primary DNS server ever crashes or needs to be brought
down, a Standard Secondary can be promoted to take its place.

1. Log on to stv-11 and open the DNS console. Right click on the wiredbraincoffee.com
zone and select Properties.

D

‘|I

j;'l‘ Consale  Window  Help

Ja:t\on Yiew |J¢l »\\XI

Tres I Hame 7

7_\{‘ [E {same as parent Folder)

= B SRY-1 (same as parent Folder)
-2 Forward Lookup Zones client-1

i @ wiredbraincoffee,coml(E] srv-1

B0 Reverse Lookup Zon Update Server Data File
(3 192.168.1.x Sub Reload

MNew Host...
New Alias...
Mew Mail Exchanget...
Mew Domain...
Mew Delegation...
Other New Records. ..

Wievt 3
New ‘Window from Here

Delete
Refresh
Export List...

Opens properky sheet for the cur Help

(figure 66)
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2. On the General tab, notice that this is a Secondary DNS server. Click on the button that
says Change. ..

General | Start of Authority (504] | Name Servers | WINS | Zone Transters |
Status: Running Pause
Type: Secondary
Zone file name:

Iwnedhlamcuffsacum.dns
IP address:
l% Add Browse |
Femove Find Hames |
]
Down
0K | Cancel | Lpply
I
(figure 67)

3. On the pop-up screen, select Standard Primary and click OK.
x

Select a zone type:

7 Active Directony-ntearated
Stores the zone data in Active Directony.

% Standard primary
Staores the zone data in a standard text fils.

" Standand secondary

Creates a copy of an existing zone.

Ok I Cancel

(figure 68)
4. On the General Tab make sure that it now says Type: Primary and click OK.

5. Follow the same steps for the 192.168.1.x reverse lookup zone. You have now made
stv-11 the primary DNS server for the wiredbraincoffe.com zone. After srv-1 is back in
working order, you need to make sure that only one server is configured to host the
primary zone for wiredbraincoffee.com or you will have two separate zone databases for
wiredbraincoffee.com.
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6. Plug the srv-1 cable back into the hub. Open the DNS console and change the
forward lookup zone and the reverse lookup zone to Standard secondary zones,
pointing to srv-11 as the master server.

7. From the DNS console right click on wiredbraincoffee.com and select Transfer from
master. This will transfer any zone updates from srv-11 that srv-1 doesn’t already have.

J.ng-\ Console  window  Help

|] actin vew || & = [E[@| X = [

Tree I

2> Dhs (same as pa

EB SRY-1 (same as pa
ED Forward Lookup Zones Z] (same a5 pa
@ (E| cliank1

(21 Reverse Lor Transfer from master
Wi

Mew windaw From Here

Delete
Refresh

Export List,..

Propetties

Help
(figure 69)

8. Repeat these steps for the 192.168.1.x reverse lookup zone.
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LLab 3

Modifying the DNS Infrastructure to handle
growth at Wired Brain Coffee, Inc.

You will learn how to:

o Create additional DNS domains
o Differentiate between a zone and a domain
e Delegate authority to a DNS zone
» Configure a DNS Forwarder
o Install & Configure a Caching-only DNS Server
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Scenario

Wired Brain Coffee, Inc. has grown substantially since it first opened doors two months ago.
It is unbelievable how much you have learned in such a short time. Your network manager,
Charlie, now wants you to organize the DNS structure for even more growth. WBC will be
expanding soon to Portland, Oregon, and Charlie wants you to organize DNS so that
resources in Portland will have “Portland” as part of their host name. Charlie would also
like you to research options to speed up DNS resolution time. Performance is adequate
now, but who knows, with the network expanding so rapidly, maybe there is a better way of
setting up DNS.

In Lab 3 you will work with several tricky concepts. First, you will create DNS domains
within wiredbraincoffee.com and then you will delegate authority to one of them, turning it
into a zone. The difference between zones, DNS domains & Windows 2000 domains is
sometimes a difficult concept to grasp, so take a close look at the details within this lab and
try to get a better understanding of their differences. You will also be exposed to the
configuration and theory behind both DNS forwarders and DNS caching-only servers.

Computer Name: SRV-11

Static IP: 192.168.1.211/24 L b 3
OS: W2K Server/SP2 a
Services:

DNS

Portland i

I

Router

= [==5]
Client Computer Names:
Client-##.portland.wiredbraincoffee.com

Seattle - =

Client Computer Names:
Client-##.seattle.wiredbraincoffee.com

Computer Name: SRV-1
Static IP: 192.168.1.201/24
OS: W2K Server/SP2
Services:

DNS

(figure 70)
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***Important Note***

Before you get started with Lab 3, you need to delete the secondary zone from srv-11.  Under normal
cirenmstances, this wounld not be done, but for the purpose of this lab you will do this to ensure that we are at
a common starting point.

1. Log on to srv-11 and open the DNS console. Right click on wiredbraincoffee.com and
select Delete. A screen will pop up asking if you are sure you want to delete the zone.
Click Yes.

2. Next, you will delete the reverse lookup zone for the 192.168.1.x subnet.

The Dom:
divided up

=1 cliant-1

| & console  window Help | & cConstle  window  Help
|| acion vew || &= =+ @@ X (@ | aton vew || & = [BW| B2
Tree | Treel
H?HDNS (same as parent folder) & NS @ A
= B SRY-11 (same as parent folder) = B SRy-11

=3 Forw tsame s parent folder) =-[_3 Farward Loakup Zores!

Transfer Fram master ED Reverse Lookup Zanes

Wigw b Transfer from master

Mew Window from Here Mews Windaw From Here

Export Lisk... Reres—
Properties Propetties

Help Help

(figure 71)

DNS Domains

The concept of a DNS domain, often, is enough to completely throw students and IT
professionals for a loop. It is easy to understand the concept of an Internet or public
domain name such as trainsignal.com or Microsoft.com. These are both DNS domains.
The concept starts to become a bit fuzzier when you explore a private DNS structure within
a company. What is a DNS domain for? How is it different than an Active Directory
domain? Or a zone for that matter? A lot of times, there is no difference. If you set up a
Windows 2000 domain named wiredbraincoffee.com, by default, you will also have a DNS
domain and zone named wiredbraincoffee.com. In the next section, you will be creating
DNS domains not Windows 2000 Active Directory domains. Creating DNS domains
outside of your Windows 2000 domain structure is not that common, but it can be done. In
our example, Wired Brain Coffee is expanding to Portland and they would like to be able to
use host names to differentiate between machines in Seattle and machines in Portland.
Creating DNS domains allows you to split up the DNS namespace. For example, a srv-20 in
Portland would take on the name srv-20.portland.wiredbraincoffee.com and a client-50 in
Seattle would take on the name client-50.seattle.wiredbraincoffee.com. The thing to
remember here is that there is still only one Active Directory domain and only one DNS
zone. What then, is the purpose of DNS domains? Creating DNS domains simply gives
you the ability to better organize your resources.
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Creating Additional DNS Domains

1. Log on to stv-1 and open the DNS console. Right click on wiredbraincoffee.com and
select New Domain.

J,J?;,‘ Console  Window  Help
|J action vew || @ = | @@ | X & [

Tree I Name _#

2 DNS 3Me 35 pare
Lo,
B3 srv-1 | (same as pare
ECI Forward Lookup Zanes (same as pare
@ iredbraincoffes.com | 2] clent-1
-1 Rever:  Update Server Data File
Reload
Mew Host..
Mew Alias...
Mew Mail Exchanger...

Mew Delegation. ..
Other New Records. ..,

(figure 72)

2. A screen will pop up asking for the new DNS domain name. Type in Portland and
Click OK.

3. Right click on wiredbraincoffee.com again and select New Domain. Type in Seattle
and Click OK

2 Console  Window  Hel
j#‘ = _|J = T |_| . ' | @ ,_8_‘ Console  Window  Help
| Action  Wew & o= X B [ B = = =
|J Action  Yiew |J<:=- » AmEXEEHB| @
Tree I Narne 7 | Type
'J%‘ DNS (same as parent folder)  Start of Authority UGS I me £
E‘B SRy-1 (same as parent folder) Mame Server 3‘ DS (same as parent Falder)
7 ) o TR ||~ | 21
D Reverse | Tupe the new domain name. Type the nev domain name.
IPortIand ISeattle
oK I Cancel | oK I Cancel
(figure 73)

**¥Important Note***

Keep in mind that the Primary DINS Suffix for the client computers wonld have to be changed on each
computer to reflect which domain you want their host records created in. Yon would then just create host
records for computers in the appropriate domain. Automatic updates will also work, provided you changed
the Primary DNS suffix as described above.
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DNS Zones

In the section above, you learned what a DNS domain is and how to set them up. Now we
will shift our focus to DNS zones. A DNS zone is formed when go through the New Zone
wizard within the DNS console. When you create a new zone, recall that the wizard actually
prompts you for the name of the file that will represent the zone’s database. So, if you
create a zone named wiredbraincoffee.com, a database file (named wiredbraincoffee.com.dns
by default) will be generated for this particular zone. Now, when you create a DNS domain,
you are adding a name to the DNS namespace (i.e. Portland and Seattle), but you are not
creating a new database of resource records. All of the resource records, in both of these
domains, are still kept in the wiredbraincoffee.com zone database.

In the following section, you will delegate authority of a new DNS zone to a different DNS
server. In other words, not only will you add names to the namespace (like you did with
DNS domains), but you will also divide your DNS database up and give a different DNS
server responsibility over part of the DNS namespace. For example, using DNS domains,
stv-1 held the primary database, which included domains for wiredbraincoffee.com, Seattle
and Portland. In the following section, you will delegate authority for the Portland domain
to srv-11. This means that srv-11 will now hold the primary copy of the DNS database, but
only for the Portland portion. Also, srv-1 will no longer resolve names for computers in
portland.wiredbraincoffee.com, these requests would be passed down to the server that is
authoritative for Portland, srv-11. So, why would you want to use a zone? Zones are
important because they allow you to divide the DNS database into smaller parts, making it
more efficient. They also allow you to delegate different parts of the DNS structure to
different administrators in different geographical regions.

Delegating Authority of a DNS Zone

1. Right click on wiredbraincoffee.com and select New Delegation.

J,EL‘ Console  Window  Help

|J aion Yew || & = | @@ | X E

,J%,‘ DhS (same as parent
= B SRY-1 {same as parent

=120 Forward Lookup Zones {same as parent
E@ wiredbraincoffee. com Z] dliert-1
{1 portland  Update Server Data File
0 seattle Reload
=0 Reverse Lookup Mew Hast. .,

B 192,168,050 New flias. .,

CI portland  Mew Mail Exchanger. ..
w0 seattle Mew Domain. ..

Mew Delegation. ..
Other Mew Recaords... k

(figure 74)
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2. That will open the delegation wizard. Click Next on the welcome screen. The next
screen will ask for the domain name that will be delegated. You are delegating the
Portland domain, so you will type in Portland and click Next.

3. This screen will ask you for the Name Servers that the zone will be delegated to. This
server will hold the zone database and is considered authoritative over the specified
domain. Click Add. Enter the IP address and name of SRV-11 or browse to the host
file for SRV-11. Click Next.

New Delegation Wizard il New Delegation Wizard ﬁl
[}5 Delegated Domain Name Q Name Servers Q
Specity the name of the: domain you want to create ‘ “f'ou can select one or more name servers to host the delegated zone. .
Authority for the domain you create will be delegated to a different zane. Specify the names and |P addiesses of any DNS servers you want ta have host the
delegated zane.
Delegated damain:
Ipmnand Server Name | IF Addiess |
srv-11.wiredbraincoffee. com, [192.168.1.211]
Fully qualified domain name:
Ipurtland.Wirsdbrain:uffse.cum k
Add... Edit... Remove |
cBace [ Mews | Canedl | <Back [ Mew> |  Cancel
(figure 75)

4. 'The final screen will be a summary of the information you entered. Make sure there are
no mistakes and click Finish.
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5. On the DNS console, the Portland DNS domain, which was represented by a yellow
folder previously, should now be gray (you may have to hit refresh). This indicates that
Portland is still a part of the DNS infrastructure, but authority for it has been delegated
out to another server.

J,Jg_‘ Console  Window  Help

|J Ackion  Wiew |J o= | | X

Tree I Hame
] (sam
Lo, DNS
E‘B SRY-1 {sam

ED Forward Lookup Zones (sam

%E@ wiredbraincoffee, com client

@ partl.

route
ED Reverse Lookup Zones [:I seakt
=-{3] 192.168.1.x Subnet sry-1

% portland spy-1
Lo seattle arv-1

sry-Z
(igure 76)

Creating a Standard Primary Zone for the Delegated Zone

Before srv-11 can start resolving host names to IP addresses, a forward lookup zone has to
be created for portland.wiredbraincoffee.com.

1. Log on to stv-11 and open the DNS console. Right click on the Forward Lookup
Zones Folder and select New Zone. This will start the new zone wizard. The first

screen will be the welcome screen. Click Next.

2. On the next screen select Standard primary for the zone type. Click Next.
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3. On the next screen type in portland.wiredbraincoffee.com as the zone name. Click

Next.
New Zone Wizard x|
f
Zone Type Q
“Windaws can obtain and stare zane information in three different waps. ‘

Select the type of zone pou want ko create:

€ Active Directany-ntegrated
Stores the new zone in Active Directory. This option provides secure updates and
integrated storage.

@ Standard primary

Stores a master copy of the new zone in a text file. This option facilitates the
exchange of DNS data with ather DMS servers that use texst-bazed storage
methods.

£~ Standard secondary

Creates a copy of an existing 2one. This option helps balance the processing load
of primary servers and provides fault tolerance.

New Zone Wizard x|

Zone Name
Wwhat do pou want ko name the new zone?

Type the name of the zone (for example, "example. microsoft. com."):

Name: portland.wiredbraincoffes.com

< Back IJ\ MNext > I

L&

Cancel |

< Back I[%Nexl) I

Canesl

(figure 77)

4. Leave the default name for the file as portland.wiredbraincoffee.com.dns.

Next.

Click

5. The next screen is a summary of all the information you entered. Make sure there are no

mistakes and click Finish.

6. On the DNS console right click on the Reverse Lookup Zones folder and select New
Zone. That will start the new zone wizard. The first screen will be the welcome screen.

Click Next.

7. On the next screen select Standard primary for the zone type. Click Next.

8. On the next screen, enter the network ID for Portland 192.168.1. Click Next.

*xFNreF**
Notice that we are using 192.168.1 again.

On a normal routed network, this Network 1D would be

different because the 1P addresses of the hosts would be different.
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9. On the next screen leave the default name for the filename as 1.168.192.in-
addr.arpa.dns. Click Next.

i X
New Zone Wizard oY) e v Zoneliad
Reverse Lookup Zone Eonelhle . . g
. You can create a new zone file ar use a file copied from anather computer.
A& reverse lookup zone iz an addiess-to-name database that helps computers ‘ .
tianslate IP addresses into DME names.

Do pou want to create a new zone file or use an existing file that vau have copied from

Taidentify the reverss lookup zone, type the network 1D of the name of the zone. another computer?

1 Network 1D:

{+ Create a new file with this fle name,
192 162 1

|1 168,132 in-addr.arpa.dns

IF pou use & zero in the network 1D, it will appear in the zone name. For example.
netwark, [D 169 would create zone 169.in-addr.arpa. and netwark. 1D 169.0 would  Use this existing file:
create zone 0.169.in-addr arpa.

" Reverse lookup 2one name: I
1.168.152 in-addr aripa

To use an existing file, wou must first copy the file o the %5 pstemB oot%\system32idns
falder on the server running the DNS service.

[% < Back I Hext » I Cancel I < Back at > Cancel

(figure 78)

10. The next screen is a summary of all the information you entered. Make sure there are no
mistakes and click Finish.

11. On the DNS console, you should now have a standard primary zone for
portland.wiredbraincoffee.com under the forward lookup zones folder and a standard
primary zone for 192.168.1.x subnet under the reverse lookup zones folder.

J.-I?Jq Console  indow  Help

|-}'\§F\_ction Yiew |J | o= | |

Tres I Mame ¢
2 DS (same as pal
= srv-11 {same as pai

ED Forward Lookup Zones
@ portland, wiredbraincoffe
EI{:I Reverse Lookup Zones

----- {2 192.188.1. Subnet

(figure 79)
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Creating Hosts on the Delegated Zone

1. Right click on the Portland.wiredbraincoffee.com zone and select New Host.

2. Create a host file and pointer for Client-100 with the IP address of 192.168.1.100.

Rewtost 2x

Locatior:

Iportland.wiredbraincoffee.com

Mame [uges parent domain name if blank]:
IEIient-‘I ao

IP address:
192 168 .1 100

W Create azsociated pointer [FTR] record

Add Host I Cancel

(figure 80)

Also, create the host and PTK records for the following:

1. Host name: Client-101 IP address: 192.168.1.101

2. Host name: Client-102 IP address: 192.168.1.102

3. Host name: Client-103 IP address: 192.168.1.103
Click Done.

Testing DNS from a Client

FFEN ek *¥

Matke sure that srv-1 is set as your default (preferred) DNS server through the TCP/IP properties on client-
1.

1. Log on to client-1 and open the command prompt. Type in NSLOOKUP and press
Enter. Srv-1 should respond as your default server.
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2. Type in srv-11 to resolve the host name to an IP address. Press Enter. The top two
lines will tell you the server that resolved the query and the next two lines will be the
result of the query.

INNT" System32'cmd.exe - nslookup

Microsoft Windows 28@@ [Uersion 5.88.21951
(G>» Copyright 1985-199% Microsoft Corp.

C:x>nslookup
Default Server: swry—1.wiredbraincoffee.com
Address: 192.168.1.201

> sru—11
Server: sru—1._wiredbraincoffee.com
Address: 192.168.1.281

Mame = sru—11.uwiredbraincoffee.com
Address: 192.168.1.211

>

(figure 81)

3. Now type in client-100.portland.wiredbraincoffee.com and press Enter. The first two
lines will tell you that srv-1 was the server that resolved the query but below this, you will
see that it says “Non-authoritative answer”, which means that srv-1 did not resolve the
query from its own zone, the information was obtained from a different DNS server,
stv-11 in this case. You see this result because srv-1 is client-1’s preferred DNS server
but srv-1 is not authoritative over portland.wiredbraincoffee.com, srv-11 is. Therefore,
the request was passed on to srv-11 to resolve.
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» client—188.portland.wiredbraincoffee.com
Server: sruv-l.wiredbraincoffee.com
Address: 192.168.1.281

Mon—authoritative answer:
Mame = client-188.portland.vwiredbraincoffee.com
Addresz: 192.168.1.168

(figure 82)
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Configuring a DNS Forwarder

Enabling forwarding on a DNS server allows you to specify an IP address to forward all
non-local DNS queries to. If the local DNS server cannot resolve a query from a DNS
client, it will forward the request to the IP address of the computer configured as a
forwarder. Forwarders are commonly used on a local DNS server to give them the ability to
securely resolve Internet names for their local DNS clients. Forwarding is often done to
public DNS servers, like ISPs.

1. Log on to srv-11 and open the DNS console. Right click on srv-11 and select

Properties.

| &, Consols  Window  Help

|J adion wew || & = |E|@E| X & @

Tree |

(3 ous | @ confi

Cm  MewZone..

(] srv-1; 5ot AgnafScavenaing for allzones...
Scavengs stale resource records
Update Server Data Files
Clear cache

All Tasks >

View 3
Hew Window From Here

Delete
Refresh

T —

Help

(figure 83)

2. On the properties screen select the Forwarders tab. Notice that Forwarders are not
enabled by default and you are not able to add any IP addresses.

3. Check the box that says Enable forwarders. This will allow you to now enter an IP
address or IP addresses. For example, type in the IP address 1.1.1.1 (This is a valid IP
address and should not be used on a network that is live on the Internet). Click Add.
This is where you would enter the IP address of your ISP’s DNS server or possibly your
company’s public DNS server.

[lorv-tproperves |1 roperties & E]]
emim T Secuity | Loggng | Mondirg | Secusty |
Interfaces Root Hints Intret s Foonardors | auareed | Rootbes |
Forwerders help resolve any DNS queries it answered by this server Faevaeders help ssscive sy DNS queniss ot snsreessd by this sévvet
I Enable forwarders [ Enabie fowardess
T add s forwsrder, pe ts [P address, and then click 4dd To.add a loowerder. type s IP adchexs. and then cick Add
IP adress P ackes:
Femove Fiemove
[ 5 ] s T
Do
Forward tine-out (secands); |5 Formosd tivrout froconsl. |7
™| Do st use recursior ™ Do ot use secursion
ok | cencel | ew | Ok | cace | aw |
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4. On the bottom of the screen is the Do not use recursion box and the Forward time-
out (seconds) box. If this box is left unchecked (the default), the DNS server will try to
resolve the host name itself, after giving the forwarder 5 seconds, or whatever time you
configure for the Forward time-out. This is a security no-no, and in most cases, you
should check the Do not use recursion box which causes the Forward time-out box to
disappear and keeps the local DNS server from ever going out onto the Internet and
attempting to resolve host names on its own.

flsne-trroperties 10z

| Menitoing | Secuty |
Inisdncee Fowarders | avarwed | Rootbes |

Foowarciery hedp sescbre any DN quenies rol answesed by the senv

[ Enskie Rorwarders
To add atorwande:. type s I addvess. and then cick Add.
IP addeess:

[ N
Feemaree
L |
]
F Do asien

Anyior|

I T
(figure 85)

Installing and Configuring a Caching Only DNS Server

A caching only DNS server can be setup by installing DNS on a server, without configuring
any DNS zones. Any DNS server is capable of caching, but by not installing zones, you are
making this DNS server on/y capable of resolving name resolution queries from its cache.
Caching only DNS servers are best used in conjunction with local DNS servers that contain
zones. Lets take a step back, before we introduce the caching only DNS server into the mix,
and describe how caching works on individual DNS servers.

If you have five DNS servers on your network that forward any non-local DNS requests (i.e.
web site requests) off to an Internet DNS server, each of these servers will maintain a
separate cache. Therefore, although one DNS server might hold a cached entry for
www.espn.com, the other four DNS servers do not hold this cached entry. DNS servers do
not share their caches with each other. Therefore, if one of the four ozher DNS servers gets a
request for www.espn.com, they will have to go back out to the Internet to resolve the host
name to an IP address. The result is slower DNS resolutions and consumption of more
precious WAN bandwidth. This is where the caching only DNS server comes in.
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If you configure each of the five DNS servers to forward non-local requests to the caching
only DNS server first and then have the caching only DNS server forward to an Internet
DNS server (ISP or Root server), the caching only DNS server will hold a common cache
for the five local DNS servers. Do not get me wrong, each DNS server will still maintain a
local cache, but the caching only DNS server will maintain a common cache, because all of
the DNS resolution requests to the Internet, from each of the five local DNS servers, will
have passed through it.

Now, when the first DNS server requests www.espn.com, things will be no different than
before, except that the request passed through the caching only DNS server and the caching
only DNS server entered the information into its cache. When the second DNS server
requests www.espn.com, the resolution will not be its local cache. However, when it
forwards the request on to the caching only DNS server, the caching only DNS server will
be able to resolve the host name to an IP address from its local cache, without going out to
the Internet. In a large company, this can significantly reduce DNS resolution time and
conserve WAN bandwidth. Look at the diagrams on the following pages to get a better
understanding of this concept.
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[ ons

Example of a
Caching-only DNS server
without a cached entry.

SRV-1
Primary DNS Server
Forwarder: SRV-12

IP address sent
back to client.

Firewall

|
< 4. Resolves DNS request

Internet

\

=l

==
—
—
—/

ISP DNS
Server

3. Forwards DNS requests to the Internet
when they are not found in local cache.

SRV-11
Secondary DNS Server
Client Forwarder: SRV-12

SRV-12
Caching-only DNS Server

Computer
Preferred DNS: SRV-1
Alternate DNS: SRV-11
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Forwarder: ISP DNS Server

Any DNS request made by the client computer will be sent to the preferred server or to the
alternate server if the preferred server is unavailable. If the request is not found in one of
the DNS server’s local zones they are configured to forward the request to SRV-12 which

is a caching only server. It will look in its local cache to see if it can resolve the DNS
request. If it does not have it cached locally it will forward the request out to the ISP’s
DNS server on the Internet and any future request for that same name will be saved in its
cache.

(figure 86)
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|_Oons
Example of a

SRV Caching-only DNS server

Primary DNS Server with a cached entry.
Forwarder: SRV-12

SRV-2
DC

Internet

3. IP address resolved
from local cache.

Firewall
Computer SRV-11 o ISP DNS
Preferred DNS: SRV-1 Secondary DNS Server SRV-12 Server
Alternate DNS: SRV-11 Forwarder- SRV-12 Caching-only DNS Server

Forwarder: ISP DNS Server

(figure 87)
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L.ab 4

Configuring a public DNS Server

You will learn how to:

 Install and configure a DNS server for use on a public network
o Create host records for a Web, FTP & Mail Server
e Set up Round Robin DNS
o Differentiate between Public & Private DNS zones
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Scenario

Wired Brain Coffee’s network has taught you a lot about DNS, but one piece you have not
been exposed to yet, is how to configure DNS for a public network, such as where your web
or email server might sit. Charlie has warned you that you have to look at DNS from a
completely different perspective when you configure it for a public network. “The
fundamentals are the same but because of security concerns, the DNS settings are
substantially different,” Charlie said. What exactly did he mean, I wondered? What settings
and why is it different?

Remember, that a public DNS server is a DNS server that is exposed openly on the Internet.
It has to be able to be reached from the Internet or your web site and mail server will not be
able to be accessed. In this lab, you will learn how to set up, configure and secure a public
DNS server. You will also set up “split” or “split-brain” DNS, where the same domain
name is utilized on the internal and the external DNS structures but the DNS zone databases
are different. Normally, the public DNS servers would be outside of the firewall, but we are
not using a firewall on our test network, so our internal and external DNS servers will be
plugged into the same hub/switch (See figure 88 below). You will also be using a private
class network ID for the public network (192.168.1.0). In a production environment, you
would need to obtain public IP addresses from your ISP.

[ ons |
Lab 4

External Internal

== Computer Name: Client-1
IP: 192.168.1.1/24

Computer Name: SRV-11 . :

Static IP: 192.168.1.211/24 08: W2K Professional/SP2

0S: W2K Server/SP2

Services:

Public DNS Server

Computer Name: SRV-1
Static IP: 192.168.1.201/24
OS: W2K Server/SP2
Services:

Private DNS Server

(figure 88)
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| DNs
Example of

Internal & External
DNS servers

SRV-1
Primary (internal)
DNS Server
Forwarder: SRV-11

Internet

%

[efeleloRefefec L Nefu]

Server

Firewall

Client

Computer MAIL
Preferred DNS: SRV-1 Mail
Server. SRV-11
Primary (external)
DNS Server
Forwarder: ISP DNS
(figure 89)

Prerequisites

Before starting this lab, you need to go back and delete the DNS zones created on both srv-
1 and srv-11. You will be creating a Split or Split-Brain DNS, which means that you will
have two separate zones for wiredbraincoffee.com. One will be created for the internal
network and the other will be created for the public network (Internet). This way, your
internal network will not be exposed to the Internet while users on the Internet will still be
able to access your web, ftp and mail servers, using the wiredbraincoffee.com domain name.
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Creating and Configuring an External (Public) DNS Server

The public DNS servers on your network are directly exposed to the Internet, therefore,
extra caution has to be used in order to prevent these servers from being compromised. The
public DNS servers will not make any zone transfers with the internal DNS servers and
should not accept any registrations or zone transfers from other public DNS servers.

***¥Important Note***

Normally the public DNS server and any of the machines on your public network will have public IP
addresses that yon would obtain from an ISP.  Throughout this lab, the private class network 1D
192.168.1.0 has been used. This confignration would NOT work on a public network.

1. Log on to srv-11 and open the DNS console. You should have no zones currently,
because these should have been deleted in the prerequisite steps to this lab. Now, Create
a Standard primary forward lookup zone for wiredbraincoffee.com and a Standard
primary reverse lookup for 192.168.1.x. Srv-11 will be the DNS server for the external
network.

J,_gq Console Window  Help

|J fction  View |J & - | E
Tree I

ERTTS

= skv-11
EH:I Forward Lookup Zones
- @1 wiredbraincoffee, com
B Reverse Lookup Zones

----- {3 192.168.1.% Subnet

(figure 90)

2. Create Host (A) & Pointer (PTR) records on Srv-11 for:

Computer Name  IP Address  Record Type

srv-11 192.168.1.211  Host & PTR
WWW 192.168.1.250  Host & PTR
mail 192.168.1.251  Host & PTR
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From the DNS console right click on srv-11 and select Properties. On the properties
screen select the Forwarders tab. Enable forwarding by selecting the box next to
Enable forwarders, then disable recursion by selecting the box next to Do not use
recursion. Finally, add the IP address of your ISP’s DNS server. We will use 1.1.1.1,
but you would enter the IP address of your ISP’s DNS server if you were on a live
network.

Forwarding is not required for DNS to work on the public network. The public would
still be able to reach your web and ftp servers without forwarding enabled. You would
enable forwarding if your znternal DNS servers were forwarding to your public DNS
servers. This would allow internal DNS requests to pass from the client to the internal
DNS server to the public DNS server and then on to the ISP’s DNS server, if
necessary.

SRY-11 Propetties 21 x|
Interfaces  Farwarders IAdvancedI HootHintsI Lnggingl Monitolingl

Forwarders help resolve any DMS queries not answered by this server.

¥ Enable forwarders
To add a forwarder, type its IP address, and then click Add

iP addiess: wiredbraincoffee.com Properties ﬂﬂ
. . . Add
General I Start of Authority [SDA]I Mame Serversl WwINS I Zone Transfers I

11141 Remave

U | Status: Fiunning
Davir | Type: Primary Change... |

Zone file name:

I wiredbraincoffes.com. dnz

[V Do nat use recursion Allow dynarnic updates? Mo

To zet aging/scavenging properties, click Aging. Aging...
QK Cancel Apply |

(figure 91)

Right click on the wiredbraincoffee.com zone and select Properties. On the General
tab make sure that the setting Allow dynamic updates is set to No. This will prevent
computers on the Internet from dynamically registering with this DNS server and will
force you to enter the host records for the public zone manually.
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5. Click on the Zone Transfers tab and remove the checkmark next to Allow zone
transfers. Everything will become grayed out meaning that there will be no zone
transfers to or from this zone. Click OK. If you had additional DNS servers on your
public network, you would want to allow zone transfers oz/y to these other DNS servers
on your public network.

|
General | Start of Authority [S04) | Name Servers | WINS  Zone Transfers |
A zone transler sends & copy of the zone (o requesting servers
I Allow zone ransters:

O To any server

A% Orily bo servers [isted or the Name Gervers tab

£ Orly to the Fellowing servers

IP address:

[ [ i
’7 Remove

Ta specily secandary servers to be notified of zone updates, click

Notiy
oty
0k | Caed | eer |

(figure 92)

Creating an Alias Record

If you are hosting the web server and the ftp server on the same computer you want to set
up your naming, so requests to www.wiredbraincoffee.com or ftp.wiredbraincoffee.com will
find their way to the same server. One way of accomplishing this is to create an alias record
with the name ftp, which points to the already created www host record. Alias records are
also known as CNAME (Canonical Name) records.

1. Right click on wiredbraincoffee.com zone and select New Alias.

[z wiredbraincoffes. cc

Update Server Data File
Reload
Mew Host...

ED Reverse Lookup Zom

Mew Mail Exchanger.=,
Mew Domain. ..

Mew Delegation. ..
Other Mew Records..,

Mew Window from Here

(figure 93)
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2. In the dialog box, type in ftp as the Alias name and then browse to the host file for
www.wiredbraincoffee.com. This is found by clicking on browse and then looking in
SRV-11->forward lookup zones=>wiredbraincoffee.com and here you will find the host
record for www. Select www and click OK.

e S iz

s [CHAME) |

Paiert domsin:

[waedbesincaies com

Ak nomn fusns painnt domain § ket blork |

e

Flly cusified name i bt boit

|W [P p—T—— Browse... !
i3 Canvel

(figure 94)

3. Now look in the wiredbraincoffee.com zone folder and you should see an alias record
for ftp that points to the host record www.wiredbraincoffee.com. Any requests that
come in for ftp will be directed to the host record www. The IP address associated with
the www record will be supplied to the DNS client.

Tres | Mame 7 | Tvpe | Data
] DNS{"\\S (=sane as parent Falder) Stark of Auth..,  [8], srv-11.wierdbraincoffe. ..
= B SRY-11 (zame as parent folder) MName Server stv-11.wiredbraincoffee, com.

E||:| Forward Lookup Zones Fi: v wiredbraincoffee. com.

- [z wiredbraincoffes. com il Host 192.168.1.251

EH:I Reverse Lookup Zones E srv-11 Host 192.168.1.211

b-{3] 192.168.1.% Subnet W Host 192.168.1,250
(figure 95)
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Creating a MX Record

The MX record is created on a DNS server to identify the location of the mail server. Any
request that has an email suffix attached to it, such as sales@trainsignal.com, will be
redirected to the host record specified in the MX record.

1. Right click on wiredbraincoffee.com zone and select New Mail Exchanger.

J.-I?Jq Console  window  Help

|J Action  Vigw |J a = | | p

Tree I

ENTS
=3 sRe-11
=0 Farward Lookup Zanes

-] Rey  Update Server Data File
Reload

Mew Host,.,

Mews Alias, ..

M Mail E::-::-:h-aru;er'k.
Mew Domain. ..

Mew Delegation. ..
Okher Mew Records, ..

(figure 96)

2. Leave the Host or Domain area blank so that it will use the parent domain
wiredbraincoffee.com. For the Mail server entry, browse for the host record that you
created for the mail server named mail.wiredbraincoffee.com. The mail server priority
is used if you have multiple mail servers and you want to give one a higher priority than
the others. Leave the default setting of 10 and click OK.

[ resomrsnecord ETE

| Mai Exchanger (M) |

Parent domain:

wiredbiaincoffes. com

Deliver mail addressed to the following host or domain to the mail server
specified below [uses parent domain if left blank).

1 Host or domain:

Mail server.

Imai\ wiredbraincoffes. com Browse I

Mail server priority
|1 [

oK Cancel
(figure 97)
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3. When you look in the wiredbraincoffee.com zone, you should see an MX record for
wiredbraincoffee.com that points to the host record mail.wiredbraincoffee.com.

Cow o]
JF&‘ Console  Window  Help |;Ii|l|
| action vew || & = @@ X B2
Tree | Mame / | Type | Data

DHS (same as parent folder) Start of auth,..  [8], srv-11.wierdbraincoffes, com., ac
=- B Shv-11 (same as parent folder) Mlarme Server stv-11.wiredbraincoffee.com,

E|C| Fgrwar\%jgkup Zone [same as parent Folder) fail Exchanger  [10] mail. wiredbraincoffee.com

@I wiredbraincoffee, ftp Alias wwn, wiredbraincoffee.com.

@0 Reverse Lookup Zone rg] il Host 192,168.1.251

(figure 98)

Round Robin DNS for Load Balancing

Round Robin DNS allows a DNS server to alternate referrals to different computers for
load balancing purposes. It is not meant to be an enterprise level solution, but rather a
cheap alternative for balancing the load across multiple servers. For example, if your web
site is very busy and one server is not able to handle the load you can put your web site on
several different computers, each with a different IP address. Within DNS, you will need to
create several “www’” host records, each pointing to one of the computer’s IP addresses.
When round robin is enabled, the DNS server will refer requests out evenly, to each of the
“www’” host records. Round robin DNS is not fault tolerant. If one of the web servers goes
down, the DNS server will still give out that computer’s IP address whenever it is that web
server’s turn.

1. Right click on srv-11 and select Properties. Go to the Advanced tab. Make sure that
round robin is enabled by checking the box next to it if it is not already enabled. Click
OK.

SRY-1 Properties x|
\ntellacasl Forwarders  Advanced |F\nﬂlHinls| Lnggingl Mﬂmlnmngl

Server version number:
IS.D 49664 [0xc200)

Server option

] Dizable recursion

[WIBIND secondaries

[ IFail on load if bad zone dats
£ nable round robin
[w|Enable netmask ordering
[ ]Secure cache against pollution

Mame checking [Multibyte (UTF2) =l

Load zone data on startup: IFlom Active Directory and registy 7|

[~ Enable automatic scavenging of stale records

Seavenging perod: 1} days ‘I
Reset to Default
oK I Caneel | Apply |

(figure 99)
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2. Go to the wiredbraincoffee.com zone and create two additional entries for the www
host record. You have already created an entry for www = 192.168.1.250. Use the IP
addresses 192.168.1.252 and 192.168.1.253. In a production environment, you would
have a server hosting your web site at each of these IP addresses.

3. When you look at the wiredbraincoffee.com zone, you should see three entries for
www. Requests for www.wiredbraincoffee.com will now be alternated between the three
different IP addresses. Be aware, that Round Robin DNS does not provide fault
tolerance. Even if one of these web servers goes down, the DNS server will continue to
forward web requests to it every third time, returning “page not found” errors to the
web browser trying to visit your site.

Tree I Mame 5 | Tvpe | Daka
Eﬂ DMS E v < st request Hosk 192.165.1.250
E‘B SRY-11 2nil recuest i Host 192,168.1.252
EH:I Forward Lookup Zones E LA Frd request Host 192,168,1.253
-l wiredbraincoffes.com =] srv-11 Host 192.1658.1.211
- Reverse Lookup Zones = |imail Host 192,168.1.251
(figure 100)

Configuring DINS for the internal network

Now that you have created and configured the external DNS server, you will need to create
and configure the internal DNS server for your network. The internal DNS servers will only
resolve DNS queries within the network, for any zone created internally, which is just
wiredbraincoffee.com in our case. Any queries that can not be resolved by the internal DNS
server will be forwarded to WBC’s external (public) DNS server. If the external server can
not resolve the query, either from its zone or its cache, it will forward the query on to the
ISP’s DNS servers (configured previously).
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1. Log on to srv-1 and open the DNS console. Create a Standard primary forward
lookup zone for witedbraincoffee.com and a Standard primary reverse lookup zone
for 192.168.1.x. This will be the DNS server for your internal network.

J.-& Console  wWindow  Help
| acion view || & = | B
Tree I i
EXE [
=5 SRy-1

: Forward Lookup Zones

izl wiredbraincoffee. comn
EH:I Feverse Lookup Zones

..... Iz 192.168.1.x Subnet

b3

(figure 101)

2. Create Host (A) & Pointer (PTR) records on Srv-1 for:

Computer Name  IP Address Record Type
stv-1 192.168.1.201  Host & PIR
stv-2 192.168.1.202  Host & PIR
srv-12 192.168.1.212  Host & PTR
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Configuring a forwarder to the external DINS server

1. From the DNS console, right click on srv-1 and select Properties. On the properties
screen select the Forwarders tab. Enable it by selecting the box next to Enable
forwarders then disable recursion by selecting the box next to Do not use recursion.
Finally add the IP address of your external DNS server: 192.168.1.211. Click OK.

Disabling recursion prevents the DNS server from taking matters into its own hands and
attempting to resolve the DNS query itself, which is not secure. Normally, the DNS
server will give the forwarder 5 seconds before it will go off on its own. By disabling
recursion, this DNS sever will depend upon the forwarder and will not attempt to
resolve any DNS name that is outside of the local DNS structure.

Interfaces Forwarders |Advan:ed| Foot Hints | Logging | Monitaring |
Forwarders help resolve any DNS queriss not answered by this server.
¥ Enable forwarders

To add a forvarder. type its IP addiess, and then click Add.
IP address:
Add
Remove
lip
Do
¥ Do nat use recursion %
Ok | Cancel | Apply |
(figure 102)

Configuring the Internal DNS Zone to Allow Dynamic Updates

Dynamic updates can be enabled on the internal zone (they were not allowed on the external
zone) to allow internal clients to automatically register with the DNS server, saving you the
time of manual entry. They need to be enabled separately on both the forward and the
reverse lookup zones.

1. Right click on the wiredbraincoffee.com zone and select Properties.
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2. On the General tab, change the Allow dynamic updates setting to Yes. Click OK.

wiredbraincoffee.com Properties x|

General | Start of Authority [SDA]I Mame Sewalsl WINS | Zone Tlanslersl

Status: Running Pause |
Type: Prirnary Change... |

Zone file narne:

wiredbraincoffes. com.dng

Allavw dynamic updates? I"r'es ﬂ

No
To et aging/scavenging properties | .

(figure 103)

3. Repeat this process for the reverse lookup zone, enabling dynamic updates.

Testing Dynamic Updates from the Client

1. Log on to client-1 and check that the Internet Protocol (TCP/IP) settings ate correct.
The IP addtress should be 192.168.1.1, the subnet mask should be 255.255.255.0, the
default gateway should be blank and the Preferred DNS server should be set at
192.168.1.201.

Internet Protocol (TCP,/IP) Properties 21x]

General

You can get IP zettings aszigned automatically if pour network supports
this capability. Otherwise, pou need to ask pour network administiator for
the appropriate IP settings.

£~ Obtain an |P address automatically
% Use the following IP address:

IF address: I 1920168 1 L1
Subnet mask: I 285,285 .25 0
Default gateway: I . . o

7 Obtain DNS senver address autamatically
—{% Use the following DNS server addresses:

Prefemed DNS server 192 168 . 1 2m

Altemate DNS sever. I . . .

Advanced... |

(figure 104)
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2. From client-1, enter the command ipconfig /registerdns. This will force client-1 to
reregister with its preferred DNS server. Try deleting the client-1 host record and
rerunning this command several times, to verify that it works. The zone must be
configured to accept dynamic updates or this command will not work.

WINNT System32.cmd.exe =10l,

E:“*ipconfig /registerdns
Windows 2088 IP Configuration

Registration of the DNS resource records for all adapters of this computer has b

een initiated. Any errors will bhe reported in the Event Viewer in 15 minutes.

E: >

(figure 105)

3. Log on to srv-1 and open the DNS console. Look under the wiredbraincoffee.com
zone and you will see that there is an entry for client-1.

eos i
J,Eq Comsole  Window  Help | -5
| acion vew || @ 5 | B@| X F B2
Tree I Marme | Tvpe | Data
F oS {zame as parent folder) Start of Auth.,.  [9], sre-1.wiredbraincoffee. cor
= B SRy-1 {same as parent Folder) Marne Server srv-1,wiredbraincoffee. com,
El{:l Forward Lookup Zones | 192.168.1.1
- o[ wiredbraincoffes.com  |[Z] srv-1 Hosk 192.168.1.201
PR e - B ' =

(figure 106)

4. Check the reverse lookup zone as well. Remember that dynamic updates must be
enabled the same way on the reverse lookup zone for the client to update its PTR record
automatically.
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Creating Static Host Records on the Internal Zone

Wired Brain Coffee now has two separate zones, both named wiredbraincoffee.com. If an
internal client wants to access a website like www.microsoft.com, the internal DNS server
will realize that it is not authoritative for microsoft.com and will send the request to the
forwarder. What happens though, if an employee wants to view his or her own company
web site located at www.wiredbraincoffee.com on the public network? The client sends a
DNS request to the internal DNS server, which is authoritative for wiredbraincoffee.com.
The internal zone, however, does not contain an entry for the “www” computer. This entry
is contained in the external wiredbraincoffee.com zone. Since the internal DNS server is
authoritative for the zone and it does not contain an entry, it just responds with a host not
found error. To correct this problem you need to create static host records for any host
names on your public network that internal computers may need to access.

1. On stv-1, create a host record within the internal wiredbraincoffee.com zone for each of
the www entries and create an alias record for ftp. When you are finished, your forward
lookup zone should look similar to figure below.

| nains LI FET | waa 1

%‘ DNS % (same as parent Folder) Start of Auth...  [1], srv-1.wiredbraincoffes,com., admi...

- B SRY- same as parent folder) Mame Server stv-1,wiredbraincoffee, cam,
=0 Farward Laokup Zones sty-1 Host 192.166.1.201 The records marked with
o @ wiredbraincoffee, com client-1 Host 192.168.1.1 arrows were created statically
=23 Reverse Lookup Zones 2] spv-z Host 102 168.1.202 and are for computers that

exizt on the public netwaork.
sry-12 Host 192.168.1.212 Mormaly, the static entries
_— [ Host 192,168,1.250 weold be for public 1P

E— 1A Host 192.166.1.252 addresses with a different
Metweork ID.

B ——_— A Host 192.168.1.253
B — . ftp HAlias i wiredbraincoffee. com

(figure 107)

2. From client-1, attempt to run nslookup and verify the results for www & ftp.

g~ ons lookup
Default Server: srv—1.wiredbraincoffee.com
Address: 192.168.1_.2681

Motice how enterng wuw produces

sru—1 . wiredbraincoffee.com gllthsslcnthelligaddi=s s

Address = 192 168.1.281 associgted with www.  Also, notice
b " that even though you only made
www . wiredbraincoffee.com one ftp entry, the [P address is

192.168.1.25@, 192.168.1.253, 192.168.1.252 gliazedyclallofttiofligaddie=cat
For FTP to wark properhy, you

would need to make sure that the
shared FTP files were on all

[k

sruv—l .wiredbraincoffee.con
Address: 192.168.1_.2681 senvers

s wiredbraincoffee.com
1922 _168.1.258, 192 _168.1.253, 192 _168.1_252
ftp.wiredbraincoffee.comn

(figure 108)
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