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SPECIFICALLY DISCLAIM THE IMPLIED WARRANTIES OF TITLE, NON-
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Page 4 of 49 © Train Signal, Inc., 2002



i
AlrainSIGNAL, .

TABLE of CONTENTS
F Y o To T 0L { g TN N U g T = 3
Disclaimer and Limitation of Liability .............uuuui e 4
Lab S UP . ..o 7
LA . e 13
RS To1=Y o F= T [ 2R 14
INStalling the WINS SEIVICE.......ooiiiiiiiiiiiiieeeeeeee ettt aaaraarsaaaraanaaanes 15
Configuring WINS on a Windows 2000 SEIVEr .......cccooeiiiiiiiiiiie e 16
Configuring WINS ClIENTS ....cooiieeeeee e 21
Viewing the WINS Database onthe Server ........cccccooviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeee 22
Using NBTSTAT COMMANGS .....coooiiiiiiiiiiiieiiieeeieeeeeeeeeeeeeeeseeeeeeesesassssssesssssssssssssssssssssnnnnes 24
Lab 2. 27
R To7=Y o T= T [ 2R 28
Installing and Configuring WINS Service on a Second Server ..........cccccvvvvvvvvvvvnnnennnnnn. 29
Configuring Replication 0n WINS SEIVErS .........ooiiiiiiiiiiiiiieeee e 30
Creating Static MapPingsS .......ooioueiiiiiieee e 34
Forcing WINS Replication and Viewing Ownership of Records...........ccccvvvvvvviiiiiiennnnnn. 35
Deleting and Tombstoning RECOIAS ........uuuiiiiiii e 37
Creating and Configuring @ WINS Proxy Agent .........oociiiiiiiiiiiniiieeeeeee e 39
LA 3. s 41
RS To7 =T = T L PRSI 42
USING LIMHOST FilES ...ttt e e e e e e e e et raneeeaeeeeaans 43
Disabling NetBIOS OVEr TCP/IP ......ooiiiiiii s 44
Designing WINS ReplCAtiON ........uuuiiiiiiiiiiiii e e 46
Configuring the WINS Client USINg DHCP ........cooiiiiii e 48

Page 5 of 49 © Train Signal, Inc., 2002



i
alrainSIGNAL. ..

Introduction

Welcome to Train Signal!

This series of labs on Windows 2000 is designed to give you detailed, hands-on experience
working with Windows 2000. Train Signal’s Audio-Visual Lab courses are targeted towards
the serious learner, those who want to know more than just the answers to the test
questions. We have gone to great lengths to make this series appealing to both those who
are seeking Microsoft certification and to those who want an excellent overall knowledge of
Windows 2000.

Each of our courses put you in the driver’s seat, working for different fictitious companies,
deploying complex configurations and then modifying them as your company grows. They
are not designed to be a “cookbook lab,” where you follow along with the steps of the
“recipe” until you have completed the lab and have learned nothing. Instead, we
recommend that you perform each step and then analyze the results of your actions in detail.

To complete these labs yourself, you will need three computers equipped as described in the
Lab Setup section. You also need to have a foundation in Windows 2000 and TCP/IP
concepts. You should be comfortable with installing Windows 2000 Professional or Server
and getting the basic operating system up and running. Each of the labs in this series will
start from a default installation of Windows 2000 and will then run you through the basic
configurations and settings that you must use for the labs to be successful. It is very
important that you follow these guidelines exactly, in order to get the best results from this
course.

The course also includes a CD-ROM that features an audio-visual walk-through of all of the
labs in the course. In the walk-through, you will be shown all of the details from start to
finish on each step, for every lab in the course. During the instruction, you will also benefit
from live training that discusses the current topic in great detail, making you aware of many
of the fine points associated with the current topic.

Thank you for choosing Train Signall
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Setting up the Lab

1. Computer Equipment Needed

Item Minimum Recommended

Computers (3) Pentium I 133 MHz (3) Pentium II 300MHz or greater
Memory 128 MB 256 MB

Hard Drive 2GB 4 GB or larger

NIC 1/machine 1/machine

Hubs 1 1

Network Cable | (3) Category 5 cables (3) Category 5 cables

I strongly urge you to acquire all of the recommended equipment in the list above. It can all
be easily purchased from eBay for around $500 (less if you already have some of the
equipment). This same equipment is used over and over again in all of Train Signal’s labs
and will also work great in all other sorts of network configurations that you may want to set
up in the future. It will be an excellent investment in your education. You may also want to
look into a disk-imaging product such as Norton Ghost. Disk imaging software will save
you a tremendous amount of time when it comes to reinstalling Windows 2000 for future
labs. Many vendors offer trial versions or personal versions of their products that are very

inexpensive.

Page 8 of 49
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2. Computer Configuration Overview

Computer 1 2 3
Number
Computer Name SRV-1 SRV-11 Client-1
IP Address 192.168.1.201/24 192.168.1.211/24 192.168.1.1/24
oS W2K Server W2K Server W2K Pro
Additional Domain Controller SP2 SP2
Configurations DNS Server

SP2

3. Detailed Lab Configuration

***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND is not connected to a business network.
Train Signal Inc., is not responsible for any damages. Refer to the full disclaimer and limitation of
liability which appears at the beginning of this document and on our web site, www.trainsignal.com.

Computer 1

Computer 1 will be named SRV-1 and the operating system on this computer will be
Windows 2000 Server or Advanced Server. You should also install Service Pack 2 to avoid
any unforeseen problems. If you do not have a copy of Windows 2000 Server you can
obtain an evaluation copy of Windows 2000 Advanced Server within the Microsoft Press
series of books and Service Pack 2 is available for download on Microsoft’s web site.

SRV-1 will have a static IP address of 192.168.1.201 with a 255.255.255.0 subnet mask. The
default gateway field can be left blank but you should enter this computer’s own IP address
for the Preferred DNS field (192.168.1.201). The alternate DNS Server field can be left
blank. This computer will be set up as a Domain Controller by using the dcpromo.exe
program. In order to make this machine a domain controller, DNS will need to be installed
as well. There are 2 ways to install DNS at this point - automatically when you run
dcpromo.exe or manually before you run dcpromo.exe.

Page 9 of 49 © Train Signal, Inc., 2002
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For our purposes, we are going to install DNS automatically, when we run dcpromo.exe.
Run dcpromo.exe on this machine and make the following selections as you are prompted;
Create 2 new domain; Create a new domain tree; Create a new forest of domain trees. The
domain name for the scenario is wiredbraincoffee.com. Leave all the other settings at their
defaults. When the wizard asks, install DNS, by selecting install and configure DNS now.
Next, choose permissions compatible for pre-Windows 2000 computers. Then you will be
asked for an AD password. For our purposes we will leave this blank. Active directory
installation should then take place and you can restart the computer when you are prompted.
MAKE SURE that the network card is plugged into a hub or into another computer with a
crossover cable. Otherwise, Active Directory installation will fail, without giving you a clear
cause. See figure 1, next page.

Computer 2
Computer 2 will be named SRV-11 and Windows 2000 (either version again) will be installed

on this computer with Service Pack 2. The computer will be joined to the Wired Brain
Coffee domain as a member server. SRV-11 will have a static IP address of 192.168.1.211
with a 255.255.255.0 subnet mask. The default gateway can be left alone at this point.
Configure the preferred DNS server setting to point to SRV-1, 192.168.1.201 and leave the
alternate DNS setting blank. You will need to make this computer a member server of
wiredbraincoffee.com by simply right-clicking on the “My Computer” icon on the desktop
and selecting properties. Select the Network identification tab, select properties, select
domain and type in the domain name of the domain it will join, which is
wiredbraincoffe.com and click OK. It will then ask for a username and password. Use the
administrator account name and password from the wiredbraincoffee.com domain. When it
has joined successfully it will “welcome you to the domain” and then tell you that it needs to
restart in order for the changes to take effect. After restarting the computer, make sure you
change the “Log on to” dialog box to the domain rather than “this computer.” See figure 1,
next page.

Computer 3
Computer 3 will be named Client-1 and have Windows 2000 Professional installed as the

operating system. Client-1 will be joined to the wiredbraincoffee.com domain just as SRV-
11 was. Client-1 will have a static IP address of 192.168.1.1 with a 255.255.255.0 subnet
mask. See figure 1, next page.

Important - You should test the network connections (using the PING command) between

each of these machines to ensure that your network is set up propetrly. Testing before you
get started will save you major time and effort later.
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***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND is not connected to a business network.
Train Signal Inc., is not responsible for any damages. Refer to the full disclaimer and limitation of
liability which appears at the beginning of this document and on our web site, www.trainsignal.com.
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LLab 1

Installing and Configuring the
WINS Server & the WINS client

You will learn how to:

o Install and configure a WINS Server
o Search for registration records in the WINS database
o Create/Configure a WINS client
e Use the NBTStat command to reveal NetBIOS information
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Scenario

Wired Brain Coffee, Inc., is a small startup company located in Seattle that distributes
specialty coffee around the world. They have hired you recently to do some basic
networking and get the current employees up and running as soon as possible. Currently,
Wired Brain Coffee (WBC) has 15 employees, but within a few months, there will be over
100 full time employees. You were hired as a Jr. Network Administrator to ensure that the
first group of employees has no problems with the network and also to prepare the network
for rapid, future growth. Currently, your network is running only Windows 2000
Professional on the desktop machines but the integration of other operating systems
(Windows 95/98) is possible, in the future. Your instructions are to install and configure a
WINS infrastructure on the network in order to support NetBIOS name resolution.
Initially, this will involve installing WINS on just one Windows 2000 server.

In Lab 1 you will install the WINS service on srv-1 and configure all of the computers on
the network to register with and use srv-1 for NetBIOS name resolution. You will also
check the WINS database to ensure that the computers are registering with WINS correctly.
NBTSTAT, a command line program, will then be used to troubleshoot and monitor
statistical information about NETBIOS on the network.

KN
Lab 1
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=
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(figure 3)
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Installing the WINS Service
1. On SRV-1 go to Start—>Settings—> Control Panel.

New Office Document

% Open OFfice Document:
‘% Windows Update
@ Documents

ngs
3 Hetwork and Diak-up Connections
Printers
i Taskbar & Start Menu...

Shut Down...

start || 7] @ 53 || EFjLabl - Microsoft Word

-] Windows 2000 Advanced Server

(figure 4)

2. Double click Add/Remove Programs, and then click on Add/Remove Windows

Components.

i Add/Remove Programs

Add or remove tindon
A To add ar rer
[fsT  Information ¢
Set up services:

2y Configure Rem

Click Canfigure ko

It cannot run unti
information,

Contral Panel

J File Edit ‘iew Favorites Tools  Help
J =Eack - = - ‘ Qsearch  [YFolders  {HHistory |E’ Ex® | -
J Address I@ Control Panel

Accessibilty  AddfRemove 13 dministrative  DatefTime

Control Panel Options Hardware Tools

il D R
Add/Remove Programs Eﬁr j{: | Installs and removes programs and Windows co
=

Installs and remaves programs and
Windows components Display  Folder Options Fonts Game Internet

(figure 5)

3. On the next window scroll down and click on Networking Services. Then click
Details. DO NOT check the Networking Services box, this will install of the sub-

services under Networking Services!

Windows Components Wizard

Windows Components
“Yau can add of remave components of windows 2000

To add or remove a component, click the checkbor, A shaded box means that only
part of the component will be installed. To see what's included in a compaonent, click

Details.

Companents:

(] 52 Message Queving Services 26ME o]
< 3.6 MB

M . - Hetworking Services
1 25 Other Network File and Print Services oaMe |
] {5 Rremote Installation Services 17MB

1 £ Ramte Strrans ARMR T

Desciiptior: Contains a variely of specializad. network related services and protocols.
Total disk space required 0.9MB Detail
Space avalable on disk: 4960.2 MB

<Back [ Mews | Cancel |

(figure 6)
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4. Under the Networking Services window find and select Windows Internet Name
Service (WINS). Click OK.

Networking Seryices x|

To add or remove a component, click the check bax. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Services.

(] Dwnamic Host Configuration Protacol [DHCP) 0.0MB ;I
] g Internet Authentication Service 0.0MB
[ B 065 Admission Control Service 0.0ME
(] Simple TCP/IP Services 0.0MB
Site Server ILS Services 1.5MB

nternet Mame E] 0.9ME

Desciiption:  Sets up aWINS server that registers and resolves MetBI0S names for
clignts

Total dizk space required 1.8 MB Details,..
Space available on disk: 49981 MB
=
(figure 7)

5. Click Next, and make sure that you have your Windows 2000 server CD in the CD-
ROM Dirive (or browse for the 1386 source files if prompted). Click Next for the
installation to begin. When the installation is done click Finish.

Configuring WINS on a Windows 2000 Server

1. From your desktop go to Start>Programs—>Administrative Tools>WINS.

> @ ACCESSOFiES r
I a tive Taols  *
Documents » @ Camtasia y
Snaglt & L3 R
Settings » & snag | E Event Viewer
@ Startup r
Search 3 e Internet Explorer '-g'l DNS

I‘.:i! Cutlook Express

Help

'ﬂ Internet Services Manager

Run...

(figure 8)
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2. On the WINS console you should see two folders underneath srv-1. One will say
Active Registrations. The other will say Replication Partners. Within the active
registrations folder you can search the WINS database for NetBIOS records, create static
entries, import LMHOST files and delete records. The replication partners folder allows
you to specify WINS replication partners. You can configure the settings to control how
the partners replicate and you can also force replication between partners.

J Ackion  View |J s o= | IE
Tree I

WINS

8 Server Skatus

5...@ -1 [192 ]
A Active Registrations

----- {L8 Replication Partrners

(figure 9)

3. Right click on srv-1 and select Properties.

chtian e |J<2='"||XE

Tree | SRy-1[192.168.1.
% WINS Configuration Fold:
B server Status [H active Registrat
B @ TR DanfieaFinn Dok

Ez Ackive e Display Server Statiskics

{8 Repiicatic Scavenge Database
Yerify Database Consistency...
Yerify Yersion ID Consistency..,

Start Push Replication. ..
Start Pull Replication. ..

EBack Up Database. ..
Restore Database...

All Tasks 3
View 3
Delete
Refresh
Export Lisk,..

(figure 10)
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4. 'The first screen on the properties page is the General tab. On the general tab you have
the option of changing the amount of time it will take for WINS to update its statistics.
When you view the statistics for a WINS server it will give you up to date statistics like
when the server started the WINS service, the total number of queries it has received
and many other statistics to help monitor the WINS server. You can view the statistics
by right clicking on the server and selecting Display Server Statistics instead of
Properties. By default, it is set to automatically update every 10 minutes. You also have
the option to specify where to backup the WINS database and whether or not you want
it to backup when the server shuts down. After you specify a backup folder WINS will
backup the entire database every three hours. The WINS database will not be backed up
if you do not specify a location. Leave the settings at their defaults.

SRY-1[192.168.1.201] Properties 2lx

General | Incervals | Database Verifcation | Advanced |

% WINS Server

[¥ Automatizaly update statistics evary:

Hours: Minutes:  Seconds:

Database backup

Defaul backup path

| Browse:

I~ Back up database duing server shutdown

oK | Caedd | eoon

(figure 11)

6. Click on the Intervals tab. On the intervals tab, you can specify how often the client
has to renew the registration of its NetBIOS name with the WINS server with the Renew
interval setting. The Verification Interval setting controls how often the WINS server will
verify database entries that it received from other WINS servers. Leave the default
settings.

sav-1 [192.168.1.201] Properties ik |
Gararal Iebmrvals | Database Viskicaton | Advanced |
. Setihe ale o which records ave reneved, delsted, and vesiied.

Days Hours Mrrndes

Ronowinkervak = N = N O

T T N o N
Ewecinioeas [ 2 3 [ 3
veleamnenat [ 3 [0 5 [ 5

nasmwuul
L
o] o |
(figure 12)
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7. Click on the Database Verification tab. On the database verification tab you can
configure the server to check the WINS database to ensure that it is not corrupted. By
default this is not enabled. You can enable it by checking the box next to Verify
database consistency. By default its set to verify the database every 24 hours, if you
enable it. Begin verifying at: tells the system how long to wait before doing its first
verification. After the first verification, the database would then be verified every 24
hours. You can also set the number of maximum records to verify each time, so that it
does not get overworked just verifying the database. The last setting gives you the
option of having it verify against the server that owns the record or having it verify
against randomly selected replication servers. Selecting it to verify against the server that
owns the record takes a little longer to verify but is also more accurate than verifying
against randomly selected replication servers. Leave the database verification off
(unchecked).

2 x| 20
Generall Intervaly Database Verfication IAdvancedI General' Intervals  Database Yerification |Advanced|
I~ Werify database consistency every: |24 hours ¥ ey database consistency evens |24 haours
Huours: Minutes: Seconds: Huours: Minutes:  Seconds:
Beqin verifying at: |2 j ID j IEI ::|I Begin verifying at: |2 ::|I ID ::II ID ::II
I awirurn number of records verified each period: M aximurn number of records verified each period:
|3UUUU |3UDUU
Werify against: Werify against:
% Ouinen servers ' Dwiner servers
| Fandomly selected part%s = Randomly selected partners
Ok I Cancel I Apply | ()8 I Cancel Apply
(figure 13)
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8. Click on the Advanced tab. On the advanced tab you can enable logging of detailed
events in the windows event log, but this is not recommended because it will slow the
server performance. You can set the burst handling from the default setting of medium,
to low, high or a custom setting. Burst handling informs the WINS client that is trying
to register, that the server is busy. The server will allow the client access to the network
and give the client a random amount of time to wait, before it tries to register again.
This works well when there are a lot of WINS clients trying to register at the same time.
The database path field tells you where the WINS database is located, by default it is in
the Yowindir/o\ system32\wins folder. The starting version ID is a hexadecimal number that
specifies the beginning version ID. This should start from zero unless you’re restoring
WINS and want it to begin from a higher version ID. The last option is whether or not
you want to enable WINS names to use LAN Manager naming convention. This limits
the computer names to 15-characters because the 16™ byte is used to identify the name
type. Windows 2000 follows the LAN Manager naming convention so this should be
enabled unless your network will accept NetBIOS names form other sources. It will be
enabled by default. Leave all the settings at their defaults. Click OK.

SRY-1[192.168.1.201] Properties ilil

Generall \ntervalsl D atabase Yerfication Ad\"anCEdl

™ Log detailed events to Windows evert log

Dietailed event lagging can degrade system performance and is
recommened only for troubleshaoting WIMS.

v Enable burst handling

Set the number of requests that the server can handle at one time
befare clients have ta rety registration or renewal

 Low " High

& Medium 7 Custom: I

Databaze path:

IZWlndlr‘Z\systemBZ\wms

Starting version |D [hexadecimal): %
jo

¥ Use computer names that are compatible with LAN Manager

QK. I Cancel | Apply

(figure 14)
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Configuring WINS Clients

1. Before you actually configure the WINS clients, you should make srv-1a WINS client of
itself by pointing to itself for WINS. Any server running WINS should only include its
own IP address in the WINS server field. Including the IP addresses of other WINS
servers in this field can lead to database corruption. To set this up, open the Internet

Protocol (TCP/IP) properties. Then click the advanced button.

Internet Protocol {TCP/IP) Properties

General |

2]

“Y'ou can get IP settings assighed automatically if your netwark supports
this capability. Otherwize. you need to ask your network. administrator for
the appropriate |F zettings

' Obtain an IP address automatically

— (¥ Usze the following IP address:

IP address
Subnet mask:

Diefault gateway:

132 168 . 1 .01

|255.255.255. 1]

{7 [btain BNS senver address automatically

% Use the following DMS server addresses

Pretermed DNS server 192 0168 . 1 .2
Alternate ONS server: I . . .
3
oK Cancel |
(figure 15)

On the advanced screen, select the WINS tab. Click Add and type in the IP address

192.168.1.201. Notice that you can also import an LMHOST file from here and disable
NetBIOS over TCP/IP as well. We will discuss both of these in more detail, later in this

course. Click OK.

TCP/IP WINS Server

Add

1P Getinge| DN WINS. | g |
'WING addeised. in oeder of ups

—

e L |

1 LMHEET

e

2|
e

TCPAR i enabied
il | .

" Enthu\Bﬂ%w\mﬂP

" Disable NelllS oves TEPAP

1 Uea HAIDS sating btes tha DHCP sarvee

Cancel I

Imgort LMHOS TS

oK I:-u-:dl
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3. Log on to client-1 and repeat the steps for adding the WINS IP address. After you add
the WINS server, restart client-1. Restarting client-1 will allow for it to register itself
within the WINS database.

***NO Lo FFk*k

You can also set the 1P address of the WINS server through DHCP, if client-1 is a DHCP client.

Viewing the WINS Database on the Server

1. Log on to srv-1 and open the WINS console. Right click on Active Registrations. On
the menu notice your top two options are Find by Name and Find by Owner. If you are
looking for particular NetBIOS name and know what the name begins with, then you
can use the search by name option. If you want to look at what the WINS server has
ownership of in its database you would choose find by owner. A WINS server “owns” a
record if the WINS client first registered with that particular WINS server or if the
record was statically created on the WINS server. If you choose to find by owner you
will have to select which WINS server database you want to look at or you can choose to
look at all the WINS server’s databases. In your case, you only have one WINS server
and you will want to find one particular record in the WINS database so try a search with
the find by name option. Select Find by Name.

J Ackion Wiew |J = =) |
Tres I |—,
WINS

= Bl server Status

I3 SRY-1[192.168,1,201]

Ea Find by Mame, ..
[} Find by Cnwaner. ..

Mew Static Mapping. ..

Import LMHOSTS File. ..
Yerify Mame Records, ..
Delete Cwner. ..

Wigw 4

Help

(figure 17)
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2. There will be a dialog box that pops up where you can type in what name you want to
search for. You can enter a specific computer name or you can enter an asterisk (*).
The asterisk represents a wild card and entered alone basically means A/ Records, so it
will search for every record. Click the Find Now button.

Find names beginning with;

[ Match case

Firnd M aovs I Cancel |

(figure 18)

3. You should now have everything that is in the WINS database show up in the right pane
of the console. Notice that there are multiple entries for both srv-1 and for client-1.
WINS clients register separately for different services they are running on their
machines. One is called the Workstation service, which is the NetBIOS computer name;
every WINS client will have this entry. The second one is the messenger service that is
used for sending and receiving messages for that WINS client. The third one is the
server service; this entry will only appear if the computer is enabled with file and printer
sharing. Windows 2000 Pro and Server have this enabled by default, Windows 9x
systems do not. There is also an entry for the user “Administrator” as a messenger
service so you are able to use the NET SEND command and send this user a message.
The Workgroup entry shows the workgroup name that the WINS clients belong to.
This service will allow WINS clients to browse to their workgroup or any other
workgroup that WINS has on its database.

=101

| acton  view |J =GR

Tree I Active Registrations  Items found For the owner 192,168,1.201: 12

WINS Record Mame  / | Type |1r address | state
8 server Status 5. MSBROWSE_ - [01h] Other 192.166.1.201 Active
=) SRY-1[192.168.1.201] (=) ADMINISTRATOR [03h] Messenge 192.168.1.1 Active
a Active Reqgistrations [00R] WorkSkation 92.165.1.1 chive
EB Replication Partners [03h] Messenger 192.1658.1.1 Ackive
QCLIENT-I [20h] File Server 192.1658.1.1 Ackive
INEtNSBNiEES [1Ch] Domain Contr...  192.168.1.201 Active
QISNSRV-I ------- [00h] WorkSkation 192.165,1,201 Ackive
gSRV—l [00h] WorkStation 192,168.1.201 Ackive
@SR\-‘-I [03h] Messenger 192,168,1.201 Active
QSRV—l [20h] File Server 192.165.1.201 Active
Bl WORKGROUP [00h] Workgroup 192,168.1.1 Ackive
WORKGROUP [1Eh] Mormal Group...  192.168.1.1 Active

(figure 19)
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Using NBTSTAT Commands

NBTSTAT is a command line program that will allow you to troubleshoot and monitor
statistical information about NetBIOS over TCP/IP (NBT).

1. Log on to client-1 and open the command prompt by entering Start>Run=> and
typing in cmd.

2. From the command prompt, type in nbtstat and press enter. Nbtstat is a command line
utility that is used to show NetBIOS information associated with your computer. The
screen you see will show you all the available switches that you can use with the nbtstat
command and a brief overview of what each one does.

WINNT', System32',cmd.exe

ft Windows 2068 [Version 5.80.21951
(C) Cupyx ight 1985-199% Microsoft Corp.

C:\>nbtstat

Displays protocol statistics and current TCP/IP connections using NBT
<NctBIOS over TCP/IP).

NBTSTAT [ [—a RemoteMamel [-A IP address] [—c1 [-nl
[—»1 [-R1 [-RR1 [—s1 [-81 [intervall 1

—a Cadapter status?> L the remote machine’s name table given its name
-A {Adapter status> L the remote machine’s name table given its

1
—c {cache> L cache of remote [machinel names and their IP|
addresses
— {names> L
{resolved> L resolued by broadcast and via WINS
<Reload> Py reloads the remote cache name table
<& L table with the destination IP addxesseg
L s s table converting destination

tﬂ computer NETBIOS names
(ReleaseRefresh> 'Sen(l.. Name Release packets to WINs and then. starts Refwp|

RemoteMame  Remote host machine name.

[P address Dotted d 1 representation of the LP addr

interval Redispl, tistics, pausing int
hetucen ecach dlaplay Press Ctrl+C to stop redisplaying
statistics.

(figure 20)

3. Try running a few of these commands and look at the results you get. First, type in
nbtstat —a srv-1 and press enter. This will show you the NetBIOS entries that srv-1
would register with a WINS server. You can also run the same command using a capital
“A” and the IP address instead of using a small “a” and the server name. This command
would result in the same entries as the previous command. Also, this command can be
run locally, on the system you are sitting at or across the network to get the NetBIOS
table of a remote system, like we did in this example.

C:xOnbtstat —a spu—1

Local Area Connection:
Hode IpAddress: [192.168.1.11 Scope Id: [1]

NetBIOS Remote Machine Mame Table
Statug

UNIQUE
UNIGQUE

SRU-— g9
WORKGROUP GROUP Registered
WORKGROUP GROUP Registered
SR Registered
Registered
IS™SRU-1.. <8 Registered
WORKGROUP UNIQUE Registered
-.__MSBROWSE__. GROUP Registered

MAC Addreess CB—4F-59-91-8D

(figure 21)
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4. From the command prompt type nbtstat —c and press enter. That will show all the
NetBIOS entries your local computer has in its cache. Anytime, your system uses a
NetBIOS name to communicate with another system, it will store the NetBIOS name
and the IP address in a cache within the local system.

C:~r>nhtstat —c

Local Area Connection:
Mode IpAddress: [192_168.1.11 Scope Id: [1

NetBIOE Remote Cache Name Tahle
Hozt Address Life [sec]l

<@a> UNIQUE 192.168.1.2601
<28> UNIQUE 192.168.1.2681

(figure 22)

5. From the command prompt, type nbtstat —n and press enter. This will show you the
local name table of NetBIOS entries on client-1. If client-1 registered with a WINS
server, these entries would all be included. In addition, this command is only used on
your local system.

C:“>nbtstat —n

Local Area Connection:
Node IpAddress: [192.168.1.11 Scope Id: [1

NetBI0S Local Mame Tahle
Status

CLIENT—1 Regiztered
WORKGROUP Registered
CLIENT-1 Registered
CLIENT-1 Regiztered
WORKGROUP 1E> Registered
ADMINISTRATOR <@3> UNIQUE Registered

(figure 23)

6. From the command prompt type nbtstat —r and press enter. This will show you
statistics on how your computer has resolved NetBIOS names. Client-1 should not have
to broadcast because it’s pointing to the WINS server. It would only broadcast if the
WINS server was not available on the network and it did not have an entry in its local
cache.

C:x>nbtstat -»

MetBIOS Mames Resolution and Registration Statistics

Rezolved By Broadcast
Resolved By Name Server

Registered By Broadcast
Registered By Hame Server

(figure 24)
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Lab 2

Configuring Replication
between WINS Servers

You will learn how to:

o Configure replication between WINS servers
» Differentiate between Push and Pull replication
e Delete and Tombstone WINS registrations
e Setup a WINS proxy agent
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Scenario

Wired Brain Coffee’s WINS server is running fine with no problems to speak of. The only
problem, seems to be your new boss the network manager, Charlie. Charlie is concerned
because the network is growing bigger by the day and the current network has added an
interesting mix of client operating systems, including Windows 98, UNIX and Windows XP.
Chatlie explains to you, “WINS wasn’t so important when were running just Windows 2000
on this network but are legacy computers, running Windows 98, depend upon the WINS
service. Itis also very likely that we will acquire another coffee distributor and their systems
are all running legacy operating systems. Therefore, I would like you to enhance our
network’s WINS infrastructure. This will include adding fault tolerance as well as adding
support for “non-WINS” clients, such as UNIX. Good job on your first project, now go do
some real work,” Charlie finishes. “Thanks for thoughts. Glad to have you here!” you
sarcastically think to yourself.

In Lab 2 you will install the WINS service on srv-11 and configure WINS replication
between srv-1 and srv-11. You will also add support for non-WINS clients by creating static
mappings for each of the non-WINS (UNIX in this case) computers and by learning how to
set up a WINS proxy agent.

Computer Name: SRV-1
Static IP: 192.168.1.201/24

OS: W2K Server/SP2 m
Services:

Domain Controller
DNS
WINS

Hub

WINS
PUSH/PULL PARTNERS

Computer Name: Client-1
Static IP: 192.168.1.1/24
0S: W2K Professional/SP2
WINS CLIENT

Computer Name: SRV-11
Static IP: 192.168.1.211/24
OS: W2K Server/SP2
Services:

WINS

(figure 25)
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Installing and Configuring WINS Service on a Second Server

1. Log on to stv-11 and install the WINS service. Before you install WINS, make sure that
you disable the second NIC that may be installed from previous labs. WINS should
not be installed on a multi-homed (2 network cards) computer.

2. To disable the second NIC open the My Network Places Properties page. Right click
on one of the connections and select Disable. The connection should now look grayed
out.

=
B B
= L4 L o EE == ==
Make Mew Local Area e L4 -4
Connection  Connection iMake Mew | Local Area Local Area

Cu:unnectu:un Cannection  Caonneckion 2
Status

Create Shaortecut
Delete
Rename

Properties

(figure 26)

3. After the installation of the WINS service on srv-11, you should open the Internet
Protocol (TCP/IP) Advanced page and set stv-11 to point to itself for WINS
resolution, by typing in the IP address 192.168.1.211.

>/<>k>kN0 foFF*F

Pointing one WINS server to another WINS server for its NetBIOS name resolution can lead to corruption
of the WINS database. A WINS server should always point to itself, as pictured belomw.

2lx

vvvvv d TCP,/IP Settings

P Settings | DNS  WINS | Optons |

WINS addresses, inoderof usee ——————————————————————————

IFLMHOSTS lookup is enabled, it applies to all connections for which
TCPAP is enabled

[¥ Enable LMHOSTS lookup Impart LMHOSTS. .

@ Enable NtBIOS over TCP/P
" Disable NetBIOS over TCP/IP
" Use MetBIDS setting from the DHEP server %

Cancel
(figure 27)
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Configuring Replication on WINS Servers

After you have added a second WINS server, one of the first things that you need to do is
configure replication between the two WINS servers, by making them replication partners.
This works in a similar fashion to zone transfers in DNS, except that both of the WINS
servers are able to take registrations from clients and modify the entries. ~Remember, that
in DNS, only the Primary DNS server was allowed to make any changes to the DNS
database and the secondary DNS server would have a read only copy that was transferred
from the primary. In WINS, all of the servers hold read & write copies of the master
database and the WINS servers will periodically replicate to ensure that all of the WINS
servers have an up to date database. For example if a client registers with the WINS server
stv-11, then srv-11 will eventually replicate with its partner, srv-1 to ensure that srv-1 has up
to date information on the WINS database. There are two types of replications in WINS,
one is push and the other is pull. Push replication is set up based upon a predetermined
number of changes to the WINS database. After this threshold is reached on one WINS
server, that WINS server will go out and inform its replication partner that “a lot of changes
have occurred to my database and it is probably a good idea for you to replicate them over.”
These changes are not pushed by the first server over to the second server. The first server
simply notifies its replication partner of the changes and it is the second server’s
responsibility to go out and get the changes. Pull replication is based on time. If I configure
pull replication to occur between two WINS servers every 24 hours, then every 24 hours,
regardless of the number of changes, these servers will replicate. If you are in a hurry for
replication to occur, you can always manually initiate it as well.

1. Open the WINS console on srv-11. Right click on replication partners and select New
Replication Partner.

WINS

B server status @
= [ SRv-11[192.168.1.211]

-4 Active Registrations

k Mew Replication Partner. ..
Replicate Mo

Wiew 3

Refresh

Properties

Help

(figure 28)
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2. A dialog box will pop up and ask for the name or IP address of the server that you want
to add as a replication partner. Type in srv-1and click OK.

New Replication Partner x|

Enter the name or IP address of the server that you want to add az a
replication partner.

WAMS server

Isw-1| Browse. . |
ak. I Cancel |

(figure 29)

3. You should now see srv-1 as a replication partner on the right pane of the WINS
console. By default it will be set as a both a push and pull replication partner. To

change these settings, right click on the Replication Partners folder and select
Properties.

Tree I Replication Partners

WING Server Mame | 1P Address | Tvpe
-5 Server Status SEISRY-1 192,166,1,201 Push/Pull
E---@ SRY-11[192.168.1.211]

[ Active Registrations
‘{34 Replication Partners

(figure 30)
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4. On the properties page select the Push Replication tab. Here you can set when to
initiate push replication. By default, push replication is set to occur after 0 changes,
effectively disabling the push replication mechanism. You can also force it to push when
the system starts up or when any address changes, both are disabled by default. The
setting to use persistent connections for push replication is enabled by default. This is
helpful because WINS servers usually disconnect from their replication partners each
time replication is completed. With WINS servers that are connected through high-speed
connections, its better keep the connections open, instead of closing them each time
when they finish replicating. Enter 20, for the number of changes field, to indicate that
you want this WINS server to notify its partners after 20 changes to its database.

2ix
Grrweal  Puth Flapkcsion | Pul Replicaion | Advanced |
Start push replication
™ 4k svvce b
™ ‘when addesss changes
e F3

F U

[oe ] comont | ooy
(figure 31)

5. Click on the Pull Replication tab. Here you can set a #me, when the server will go out
and initiate replication from the other server. The start time is used to set how soon the
first pull replication occurs. It is set on zero by default. You can also set the replication
interval, which will specify how often replication will take place, after the first replication
occurs. The replication interval is set to 30 minutes by default. The setting to start
replication at system startup is enabled by default, as is the setting to use persistent

connections for pull replication partners. Leave the default settings for pull replication
and click OK.

1%

Genesal | Push Fioplication.  Pull Flégicafion | Advanced |

Hours  Mrudes  Seconds

St oo B N =

Dayr Hows  Minutes

L L I T |
Hunbier of seties |

¥ Start pull rephe.ation ol senvace dithuy [\\T
¥ Use persittent cormections :

[0k ]| cawes | deew
(figure 32)
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6. At some point, you may want to force replication to occur between replication partners.
Right click on the Replication Partners folder and select Replicate Now. A screen
will pop up and ask you if you are sure that you want to replicate now. Select Yes. You
will see a dialog box telling you that your request was queued to replicate with the WINS
server and to check the event log for the status. Click OK. Typically, you would not use
this option to replicate, but it can be very helpful when troubleshooting.

Tree I Replication |
WINS Server Mam
B server status S5 SRY-1

EE) SRW-11[192.168.1.211]
EE Active Fegistrations

=

Mew Replication Partner, ..

SN

Wigw

Refresh
Export List, ..

Properties

Help

(figure 33)

7. Now log on to srv-1 and add srv-11 as a replication partner. Use the same settings as on
stv-11. You will test replication in the next section after you create static mappings.

Tree I Replication Partners
WINS Server Mame | IP Address | Type |
B server Status BN oRY-11 192,168.1.211 PushPull

= [Gay SRY-1[192.168.1.201]
& Active Registrations

----- {8 Replication Partners

(figure 34)
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Creating Static Mappings

1. Open the WINS console on srv-1 and right click on the Active Registrations folder.
Select New Static Mapping.

SRY-1 [

Corfige
A actin
1[192.168.1. 2011 [CdRepl
- Find by Mame...
4
Find by Ownet...

w Static Mapping. ..

Import LMHOSTS File..,
Werify Mame Records. ..

Delete Cwner. ..

Refresh

Help

(figure 35)
2. A screen will pop up, allowing you to create a static mapping. For the computer name,
enter UNIX-1. Leave the NetBIOS scope empty. The type of record should be
unique. Next, type in the IP address of the UNIX client. Since this client does not

really exist on our network lets just give it any IP address we have available. Use the IP
address 192.168.1.100. Click OK.

e saticruoping . i)

[errep— =
NS seope [optonsl

Type: (= -
WP addmas: 192168 1 00
B
ok | cwes | mer |
(figure 36)

3. From the WINS console right click on Active Registrations and select Find by
Name. Do a search for all records that begin with unix.

Find names beginning with:
|uni>{ j
[T Match case %

Find Mow I Cancel |

(figure 37)
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4. In the right pane, you should see three entries for Unix-1, one for the messenger service,
one for workstation service and one for file server service. Also notice that there is an
“x” in the column under Static letting you know that this is a static entry. Take a look at

the expiration date; it is set to zfinite because the entry was manually created. If there is

any change to this record, it must be done manually or else the WINS database will

assume it is always going to be there.

Active Reqgistrations  Items Found by name: 3

Record Mame | Tvpe | IP Address | Skate | Skatic | CWner | Yersian | E:xpir ation

lgUNIX-l [03h] Messe... 192.168.1.100 Ackive x 192,165.1.201 Z20F Infinite

lgUNIX-l [00h] wiarkst,,,  192.168.1.100 Ackive x 192,165.1.201 Z20E Infinite

lgUNIX-l [20h] File Ser... 192.168.1.100 Ackive x 192,165.1.201 210 Infinite
(figure 38)

Forcing WINS Replication and Viewing Ownership of Records

1. Right click on Replication Partners and select Replicate Now to force replication
between the WINS servers. The WINS server will now replicate with its replication
partner, srv-11.

'«E WINS Server Ma

=

b a Server Status Gl SRY-11

- [ SRu-1 [192.168.1.201]
{4 Active Registrations

Mew Replication Partner. ..

hy

Wiew

Refresh
Expork List...

Froperties

Help

(figure 39)

2. Log on to srv-11 and open the WINS console. Do a search for any record that begins
with unix. You should get the same results as when you did this search on srv-1.

3. Create another static mapping. This time create it on srv-11. Create an entry for

UNIX-2 with the IP address of 192.168.1.102. Then right click on Replication
Partners and select Replicate Now to force WINS replication.
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results three for UNIX-1 and three for UNIX-2, showing that replication took place
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between the two WINS servers.

Tree I Ackive Registrations  Items found by name: &
WINS Record Mame | Twpe | IP Address
. server Status = yr-1 [00h] Waorkstation 19z.168.1,100
- [ SRY-1[192.165.1,201] [ ryrz-1 [03h] Messenger 192.168.1.100
A giskrations QUNIX—l [20H] File Server 192,168.1.100
“-{_# Replication Partners Qumlx-z [00h] WorkStation 192.168.1.102
@,umx-z [03h] Messenger 192.168.1.102
QUNIX—Z [20h] File Server 192,168.1,102
(figure 40)

5. On the right pane of the WINS console, find the column that has the Expiration and

Owner information. The records for UNIX-1 show that the owner is the IP address
192.168.1.201, which belongs to srv-1. Now look at the records for UNIX-2, it shows
that the owner for those records is the IP address 192.168.1.211, which belongs to stv-
11. The owner of the record is always the WINS server where the record is created.
Notice the expiration date for records is also different, UNIX-1 is Infinite and UNIX-2
has an expiration date. Remember that static mappings do not have an expiration date
because they were manually created, therefore, they must be manually deleted. The
reason that UNIX-2 has an expiration date is because it was replicated over from srv-11
and therefore has to be verified by srv-1 the next time the two WINS servers replicate.
If the record is no longer on srv-11, then the corresponding record on srv-1 will expire
on that date. If you log on to srv-11 and do the same search, you will see that UNIX-1
will have an expiration date and UNIX-2 will have an Infinite expiration.

Active Registrations

Items found by name; &

Recard Mame | Ciyner

| Expiration /£

| IF Address |

= -1
= -1
= -1
=) -z
= ryr-z
=) yr-2
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192,165.1.201
192,1635.1.201
192.1635.1.201
192.163.1.211
192.165.1.211
192.165.1.211

Infinite
Infinite
Infinite
10/2712002 2:22:13 PM
10/2712002 2:22:13 PM
10/2712002 2:22:13 PM

(figure 41)

192,168.1.100
192,1685.1.100
192.1685.1.100
192.165.1.102
192.168.1.102
192.168.1.102
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Deleting and Tombstoning Records

When you want to delete a NetBIOS record from the WINS database you can’t just delete it
and assume that it is gone. Remember that each WINS server maintains its own read/write
database. When a registration is randomly deleted from the WINS database, there is a very
good chance that the entry will reappear...and leave you puzzled. What causes this? To
truly delete a registration from the WINS database, you must delete the registration from the
WINS server that is the owner of that record. The owner of the record is the WINS server
that first registered the WINS client in the WINS database. If it is a static entry, then the
server where the static entry was created would serve as the owner of the record. Just to
make sure you understand, what do you do if you want to delete a record for client-1 that
first registered with srv-11? You would have to go to the WINS database on srv-11 and
delete the record there. Srv-1 would let you delete the record, but the record would show up
again after replication between srv-1 and srv-11. There is another way of getting rid of this
record. If you are in a large company and tracking down the server that owns a record is not
your idea of fun, you can also fombstone a record. Think of tombstoning a record as poisoning
the record. As replication occurs throughout the company, this same record will be
“poisoned” on all of the WINS servers. Tombstoned records hang around until the next
time the WINS database is scavenged (every 3 days by default), and then the record will be
gone.

1. Log on to srv-11 and open the WINS console. Do a search for any NetBIOS name that
begins with unix. Find the workstation record for Unix-1 and right click on it. Select
Delete.

Active Registrations  Items found by name: 3
Recard Mame | Tvpe | IF Address | Stake | Skatic |
[00h] Waorkstation 97 165 N A

[03h] Messenger 1! M i

[20H] File Server 1!

Help

(figure 42)

Page 37 of 49 © Train Signal, Inc., 2002



i
alrainSIGNAL. ..

2. There will be a pop up window that will give you the option of deleting the record only
from this server or replicating the deletion of the record to other servers (tombstone).
Select Replicate the deletion of the record to other servers (tombstone). Click OK.

|Jse thiz operation to delete the zelected record:

" Delete the record anly from this server

%" Feplicate deletion of the recard to ather servers [tombstone]

(1] 4 I Cahcel

(figure 43)

3. There will be a screen warning you that by tombstoning this record, this server will have
to take ownership of the record and it will ask if you still want to continue. Click Yes.

S

% Tombstoning replica records will cause this WINS server bo take ownership of the record. Do wou wank to continue?

YEs Mo |

(figure 44)

4. Look in the right pane of the WINS console and notice that the Unix-1 workstation
record now shows that it is tombstoned and has an expiration date. This means that it
will replicate to other WINS servers showing that the record is tombstoned and it will be
deleted from each WINS server, the next time the WINS database is scavenged.

Active Registrations  Items Found by name: 3
Record Mame | Tvpe | IP Address | State I Skatic | Cwner | Wersion I Ezxpiration
QUNIX-I [O0hR] workstation  192.168.1.100 Tombskoned  x 192,168.1.201 Z21C 10/7/2002 2:49:01 P
QUNIX—l [O3h] Messenger 192,168.1.100  Active ¥ 192.1658.1.201 20F Infinite
QUNIX—I [20h] File Server 192,168.1.100  Active ¥ 192.1658.1.201 210 Infinite

(figure 45)
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Creating and Configuring a WINS Proxy Agent

A WINS proxy agent is used on a network to assist non-WINS clients with NetBIOS name
resolution. A non-WINS client is any pre-Windows 95, Microsoft operating system or a 3™
party operating system like UNIX or IBM’s OS/2. Non-WINS clients can communicate
locally by broadcasting for NetBIOS names, but are unable to communicate with NetBIOS
computers on the other side of a router, because routers do not forward broadcasts. A
WINS proxy agent is configured to listen for and assist any NetBIOS name resolution
broadcasts made by non-WINS clients. The proxy agent will first check its local cache to try
and resolve the name. If it is not cached locally, the proxy agent will forward the request to
the WINS server on behalf of the non-WINS client. The WINS server will then respond to
the proxy agent with the IP address of the NetBIOS name and the proxy agent will forward
it on to the non-WINS client. To create a WINS proxy agent, all that you have to do is edit
the registrty on a WINS-enabled client. The entry is located under the subkey
HKEY LOCAIL_MACHINE\SYSTEM\ CurrentControlSet\Services\NetBT\ Parameters.
The name of the entry is EnableProxy and the value must be set to 1.

E

Example of a
WINS Proxy Agent.

WINS
Server

File
Server

WINS Clients
—7

Unicast from WINS server
Unicast from WINS Proxy agent

Proxy Agent

1) A non-WINS enabled client will send broadcast
looking for the file server with its NetBIOS name.

2) The WINS proxy agent is listening for broadcasts for
non-WINS clients. The WINS proxy agent will receive
the request and check its local cache.

3) It does not have the NetBIOS name for the file server
so it forwards the request through the router to the
WINS server.

4) The WINS server replies to the WINS proxy agent
through the router with the IP address of the file server.
5) The WINS proxy agent then forwards the IP address
to the non-WINS client.

=k
I
|

(figure 46)
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LLab 3

Advanced WINS Settings

You will learn how to:

e Modify the LMHOSTS file
o Disable NetBIOS over TCP/IP (NBT)
e Design a WINS replication topology
o Configure WINS clients using DHCP
o Configure the WINS client’s node-type
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Scenario

Over time, Charlie has lightened up and has become much easier to work with. As a
matter of fact, you are actually starting to like him! “You have done a great job building
Wired Brain’s WINS infrastructure,” Charlie compliments you. “Now that you have it in
place, I want you to learn more about how NetBIOS and WINS work, so you can
troubleshoot any problems that we might face and also help me out with future planning.”
Wow, that sounds almost important! Kind of anyway.

In Lab 3 we will explore some of the details that are associated with NetBIOS and WINS,
including how to disable NetBIOS if necessary, how to configure WINS using DHCP and
how to design an efficient WINS replication topology.
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Using LMHOST Files

The LMHOST file is an ASCII based file (with no extension) that contains IP addresses and
NetBIOS names. It is one method for resolving NetBIOS names to IP addresses. The
LMHOST file predates the WINS server and can be used on networks to perform NetBIOS
name resolution, although it is rarely used anymore. The LMHOST file may be useful in
certain situations, though. For example you can set up the file to load a certain NetBIOS
name and IP address in a computer’s cache resulting in faster NetBIOS name resolutions.
This would prevent a client from having to broadcast on the network or find a WINS server

to resolve the NetBIOS name.

1. The location of the LMHOST file is c:\winnt\system32\drivers\etc, assuming that

i

you installed Windows 2000 in c:\winnt.

dINSIGNAL,. ..

JFiIs Edit ‘Yiew Favorites Tools  Help |ﬁ

J s=Back - = - ‘ Qi search ‘%Folders AHistory ‘ R ] | EE-

=10l x| .
=

J Address ID ke

j ﬁGo

P
[ _Open With..._|

Send To 3

Falders

x

s

] chuster
- Com

] config
-1 dhep
=1 dns

B drivers

{7 disdn
I ete

-

Hod

[

etc

hosts

Imhosts
SAM File

pratacal SErvices

Modified: 12/7/1999 7:00 AM

(figure 47)

networks

Cut

|
Copy

serviee "~
Create Shorbout
Delate
Rename

Properties

2. To open the LMHOST file, right click on the file and select Open With.

3. There will be a screen that pops up and will ask you which program to open the file with.
Select Notepad and click OK.

Page 43 of 49

Al

Click the program you wank to use to open
‘Imhiosts.sam’,
If the program is not in the list, click Other,

Choose the program you want ko use:

2x|

[ @] Camitasia Producer - video ediing ool -
Imaglng

Imaging Preview
glnternet Explarer
%Micmsoft Paint
B3 Snaglt Studio

- =

™ Always use this program ko open these files

oK | Cancel |

Other... |

(figure 48)
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4. 'That will open the file using notepad. The file will contain detailed information on how
the LMHOST file works and the extensions that you can use. It will also show you an
example of what the LMHOST file should look like.

#+

# The following example i1Tlustrates all of these extensions:

#

# 102.54.94,97 rhino #PRE #DOM:networking #net group’'s DC

# 102.54.94,102 "appname  SOx14" #zpecial app server
# 102.54.54,123 ﬁuopu'lar #FRE #source sarver

# 102.54.94.117 ocalsry #FPRE #needed for the include
#

# #BEGIN_ALTERNATE

# #FIMCLUDE \\'IDca]sr‘u\ﬁzub'l"lc\]mhusts

# #INCLUDE “AwrhinowpublicyImhosts

# #END_ALTERNATE

(figure 49)

Disabling NetBIOS Over TCP/IP

NetBIOS is a legacy Application Program Interface (API) that is used in Microsoft operating
systems before Windows 2000. Windows 2000 uses the Winsock API and does not need
NetBIOS to function. However, for legacy clients (anything before Windows 2000) to be
able to participate on a Windows 2000 network, NetBIOS is enabled on Windows 2000 (in
addition to Winsock) by default. If you have no computers on your network that run a
legacy operating system AND you do not plan on adding any computers that run a legacy
operating system in the future AND you do not have any applications that depend upon
NetBIOS, then you can disable NetBIOS over TCP/IP. In a production environment, you
should plan and test this carefully before you run around and disable NetBIOS on every
machine. Disabling NetBIOS will make your network more secure and will cut down on the
amount of traffic.

1. Log on to client-1. Open the Intetnet Protocol (TCP/IP) properties. Then click the
advanced button.

General |
“You can get P settings assigned automatically if pour network supports
this capability. Othemwise, you need to ask wour network administrator for
the appropriate [P settings.
" Dbtain an P address automaticaly
—& Use the following IP addiess ——————————————————————
IP address: 192 .168. 1 . 1
Subnet mask: 286.285.2585. 0
Default gatewsay: . . .
€ Obtain DNS server address sutomaticaly
% Use the following DNS server addresses:———————————————
Preferred DNS server. 192168, 1 .20
Altemnate DNS servar:
Advanced
(figure 50)
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2. On the advanced screen, select the WINS tab. Notice that you have three options, one is
to enable NetBIOS over TCP/IP another one is to disable NetBIOS over TCP/IP and
one that tells the computer to use the setting from the DHCP server. Select Disable
NetBIOS over TCP/IP. Click OK. 'This setting will need to be changed on every
system, if you want to completely disable NetBIOS.

Advanced TCP/IP Settings Pl 4

| IPSetiings | DNS  WINS | Optans |

WINS addresses, in order of use:

jd
3

Add.. Edi... Remova |

If LMHOSTS lookup i= enabled, it applies to all connections for which
TCPAP is enabled.

¥ Enable LMHOSTS laokup Import LMHOSTS .. |

" Enable NetBIOS over TCPAP
@ Disable NetBIOS over TCRAP
" Use NetBIOS setting from the DHCP server

A7

Cancel |

(figure 51)
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Designing WINS Replication

When configuring the WINS replication topology for more that 2 servers, a hub and spoke
design is recommended. Many companies create a mesh design, where every WINS server is
configured as a push/pull partner with every other WINS server. This often results in a
corrupted WINS database, because the WINS servers get confused about conflicting entries.
By using the hub and spoke-design, you are creating a central WINS server that all of the
other WINS servers on the network will have as a push/pull partner. This will make it easier
to configure replication, reduce WINS replication traffic and lessen the probability of having
a corrupted WINS database.

| wiNs

Example of
Mesh design

WINS Clients WINS Clients

WINS
Server WINS Clients

Push/Pull Partners Push/Pull Partners

—
<« Push/Pull Partners v
WINS
e Y Server
Server
Push/Pull Partners Push/Pull Partners

WINS Clients Every WINS server must

replicate with every other
WINS server in order to
keep their WINS
WINS database up to date.
Server

(figure 52)
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Example of
Hub & Spoke
design

WINS Clients WINS Clients
WINS

Server

SPOKE

WINS Clients

Push/Pull Partners

Push/Pull Partners Push/Pull Partners

WINS Clients

Push/Pull Partners

The central WINS server known as the hub
will gather the WINS databases from the
other WINS servers on the network and
combine them to form one main WINS
database. All the other WINS servers on
the network will be push/pull partners with
the central WINS server only. This way all
changes to the database are made to and
from one main WINS database.

Server

(figure 53)

Page 47 of 49 © Train Signal, Inc., 2002



i
alrainSIGNAL. ..

Configuring the WINS Client Using DHCP

You can manually configure clients to use the WINS server, but using DHCP for WINS
client configuration is much easier. The scope options within DHCP control what settings
to give DHCP clients along with the IP address. One of the options it allows you to
configure is the 044 WINS/NBNS Servers option. This option allows you to assign the IP
address of multiple WINS servers. All that you have to do here is enter the IP address or
addresses of the WINS server the clients will point to for NetBIOS name registration and
resolution, click Add and then click OK. Because you do not have a DHCP server
installed on srv-1 or srv-11 right now, you will not make the modifications described
in this section.

20

General | pdvanced |

Avvailable Dptions Desciplion +
vIE 5 vers 5

[0 046 w/INS/NBT Hode Type 01 = Bnod—
[ 047 NetBIOS Scope ID

NetBI0S ov ~
4 »

[ Fesofve

0K | Cencel | epok

(figure 54)

A second option is the 046 WINS/NBT Node Type setting, which is used to set the node
type for the client. The node type is how the client handles NetBIOS name resolution. The
node types are B-node, P-node, M-node and H-node. In order to set the node type you
have to assign a numeric value based on the information that you see on the configuration
screen.

The B in B-node (0x1) stands for broadcast. Any computer set up as a B-node client, will
send broadcasts out over the network to try and resolve NetBIOS names to IP addresses.
The problem with using B-node is that it will create lots of traffic on your network and the
NetBIOS broadcasts will not be able to pass through routers to other segments of your
network.

The P in P-node (0x2) stands for point-to-point, meaning the client will point directly to a
name server in order to resolve NetBIOS names to IP addresses. The problem with P-node
clients is choosing which name server to point to and if that name server doesn’t contain the
answer for the resolution there is no other way to resolve the NetBIOS name. Broadcasting
is not used with P-node.
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The M in M-node (0x4) stands for mixed; it’s a combination of the B-node and the P-node.
When a client is set to M-node it will firs# send out a broadcast, if the broadcast fails it will
then try to communicate with a name server to resolve the NetBIOS name to an IP address.
The problem with using M-node is that it will first broadcast on the network before
communicating with the name server directly to resolve the Net BIOS name, which will
create more traffic on the network.

The H in H-node (0x8) stands for hybrid; it’s similar to the M-node in that it combines the
B-node and P-node. The difference is that it will firs# communicate with the name server to
try to resolve the NetBIOS name to an IP address and then send out a broadcast if the
name server fails to resolve the NetBIOS name. WINS clients that are manually
configured, default to H-node, and this setting is typically used within the company
network as well.

General IAdvancedI
Available Options | Description A|
[ 044 WINSMBNS Servers MEBMNS Addn
[ 045 NetBIDS over TCP/IP NEDD MetBIOS ov
046 WINS/NET MNode Type fo

[ 047 NetBIOS Scope ID

MetBI0S ov -
4 | »

— Data entrp

Bpte:
00

ak I Cancel | Apply

(figure 55)
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