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Disclaimer and Limitation of Liabili

Although the publishers and authors of the Information have made every effort to ensure
that the information within it was correct at the time of publication, the publishers and the
authors do not assume and hereby disclaim any liability to any party for any loss or damage
caused by errors, omissions, or misleading information.
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SIGNAL, INC. NOR ANY OF ITS SUPPLIERS MAKES ANY WARRANTY OF
ANY KIND, EXPRESS OR IMPLIED. TRAIN SIGNAL, INC. AND ITS SUPPLIERS
SPECIFICALLY DISCLAIM THE IMPLIED WARRANTIES OF TITLE, NON-
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PURPOSE. THERE IS NO WARRANTY OR GUARANTEE THAT THE OPERATION
OF THE INFORMATION WILL BE UNINTERRUPTED, ERROR-FREE, VIRUS-
FREE, OR THAT THE INFORMATION WILL MEET ANY PARTICULAR
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IN NO EVENT AND UNDER NO LEGAL THEORY, INCLUDING WITHOUT
LIMITATION, TORT, CONTRACT, OR STRICT PRODUCTS LIABILITY, SHALL
TRAIN SIGNAL, INC. OR ANY OF ITS SUPPLIERS BE LIABLE TO YOU OR ANY
OTHER PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY KIND, INCLUDING WITHOUT
LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE,
COMPUTER MALFUNCTION, OR ANY OTHER KIND OF DAMAGE, EVEN IF
TRAIN SIGNAL, INC. HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. IN NO EVENT SHALL TRAIN SIGNAL, INC. BE LIABLE FOR
DAMAGES IN EXCESS OF TRAIN SIGNAL, INC.S LIST PRICE FOR THE
INFORMATION.

To the extent that this Limitation is inconsistent with the locality where You use the
Software, the Limitation shall be deemed to be modified consistent with such local law.

Choice of Law:

You agree that any and all claims, suits or other disputes arising from your use of the
Information shall be determined in accordance with the laws of the State of Illinois, in the
event Train Signal, Inc. is made a party thereto. You agree to submit to the jurisdiction of
the state and federal courts in Cook County, Illinois for all actions, whether in contract or in
tort, arising from your use or purchase of the Information.
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Introduction

Welcome to Train Signal!

This series of labs on Windows 2000/2003 is designed to give you detailed, hands-on
expetience working with Windows 2000/2003. Train Signal’s Audio-Visual Lab coutses are
targeted towards the serious learner, those who want to know more than just the answers to
the test questions. We have gone to great lengths to make this series appealing to both those
who are seeking Microsoft certification and to those who want an excellent overall
knowledge of Windows 2000/2003.

Each of our courses puts you in the driver’s seat, working for different fictitious companies,
deploying complex configurations and then modifying them as your company grows. They
are not designed to be a “cookbook lab,” where you follow the steps of the “recipe” until
you have completed the lab and have learned nothing. Instead, we recommend that you
perform each step and then analyze the results of your actions in detail.

To complete these labs yourself, you will need at least three computers equipped as
described in the Lab Setup section. You also need to have a foundation in Windows 2000
and TCP/IP concepts. You should be comfortable with installing Windows 2000
Professional or Server and getting the basic operating system up and running. Each of the
labs in this series will start from a default installation of Windows 2000 and will then run you
through the basic configurations and settings that you must use for the labs to be successful.
It is very important that you follow these guidelines exactly, in order to get the best results
from this course.

The course also includes a CD-ROM that features an audio-visual walk-through of all of the
labs in the course. In the walk-through, you will be shown all of the details from start to
finish on each step, for every lab in the course. During the instruction, you will also benefit
from live training that discusses the current topic in great detail, making you aware of many
of the associated fine points.

Thank you for choosing Train Signall
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Setting up the Lab

1. Computer Equipment Needed

Item Minimum Recommended
Computers (3) Pentium I 133 MHz (3) Pentium II 300MHz or greater
Memory 128 MB 256 MB
Hard Drive 2GB 4 GB or larger
NIC 1/machine (2 computers) 1/machine (2computers)

2 NICs for the Internet 2 NICs for the Internet gateway

gateway machine (1 computer) | machine (1 computer)

Hubs/Switches | 2 2

Network Cable | (4) Category 5 cables (4) Category 5 cables

I strongly urge you to acquire all of the recommended equipment in the list above. It can all
be easily purchased from eBay or another source for around $400 (less if you already have
some of the equipment). This same equipment is used over and over again in all of Train
Signal’s labs and will also work great in all sorts of other network configurations that you
may want to set up in the future. It will be an excellent investment in your education. You
may also want to look into a disk-imaging product such as Norton Ghost. Disk imaging
software will save you a tremendous amount of time when it comes to reinstalling Windows
2000 for future labs. Many vendors offer trial versions or personal versions of their
products that are very inexpensive.
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2. Computer Configuration Overview

Computer 1 2 3

Number
Computer Name SRV-1 SRV-11 Client-1
IP Address NIC #1 192.168.1.201/24 15.15.15.20/8 | 192.168.1.1/24

NIC #2 15.15.15.15/8

Default Gateway None 15.15.15.15 192.168.1.201
oS W2K Server W2K Server W2K Pro
Additional SP2 SP2 SP2
Configurations

3. Detailed Lab Configuration

***Important Note***
This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND is not connected to a business network.

Train Signal Inc. is not responsible for any damages. Refer to the full disclaimer and limitation of
liability, which appears at the beginning of this document and on our website at:

http:

Page 11 of 102
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Computer 1
Computer 1 will be named SRV-1 and the operating system on this computer will be

Windows 2000 Server or Advanced Server. You should also install Service Pack 2 to avoid
any unforeseen problems. If you do not have a copy of Windows 2000 Server you can
obtain an evaluation copy of Windows 2000 Advanced Server within the Microsoft Press
seties of books, and Service Pack 2 is available for download on Microsoft’s Website.

SRV-1 will have 2 network cards, each with a static IP address. One should be configured as
192.168.1.201 with a 255.255.255.0 subnet mask. You should rename this interface
“private” so that it is easy to identify throughout the lab. The other network card will be
configured with 15.15.15.15 as the IP address and the subnet mask will be 255.0.0.0. This
interface should be renamed “public” also for easy identification. The default gateway field
and the DNS Server field should be left blank. See figure 1, next page.

Computer 2

Computer 2 will be named SRV-11 and Windows 2000 Server (either version once again)
will be installed on this computer with Service Pack 2. SRV-11 will have a static IP address
of 15.15.15.20 with a 255.0.0.0 subnet mask. The default gateway should be configured to

point to SRV-1’s public IP address, 15.15.15.15. The DNS Server field should be left blank.
See figure 1, next page.

Computer 3
Computer 3 will be named Client-1 and will have Windows 2000 Professional installed as the

operating system. Client-1 will have a static IP address of 192.168.1.1 with a 255.255.255.0
subnet mask. The default gateway should be configured to point to SRV-1’s private IP
address, 192.168.1.201. The DNS server field should be left blank. See figure 1, next page.

Important - You should test the network connections (using the PING command) between

each of these machines to ensure that your network is set up propetly. Testing before you
get started will save you major time and effort later.
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Lab Setup

Computer Mame: Clignt-1 Computer Name: Sne-1 Computer Name: Sn-171
Static IP: 192.168.1.1/24 15t NIC-IP Address: 182,168, 1.201/24 Static IP: 15:15:15:20¢8
Default Gateway: 192 165.1.201/24 Z NIC-IP Address: 15.15.15.158 Default Gateway: 151575158
05 WeK Professional/'5P2 05 WeK Server’5F2 05 W2K Server’SFPZ
Senices: Servicas:
ICs s 5.0
NAT
(figure 1)

***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND that is not connected to a business network.
Train Signal Inc. is not responsible for any damages. Refer to the full disclaimer and limitation of
liability which appears at the beginning of this document and on our web site at www.trainsignal.com
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LLab 1

Establishing an Internet Connection for
Green Lizard Books, Inc. using
Internet Connection Sharing (ICS)

You will learn how to:

e DPrepare your network for ICS
e Enable ICS within Windows 2000
e Sctup a web server to act as a virtual Internet
o Identify and work with TCP/IP Port Numbers
e Setup a HTTP filter to allow public access to a web server

Page 15 of 102 © Train Signal, Inc., 2002-2003
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Scenario

Green Lizard Books, Inc. is a small book distributor located in Chicago, IL. Their office
currently has 1 server, which is running Windows 2000 Server, and 10 workstations, all
running Windows 2000 Professional. The company recently just leased a full T1 line (1.544
Mbps) with one public IP address through a local ISP (Internet Service Provider) and only
the server is connected to the Internet. Bill, the owner of Green Lizard, wants all of the
other computers to have the ability to access the Internet. He hired you, as an outside
consultant, to configure his computers so that they all have Internet access. During your
meetings with Bill, you inform him that there are 2 services that are included with Windows
2000 Server, which will meet his goal of allowing Internet access to all of the end users.
These two services are Internet Connection Sharing (ICS) and Network Address Translation
(NAT). After a brief meeting with Bill, he decides to use ICS as the Internet gateway for his
company, because he feels that it’s simplicity is more suitable for his environment.

In this lab, you will setup, configure and test ICS. This will be done by setting up a basic
web server and simulating an Internet environment. You will also learn how to setup and
configure services behind the ICS Server, allowing public users access to your website, FTP
server or any other service you choose to share.

Page 16 of 102 © Train Signal, Inc., 2002-2003
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Internet Connection Sharing (ICS)

ICS is a new feature in Windows 2000 that allows easy access to the Internet for small
organizations or home offices with a small number of computers. It allows computers on
the same network segment to access the Internet through a shared connection. It is available
on both Windows 2000 Professional and Server. It is designed for smaller companies that
want a no hassle solution, companies that do not run Windows 2000 Server or home users
who want to access the Internet on multiple computers.

Enabling ICS

1. SRV-1 is connected to both your private and public networks and will act as the gateway
to the Internet. Therefore, you will need to enable ICS on the public side of SRV-1,
sharing the network card that is plugged into the Internet. Log on to SRV-1 and go to
Start->Settings>Networtk and Dial-up Connections, right click the public
connection, and click on Properties.

***N OTE***

If you did not rename your network cards in the lab setup, do so now. The network card with the
192.168.1.201 IP address should be renamed private & the network card with the 15.15.15.15 IP
address should be renamed public. See the picture below for more details.

[ Network and Dial-up Connections a3
J File Edb Wiew Favortes Tools Advanced Help
J fmback - v ‘ @Search L) Folders @H\story ‘ BLEXxD ‘ N
J fiddress |[2H] Network and Diak-up Connections j @GD
e g & 2
L 5 Ti Ta
L Make New private Disable
Network and Dial-  Conmection Status

up Connections
— Create Shartcut

public Delete
Rename

Type: LAM Connection

Status: Enabled M

METGEAR FA311/FA312 PCI
Adapter

@_‘ Displays the properties of the selected connection, 4
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2. Select the Sharing tab. To enable ICS, all that you have to do is to place a check mark
in the box next to Enable Internet Connection Sharing for this connection, and

General Sharing |

conhection.

public Properties e

mp),.  Internet Connection Sharing allows other computers on your
lozal network. to access external resources thraugh this

Intemet Connection Sharing

cal network operation may be momentarily disrupted.

ble Internet Connection Sharing for this connection

>

Settings. .. |

Dg I Canicel |
La¥

3. The message in the picture below should appear. In the lab setup, your private network
interface was configured with the static IP address of 192.168.1.201. ICS will now
automatically change your private IP address to 192.168.0.1 if you select Yes. Also, the
DHCP allocator service will be enabled and begin to lease out IP address, subnet mask,
and default gateway information to the internal clients on the 192.168.0.0/24 subnet.
The DHCP allocator service allows ICS to lease IP addresses from its default address
pool, between 192.168.0.2 and 192.168.0.254. Click Yes to enable ICS.

<

Local Network x|

When Inkernet Conneckion Sharing is enabled, wour LAR adapter will be set ko use IP
address 192,168.0,1, Your computer may lose connectivity with okher computers on
wour network, IF these other computers have static IP addresses, you should set them
ko obtain their IP addresses automatically, Are wou sure wou wank ko enable Internet

Connection Sharing?

Yes
I,

Mo

b
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4. 'To verify this new IP Address, go to Start=>Run, type in cmd and click OK to open the
command prompt. From within the command prompt, type in ipconfig and press
Enter. The IPCONFIG utility will give you some basic output about the IP
configurations of the interfaces on SRV-1. As you see, there are 2 network interfaces on
SRV-1, private and public. Your private IP address has been changed to use 192.168.0.1
since you enabled ICS on SRV-1. Just type in Exit and press Enter to close the
command prompt after you have verified this configuration.

e 3|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Open:

=

q_f I Cancel I Erowse, .. I

cmd.exe

Microsoft Windous 2080 [V n 5.00.2195]
<C} Copyright 1985-2888 Microsoft Corp.

C:\>ipconfig
Windows 2088 IP Configuration
Echernet adapter public:

Connection ecific DNS Suffix
IP Addr - -
Subnet
Default

Ethernet adapter private:

Connecti ific DNS Suffix . :

IP Addr : 192.168.0.1
Subnet - .. . 255.255.255.9
Default Gateway :

5. Client computers will now need to be configured to obtain an IP address automatically
from the DHCP allocator service. To do this for Green Lizard, log on to Client-1, go
to Start=>Settings>Network and Dial-up Connections, right click the Local Area
Connection and click on Properties. On the General tab, highlight Internet Protocol
(TCP/IP) and click Properties.

Local Area Connection Properties ed |

General I

Connect using:

I B 3Com 30918 Integrated Fast Ethemet Controller (3CI05B-

Companents checked are uzed by this connection:

Client far Micrasaft Netwaorks
ile and Printer Sharing for Microsoft Metworks
/1P

termet

Irstall.. Uninstall Propeities
by
Transmission Control ProtocolAntemet Protocol. The default

wide area network protacol that pravides communication
across diverss interconnected networks

i~ Description

I Show icon in taskbar when connected

Ok Cancel |
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6. On the General tab select Obtain an IP address automatically and click OK. Client-1
will now start broadcasting for an IP address on your network. Since the DHCP

allocator service was automatically enabled, Client-1 should be able to obtain an IP
address from SRV-1.

Internet Protocol (TCP/IP) Properkie: 21|

General

‘r'ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network. administrator for
the appiopriate |P settings:

¥ Dbtain an IP address automatically

—{" Use the following IP address:

|F address: I . . .
Sibret masks I . . .
Default gateway: I

" Dbtain DNS server address automatically

% Use the following DNS server addresses:

Preferred DNS server: I . . .

Alternate DNS server: I . . .
Advanced... |

|_T‘§‘_| Cancel

7. To check Client-1’s IP address go to Start=>Run from the desktop, type in cmd and
click OK to open the command prompt. From within the command prompt type in
ipconfig and press Enter.

Run 2 x|

Type the name of a pragram, folder, document, or
Internet resource, and Windows will open it For wou,

ODEH:O =]

i I Cancel | Browise. .. |

a0

WINNT ' System32 .cmd.exe

Microsoft Windows 2888 [Uersion 5.88.21951
(C» Copyright 1985-1999 Microzoft Corp.

C:w>ipoconfig
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8. Client-1’s IP address should be an IP address from the network ID of 192.168.0.0/24.

This is a randomly selected IP address from the DHCP allocator service address pool.
Therefore, your Client-1 might be assigned a different IP address than the one
(192.168.0.113) shown in the picture below. The default gateway should be set at
192.168.0.1 which is SRV-1, your Internet gateway. After you have verified this
configuration, type Exit and press Enter to close the command prompt.

oft Windows 2088 [Uersion 5.08.2195]1
(C) Copyright 1985-1999 Microsoft Corp.

C:\>ipeontf ig

Windows 20888 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
IP Address.

Subnet Mask

Default Gateway

Setting up the virtual Internet environment

Installing I1S

1.

To set up the virtual Internet environment you will have to install Internet Information
Services (IIS) on SRV-11 and host a web site. IIS should already be installed by default
along with your Windows 2000 server installation. If, for some reason, it is not installed,
log on to SRV-11 and go to Start=>Settings=>Control Panel. Double click on the
Add/Remove Programs icon and click on Add/Remove Windows Components on
the left column. This will bring up the Windows Components Wizard. Place a check
mark in the box next to Internet Information Services (IIS) and click Next to begin
the installation. Make sure you have your Windows 2000 server disk handy because you
will be asked for it during the installation. The installation should take about 5-10
minutes. You will eventually get a screen letting you know that the installation is done.
Click on Finish to complete the installation.

windows Lomponents Wizard x|

To ackd o ansmawvn  compaeend, chick the checkhae. & shaded bos meara that cely
it of he compenant vl ba indtaled. To tae what's inchided in & compansnk, chck
Dtk

Devcipon 115 adFIF )
rarunctions, ASPa, datobaree connections, and meekang of postz,

Totl dick space requied H2Mp Do
Space avalabis on e SHE T ME —]

ot FronlFags.

<Back [ty | cocel |
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2. To confirm that Internet Information Services (IIS) is successfully installed on SRV-11,
go to Start>Programs—>Administrative tools and open Internet Setvices Manager.
If your server shows up within the Internet Services Manager console you should be all

set.

Creating the Test Web Page

jic
g
i

]

Component Services
Computer Managernent
Configure Yaour Server
Diaka Sources {ODBC)
Distributed File System
Event Viewer

Licensing

Local Security Palicy
Performance

Routing and Remote Access

A= o |1 . 0 9 B B

(3

Services

Telnet Server Administration

Server Extensions Administrator

1. Open Windows Explorer on the C: drive, and create a new folder named Web. This
can be done by right clicking on an empty space within the C: drive and selecting New
Folder from the shortcut menu. You should now have a folder in C: called Web. Close
Windows Explorer when you are finished.

O 0O O ;.

Documents — Program Files WINNT Web
and Settings

= Y
Local Disk (C:)
Web

File Folder

Modified: 5/19/2003 4:53 PM

Attributes: (normal)

2. Next, use Notepad to create a simple HTML file that will be used for our test website.
Go to Start>Programs—>Accessories>Notepad.
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3. In Notepad, type in Internet and then select File=>Save As from the menu.

& Untitled - Notepad i ] B4
File Edit Format Help
[—
Internet
-
A4 k é
& Untitled - Motepad (=]
File Edit Format Help
Mews Chrl+h Al
Qpen. .. ChrHO
Save Ctrl+3
Page Setup.. .M\g
Prink.., Chrl+P
-
Exit
= M 4

4. On the Save As screen, open the Save in drop down menu and select the Web folder
that you created earlier as the location to save this file.
folder, enter the filename main.html. Then click on the Save button and close

Notepad.

Once you have selected the

21|
;|2 web j & = B
History
m Desktop
3 My Dacuments
@, I Computer
= 3 Floppy (4]
(= Local Digk [C:)
e
@ Cumpac%isc [[nH]
by Metwork Places
[ Visio2002
I
File ramne: ( maim.hlr@ q "“l d Gave I
Save a3 bype: Text Documents (= | Eamee]
Encoding: IANSI d
4

5. Now open the Web folder using Windows Explorer to make sure that the file was
saved as an HTML file. Close Windows Explorer after confirming this.

==

H

Web

el =
-

i

=]

g
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Hosting the Website on the Web server

1. Open Internet Service Manager and right click on SRV-11. Select New—>Web Site
from the shortcut menu to start the new web site wizard to create a new website.

¥g Internet Information Services 1Ol x|
| acton vew || & o |B@ EFERB @8 80| |
Tree | Diescription | state | Host -
Inkernet Information Services ilDefaul: FTP site Running
- = o Dief 2 WWeb Site Runining
Connect tation Web Site RuRning
Discannect SMTE Yirtual Server RuRMing
Backup/Restore Configuration NTP Wirtual Server Ranning
Reskark II5...
Al Tk ) T
Wigw » SMTP Wirtual Slé\sver. 0o
IWNTP Wirtual Server. ..
Refresh
Export List. ..
Properties
I 2
Mew 'Web Site e || |

2. Within the wizard, click Next on the welcome screen. On the next screen type in:
Internet as the description for the web site and click Next to continue.

Web Site Creation Wizard

Web Site Dezciption
Describe the Web zite to help administrators identify it.

x|

Type a description of the Web zite.

IInterneﬂ

Cancel

< Back I ng\b I

i
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3. The next screen will ask you to specify the IP address to use for the web site. Select
15.15.15.20 from the drop down menu, as it’s the only one available. Leave the default
port number at 80, and the host header field blank. Click Next.

Web Site Creation Wizard

IP Address and Port Settings
Specify IP addhess and part seftings for the new Web site

X

ddress to use for this 'Web site:

TCP port this web site should use: [Default: 80)
20

Host Header for this site: ([Default: Mone]

51 port this web site should use; (Default: 443]

For more information. see the (IS Documentation.

< Back Ne>

Cancel

4. Specify the path to the home directory for the web content as the Web folder that you
created earlier. Leave the Allow anonymous access to this Web site box checked and

click Next.

Web Site Creation Wizard

Web Site Home Directory
The home ditectory is the 100t of your Web content subdiectories

X

Enter the path to your home directory.

Path
IE b

[V &llow ananymaus aceess to this Web site

Browse. ..

< Back N>

Cancel

5. This web site will be used as our virtual Internet environment. Just leave the Read
permission and Run scripts permission checked and click Next.

Page 26 of 102

Web site Creation Wizard

Web Site Access Permissions
Wihat access pemissions da you want ta sst for the home directory?

x|
&

X,

Allows the following:

¥ Read

¥ Run soripts (such as ASF)

I~ Execute [such a5 ISAP| applications or CGI)
™ Wit

™ Browse

Click Next to complete the wizard_

< Back Ne
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6. On the final screen of the wizard, click Finish and you should now see the web site for
Internet appear in the left pane of Internet Services Manager.

E
You have successfully
completed the Web Site
Creation Wizard.

Click Finish to continue.

7. Next, you should stop the Default Web Site. To stop the site, right click on the Default
Web Site and select Stop. This step is very important because the default web site is
configured to listen for web requests on the same port 80 as the site that you just
created. By default, only one web site can be listening for web requests on a single port

at a ume.
Tree I harne | Path -
4 Inkernet Information Services QSUiptS cilinetpublscripts
E_g * gpg-11 @IISHEID ciiwinntihelpiishelp
@IISAdm\n CHWINNTY System3z|inetsryviiisadmin
Exnl I mples c:\inetpubljissamples
OXD are i ci\program Files\common Flestsystemimsade
. R0 bin C:\Program Files\Common Files\Microsoft Sharediweb Se,,
2% Default swTp i B1ONS= Ers CAWINNT et printers
-5 Default NMTP Virl oy -
ate
Pause cnf
log
New 3
[Pt
All Tasks 3 .
[script
View b [t
- |agF
Delete t.asp -
ReFresh. tart,asp
Export List. .. aif
Propettiss rror.gif
nfa. bl -
Help | R
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8. Next, open the Properties page for the Internet web site. Right click on Internet, select
Properties from the shortcut menu, and then select the Documents tab. Click on the
Add button, enter main.html into the dialog box that appears and click OK. This is the
name of the web page file that you created earlier. By specifying this page, you are telling

the web server what page to open first - your home page.

You should remove

default.htm and default. asp, the other file names in this box, because they do not
pertain to your site. Click OK to close the properties for the “Internet” web site. If the
“Internet” web site shows as being stopped in the left pane, you will have to start the site
by right clicking on Internet and selecting Start.

 Enabie Diefut Document

Cl
[

T Enabie Docurment Footer

Disctory Secusity | HTTRheades | CostomBnoee | Serves Estmrnions
Wb S | Opevalors | Prdeamorce | 154FY Filres | Born Dichory  Documents

nMMI

[ [ gowe |

2=

el

|

ﬂlpkl Caced

9. To test this web site locally, open Internet Explorer, enter 15.15.15.20 and hit Enter.
You should be able to view your test web site.

; http://15.15.15.20/ - Microsoft Interne
J File Edit Y“iew Favorites Tools  Help

=10l x|

J 4mEBack - = - @ it | @Search (3] Favorites »

J Address

j .f'{}'GD

|Lirks >

& hittp:{15.15,15.20 -_—I_'"""-

Ll

Internet

=

|@ Dane

I_ I_ @ Internet

[
/

Page 28 of 102

© Train Signal, Inc., 2002-2003



i
A rainsIGNAL, .

Testing ICS using the PING command
In order to see if you have access to your virtual Internet environment through ICS, you will
test it through Client-1.

1. Log on to Client-1, go to Start>Run, type in cmd, and click OK to open the
command prompt. On the command prompt, type in ping 15.15.15.20 and press Enter.

Run 2 x|

Type the name of a pragram, folder, document, or
Internet resource, and Windows will open it For wou,

[

i I Cancel | Browise. .. |

C:h WINNT' System32%,cmd.e -0 x|

Microsoft Windows 2883 [Version 5.88_21
(C» Copyright 1985-19?? Microsoft Corp.mm

C:s>ping 15.15.15.28_

2. The Ping utility is used to test the connectivity between any two machines on the
network. When you ping SRV-11 from Client-1, you should get a reply from SRV-11,
indicating that the physical components (NICs, cabling, etc.) and TCP/IP are both
working propetly.

soft Windows 280 [Uersion H.B@.21951
(C> Copyright 1985-199? Microsoft Corp.

C:s>ping 15.15.15.28
Pinging 15.15.15.28 with 32 hytes of data:

Reply from 15.15.15%.28: hytes=32 time<{1Bns TTIL=127
Reply from 15.15.15%.28: hytes=32 time<{1Bns TIL=127

Reply from 15.15.15.28: hytez=32 time<{1Bm=z TTL=127
Reply from 15.15.15.28: bytes=32 time<1@ms TTL=127

Ping statistics for 15%.15%_15.208:

Packets: Bent = 4, Received = 4, Lost = B <Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = ©@mns, Average = Bms

G
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Testing web access through ICS

1. Again on Client-1, open Internet Explorer. In the Internet Explorer address box field,
enter http://15.15.15.20 and click Go. Be patient, as it can sometimes take 30 seconds
ot so to first load this web page. Eventually, you should see the web site that you

created earlier.
J File Edit \Miew Favorites Tools  Help I-

J 4=Eack - = - ) i | ‘@ search »
J.ﬁ.ddress @http;ﬁ15,15,15,2n; ﬁ j o JLinks »
3 http://15.15.15.20/ - Microsoft Inter -|0] x|
J File Edit ‘Wiew Favorites Tools  Help |
J #=Eack -~ = - @ vl | @Search »
J.ﬁ.ddress @ http:f{15.15.15.20{ j P aGo JLinks »
-]
Internet
=
€] Done |_|_|ﬂ Internet 4
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Scenario - Part Two

Bill (the owner of Green Lizard) calls you in today and introduces you to Joe, his new web
site developer. Joe has been working on the Green Lizard Books, Inc. web site and he is
now ready to host the new site on a public web server. This site should be available to all of
Green Lizard’s employees AND public users on the Internet. Bill would like you to host the
new site utilizing the computer equipment that Green Lizard already owns. Together, you
decide to host the web site on one of the Windows 2000 Professional machines on the
internal network. This machine is an extra right now and is very lightly used. You explain to
Bill that, because this web site is being hosted on the internal network, a filter will have to be
set up on the ICS server. This filter will redirect all HTTP (port 80) traffic received by the
ICS server to the Professional machine that is hosting Green Lizard’s website.

In this part of the lab, you will first examine how packet filtering works in ICS to block
unwanted traffic from the public side of the ICS server. You will then set up Green Lizard’s
website and host the site on your Windows 2000 professional machine, which resides on the
internal network. You will then have to create a filter on your ICS Server, allowing only
traffic destined to Port 80 (HT'TP) into your network. This traffic will be directed to Client-
1, your Windows 2000 Professional machine. Keep in mind that Internet Information
Services (IIS 5) can be installed on a Windows 2000 Professional machine but it is not
normally done in a production environment due to the limitations of IIS 5 on Windows
2000 Professional.

Green Lizard Books Co. J

=
[
[—
[—]
QoooooooooOCT E E
= Hub or Switch Srv-11
_ Web server
— (Act as Internet users
- in this lab)

Client-1
ting Green Lizard Books Inc . Web site

Web server
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ICS blocks access to the Internal Network from the Internet

Since SRV-11 is acting as your virtual Internet environment, you will test communications
from it to see if you can gain access to your internal network.

1. Logonto SRV-11, go to Start=>Run, type in cmd and click OK to open the command
prompt. From the command prompt type in ping 192.168.0.1, which is the private side
of SRV-1, and press Enter.

21x
Tvpe the name of a program, folder, document, or
Intermet resource, and Windows will open it For ywou,
Cpen: j

EE I Zancel | Browse, ., |

C:HWINNT System32 ' cmd.ex

Microzoft Windows 2088 [Uerzion 5.@3.219“
C(C>» Copyright 1985-28008 Microsoft Corp. mm

C:s>ping 172.168.68.1

Once again, the ping utility is used to test the connectivity between any 2 machines on
the network. When you ping the private side of SRV-1 (192.168.0.1) from SRV-11, you
should not get any reply from SRV-1. You get this result because ICS acts as a basic
firewall, filtering out traffic from the Internet that is not specifically allowed into the
network. Keep in mind, however, ICS is NOT very secure and networks with dedicated
connections (i.e. DSL, T1, etc.) should be running a more sophisticated firewall product.

INNT" System32',.cmd.exe
Microsoft Windows 2000 [Version 5.80.21951
{C> Copyright 1985-2888 Microsoft Corp.
C:~>ping 192.168.8.1
192.168.8.1 with 32 bytes of data:

out .
out .
out .
timed out.

Ping statistics for 192.168.8.1:

Packets: Sent = 4. Received = B, Lost = 4 {188x loss),
Approximate round trip times in milli-seconds:

Minimum = Bms. Maximum = Bms,. Average = Bns

RS
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Network Services and Port Numbers Table

ICS includes a feature called service publishing that allows Internet users to establish
communications with network services running on a company’s internal network. The
Internet user connects to the public IP address of the ICS server, and the ICS server then
redirects the traffic to the appropriate internal IP address based on the port number
requested by the Internet user. All of this happens transparently to the user. ICS includes
many preconfigured network services and service port numbers, as well as the ability to add
your own custom services and port numbers. The following table lists some of the more
common ports that are used.

Services Service port number
FTP Server 21 (20 is also used)
HTTP 80

HTTPS 443

Internet Mail Access Protocol Version 3 (IMAP3) 220

Internet Mail Access Protocol Version 4 (IMAP4) 143

Internet Mail Server (SMTP) 25

Post-Office Protocol Version 3 (POP3) 110

Telnet Server 23

Are you confused by port numbers?

Port numbers are used with IP addresses any time one system accesses another system. The
IP address identifies the system to communicate with and the port number indicates which
service you want to interact with on that system. Most services are preconfigured to listen
on default ports, so communication with them is simplified. For example, a web server is
setup to listen on Port 80 for HTTP requests by default. Browsers (i.e. Internet Explorer or
Netscape Navigator) use port 80 by default when they attempt to connect to web sites. If
you access the same server with a FTP request, the IP address will be the same but the port
number will be different (20 and 21). Think of this as dialing the main number of a large
company (this is like the IP address of the computer). To actually reach someone, you will
also have to dial their specific phone extension number (this is like the port number of the
service).
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Setup of the Public Web Server on Client-1

To host a web site internally (on Green Lizard’s private network) in this lab, you will have to
install Internet Information Services (IIS) on Client-1.
Windows 2000 Professional machine and functions a little differently when it comes to
hosting web sites. The main difference is that only one web site can be hosted on a Pro

machine at any one given time.

1. To install IIS, log on to Client-1 and go to Start=>Settings=> Control Panel. Double
click on the Add/Remove Programs icon, and then click on Add/Remove Windows
Components. This will bring up the Windows Components Wizard. Place a check
mark in the box next to Internet Information Services (IIS) and click Next to begin

Make sure you have your Windows 2000 Professional disk handy

because you will be asked for it during the installation. The installation should take

You will eventually get a screen letting you know that the

the installation.

about 5-10 minutes.

installation is done. Click on Finish to complete the installation.

2. Unlike with Server, a shortcut is not created to start the Internet Management Service in
Windows 2000 Professional. So, to open IIS, you will have to click on Start=>Run and

Windows Components T
‘You can add or remove components of Windows 2000, 3

To add or remove a component, click the checkbox. A shaded box means that anly
part of the component will be installed. Tao see what's included in a component, click,
Details.

Componerits:

&P Indexing Service
Y& Intemet Information 5 5]
1 Eg] Management and Maonitaring Tools
[ = Message Queuing Semvices

1 259 Nehwnrkinn Services

Description: 115 services [Web and FTP support] along with suppart for FrontPage,
tranzactions, 45Ps, database connections, and receiving of posts

Total disk space required: 15.2MB [ietails
Space available on disk: 33123 MB

< Back Megt » Cancel |

then type in inetmgr. Click OK to open it.
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Open: I inetmgr|

Internet resource, and YWindows will open it Faor you,

E Type the name of a program, Folder, document, or

Keep in mind that Client-1 is a

-

O I Zancel | Browse, ., |
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Creating the web page for Green Lizard

1. Open Windows Explorer and within the C: drive create a new folder named In-house
Web Site. This can be done by right clicking on an empty space within the C: drive and
selecting New Folder from the shortcut menu. Close Windows Explorer when you
are finished.

.
- Documents  Program Files WINNT
Local Disk (C:) and Settings

In-house Web Site
File Folder

Madified: 5/19/2003 4:45 PM

Attributes: (normal)

2. Next, use Notepad to create a simple HTML file that will be used for Green Lizard’s
web site. Go to Start>Programs—> Accessories=> Notepad.

@ Accessibility
@ Communications
@ Entertainment
@ Games

@ Systern Tools
Address Book

v v v v w

B commard Prompt

Imaging

M paint

@ Synchronize

@ Windows Explorer
@ WordPad

3. In Notepad, type in WWW.GREENLIZARDBOOKS.COM and then select
File->Save As from the menu.

& untitled - Notepad -3 =l

File Edit Formak Help

WWW.GREENLIZARDBOOKS.COM -~

iy of

& untitled - Notepad 3 =10l x|

File Edit Format Help

e O EENLIZARDBOOKS.COM -

Save Chrl+5

Page Setup...
Prit... Chrl+P

Exit .
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4. On the Save As screen, open the Save in drop down menu and select the In-house
Web Site folder that you created earlier as the location to save this file. Once you have
selected the folder, enter the filename main.html. Next, click on the Save button and
close Notepad.

Savein

3 Invhouse \web Site

x| «®mekh

(] Histary
[H] Deskiop
23 My Documents
A5 My Computer
=4 3% Floppy (&)
= Lacal Disk [C:)

E=f n-hou Site!
& Compact Disc (D] %
2 c$ on'client1' (E:)

My Network Places
11 Wisio2002

Fil name: [main.buml

Saveasiype | Test Documents ['te)

Encoding |ANS\

=
[l
=

5. Next, open the In-house Web Site folder using Windows Explorer to make sure that
the file was saved as a HTML file (see the picture below). Close Windows Explorer.

ol

In-hduse Web Site

16

Hosting the Website

1. From the desktop, click on Start=>Run then type in inetmgr and click OK to open IIS.
Right click on Default Web Site and select Properties.
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Tree | Name [ Path -
Internet Information Services C@seripts ciiinetpubiseripts
=] * dignt-1 @Ilsﬂdmin CHWINNTSystem32\inetsriisadmin
&3 Default FTP Site & nssamples ciiinetpubliissamples
-l SADC ctiprogram filestcommon filestsystemimsadc
[#-2% Default SMTF  Explore SHelp c:ywinnt|helplishelp
Open ‘ebpub CilInetpubiwebpub
Browse wti_bin CiiProgram FilestCommon Files\Microsoft Sharediweb Se..
Start. e
Stop private
whi_enf
Pause
wti_log
Hew b |t put
All Tasks » | wti_script
. wehi_kxt -
e Jobal. a5
Refresh elp.gif
Export List... start.asp
— T =14 JF- ]
o, e
Help agerror.git | _I;I
3
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2. 'This should bring you to the screen shown below. From here you will have to specify
the IP address to use for Green Lizard’s web site.

Select Client-1’s IP address from the drop down arrow in the IP address field, as it can
be different to the one I have here. This is because Client-1’s IP address was randomly
selected from SRV-1’s DHCP allocator service address pool. Leave the other settings as

they are and click Apply.
Diecloy Secuity | HTTPHeaders | CustomErors | Server Extensions
WebiSite | Peformance | IS4PIFiters | Home Directory | Documents
- twieb St Identifcation
Description [Default web Site
1P Adsress 32 165050 Advanced..
TCF Por: El 551 Far:
 Cormection
€ Uniited
& Linited To: 10 connections
Connecion Timeaut U0 seconds
¥ HTTP Keep-Alives Enabled
¢ Enable Logging
Active log fomat
[\ Eended Log Fie Famat =] _Propeties.. |
0K | cencel | Amly Help
+NOTE*

In a production environment a static IP address should be used on the web server so that the ICS
Services configuration matches the IP address of the web server at all times.

3. Select the Home Directory tab, specify the Local Path as the In-house Web Site

folder and click Apply.
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Custom Errors | Server Extensions

Directory Security I HTTF Headers
Home Directary | Dlocuments

“web Site I Perfoimance I IS&F Filters
“When connecting to this resource, the content should come from:
& & directory located on this computer
" & share located on another computer
A redirection to a UAL

C:Aln-house web Site

¥ Log visits
[V Index this resource

Local Path:

Erowse.. I

[~ Seript source access
v Read

™ wiite

[~ Ditectory browsing

Application Settings

Application name: IDelauIt Application

Femove |
J Configuration... |
j Wnload |

Starting point: <Default web Sitex

Execute Permissions: ISclipts anly

Application Protection: IMedium [Pooled)

Ok | Cancel | Aﬁl}l Help |
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4. Select the Documents tab. Click on the Add button, enter main.html into the dialog
box that appears and click OK. Next, remove the other documents from the list. Click
OK to close the properties for the default web site. If the default web site shows as
being stopped, you will have to start the service. To start the service, just right click on
the Default Web Site and select Start to start the service. You have now completed the

hosting of Green Lizard’s web site.

Directory Security | HTTF Headers | Custom Errors Server Extensions |
Wweb Site | Perfarmance | 15&P Filkers | Home Directary Dacuments

¥ Enable Default Document

EI fdd..
o

1 Enable Docurment Footer

I Browse... |

% | Cancel Apply Help
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Setting up a HT'TP filter to allow public access to the website

Before external users can gain access to Green Lizard’s website, you will have to setup a

HTTP filter on ICS.

1. Log on to SRV-1 and go to Start->Settings—>Network and Dial-up Connections,

right click the public connection, and click on Properties. Select the Sharing tab, and
click on the Settings button.

General  Sharing

D’Q Internet Connection Sharing allows other computers on wour

T4 local network to access external resources through this
ConnEction

Internet Connection Sharing

Local network, operation may be momentarily disiupted.

¥ Enable Intemet Conhection Sharing for this connection

2. This will bring you to the Internet Connection Sharing Settings screen. Select the
Services tab, and click Add to add a new network service. If you wanted to use a pre-
defined service (i.e. FTP) you would only need to check the appropriate box.

Applications  Services |

Click the check bowes of the services to be pravided ta the remote
network.

Services

1 Intemet Mail Access Protocol Version 3 [IMAP3)
1 Intemet Mail Access Protocol Version 4 [IMA&P4)
1 Intemet Mail Server [SMTP)

[ Post-Office Pratocal Yersion 3 [POP3) LI

Aqf\\s | Edit | Dee |
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3. Type in HTTP as the name of the service and 80 as the service port number on the
Internet Connection Sharing Service screen. Port 80 is the common port for HTTP
traffic, and it uses TCP. Under the Name or address of server computer on private
network box, type in your Client-1’s IP address. Remember, your IP address might be

different! Click OK to finish creating the filter.

Internet Connection Sharing Service x|

Marme of service:
TP

Service poit number:
IEE

& TCP " uDP
Mame or address of server computer on private network,
|1 92.168.0.50

m Cancel |

4. To demonstrate web access internally, you will attempt to access Green Lizard’s web site
from SRV-11, your virtual Internet environment. Log on to SRV-11, and open Internet
Explorer. In the Internet Explorer address box, enter http://15.15.15.15 and click Go.
This IP address is the public IP address of SRV-1. When the ICS server receives the
request, it will direct the HTTP request to the location that you specified when you
published HTTP earlier — Port 80. Be aware that sometimes it takes 30 seconds or

longer to load the web page for the first time.
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J File Edit Wiew Faworites Tools Help

J smBack = = ~ @ il | @Search @Favari&as

>
r

| Address @ http:/{15.15.15,15 = "T%:]J

|J Lirks *

; http://15.15.15.15/ - Microsoft Internet E

J File Edit \‘iew Faworites Tools  Help

=10l x|

J Back » = - (D i | iZhSearch (3 Favorites

»

| address [&7 htp.j115.15.15.15 ~| @eo

|J Links **

WW W GEEENLIZARDEOCOE S COM

=

|&] Dore [ [ [ mtemet

R
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Lab 2

Establishing an Internet Connection for

Green Lizard Books, Inc. using
Network Address Translation (NAT)

You will learn how to:

e Install NAT through the RRAS wizard
e Manually setup NAT within RRAS
e Configure reverse NAT to allow internal web access
e Examine & Configure the properties of NAT
e Enable the DHCP Service on a NAT setrver
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Scenario

Several months have gone by and Bill, the owner of Green Lizard Books, gives you a call.
Apparently, Bill tried to save a little money by hiring his brother-in-law to help upgrade his
network. Green Lizard has expanded substantially in the past six months and their network
needs have grown as well. Green Lizard now needs more flexibility out of their Internet
Gateway. You suggest to Bill that Network Address Translation (NAT) might be a better fit
for Green Lizard. “NAT will allow more flexibility with DHCP address assignment and it
will also allow Green Lizard to utilize the extra public IP address that you obtained from
your ISP, you explain to Bill. After a few moments, Bill decides to “fire” his brother-in-law
and he asks you to install and configure NAT to replace the ICS server. After installing
NAT, Green Lizard’s main requirements are that internal users still have access to the
Internet, public Internet users can still browse to the company website and that the NAT
server is configured to support DHCP.

In this lab, you will install NAT through the RRAS setup wizard. You will test web access by
pinging the web server and browsing to the website. Next, you will learn how to manually
setup and troubleshoot NAT on the RRAS server. And finally, you will enable and configure
DHCP on the NAT server.
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Company Envirenment

Green Lizard Books Inc. J

Internet

Windows 2000 Server with NAT

Clwent Computers

Green Lizard Books Inc. J

.......... Srv-11

gogRooRoEEe Ty Web server

Hub or Switch (Actsas a
virtual Internet Environment

in this lab)
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NAT (Network Address Translation)

NAT is a new feature in Windows 2000. It is an internet standard that is offered in
Windows 2000 Server to provide small to medium sized networks access to the Internet,
while maintaining their private class IP structure on the internal network. It is scalable and
offers many configuration options that Internet Connection Sharing (ICS) does not, such as
multiple public IP addresses and custom configurations within DHCP. You can have as
many private IP addresses as you want that will all “map” through the same public IP
address, providing access to the Internet. As mentioned above, NAT is an Internet
standard, not just a Windows 2000 feature, and is therefore found in many different firewall
and Internet connection products. Within Windows 2000, NAT is only offered in Windows
2000 Server, NOT Professional. NAT is very similar to ICS, but is a step-up for companies
that need a little more flexibility in their Internet solution.

Installing NAT

1. Before installing NAT, you first must disable ICS on SRV-1 from our previous lab.
Note, ICS and NAT cannot be installed on the same computer. To do this, log on to
SRV-1, go to Start>Settings>Network and Dial-up Connections, right-click the
public connection, and click on Properties.

e

J Fie Edt ‘“iew Favortes Tooks Advanced Help

J LA ‘ Qzearch Folders (HAHistory ‘E’ x5 ‘ i

J.ﬂddress (1) etwark and Did-up Connectians j @GD
k

2 Make New private Disatle
Network and Dial-  Conmertion Status

up Connections

Create Shatteut

public Delte
Rename

Type: LAN Connection

Statust Enabled M

HETGEAR FA311/Fa312 PCL
Adapter

@‘ Displays the properties of the selected connaction, 4
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2. Select the Sharing tab and un-check the box next to Enable Internet Connection
Sharing for this connection. Click OK and ICS will now be disabled. Since ICS is
disabled, the DHCP allocator service will not be able to lease out IP addresses, subnet
masks or default gateway information. You must, therefore, make sure that all of the IP
addresses on each computer are properly assigned as was originally specified. Refer to
the Computer Configuration Overview if you have any questions on this.

public Properties 21
General Sharing |
1 Internet Connection Sharing allows other computers on wour

T local network to access external resources through this
connection.

Intemet Connection Sharing
cal network operation may be mamentarily disrupted.
I Epahle Intermet Connection Sharing for this connection

Settings... |
m Cancel |

After the previous steps are completed and your network is setup as specified, you are
ready to install NAT.

First, you need to configure and enable Routing and Remote Access. RRAS is located
under Administrative Tools. When you first open it up, notice that RRAS is installed as
part of the default Windows 2000 server installation, but it is disabled. In this lab, SRV-
1 is connected to both your private and public networks and will act as the gateway to
the Internet, just like in the last lab. SRV-1 is where you will install NAT.
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3. On SRV-1 go to Start>Programs—>Administrative Tools and click on Routing and
Remote Access. Right click SRV-1 and click Configure and Enable Routing And
Remote Access. Once again, notice that although RRAS is installed with Windows
2000 by default, it is not enabled until you make it so.

é Routing and Remote Access

=10l x|

| action  yiew |J<:=-D||X|@

Tree I

I % Server Status

E_ Routing and Remate Access

SRY-1 {local)

©

Access Server

Configure and Enable Routing and Remote

Disable Routing and Remote Access

All Tasks

Wigw

Delete
Refresh

be online Help.

Properties

Help

Configure the Routing and Remote

mote Access, on the Action
Enable Routing and Remote

3
ut setting up a Routing and

Routing and Remote Access Configuration Wizard

4. 'This will bring up the Routing and Remote Access Server Setup Wizard. Click Next to

continue.

Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote
Access Server Setup Wizard

Thiz wizard helps you set up your zerver zo that you can
connect bo other networks and allow connections from
remote clents.

To continue, click Mest.

< Back Mext:

Cancel
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5. On the Common Configurations page, there are 5 common configurations for you to
choose from, including NAT. You can turn your server into a Remote access server, a
VPN server or a Network router, to name but a few. We will cover these areas in great
detail in upcoming labs. For now, select the Internet Connection Server and click
Next to continue with the installation.

Routing and Remote Access Server Setup Wizard 1'
Common Configurations .
“'ou can zelect from several common configurations. %

% Internet connection server
Enable all of the computers on this network, to connect to the Intemet,

" Remote access server
Enable remote computers to dial in to this network.

' ¥irtual private network [VPM) server
Enable remote computers to connect to this network through the Internet.

" Network router
Enable this network. to communicate with other networks.

" Manually configured server
Start the server with default settings.

< Back Mgt » Cancel

6. This will bring you to the Internet Connection Server Setup screen. As you can see,
there are 2 choices for you to choose from during setup, ICS or NAT. Notice that you
have the choice to setup ICS through RRAS, but selecting this option will only direct
you to use similar steps that you walked through in Lab 1. In this lab, you will setup
NAT. Therefore, select Set up a router with the Network Address Translation
(NAT) routing protocol and click Next.

Routing and Remote Access Server Setup Wizard

Internet Connection Server Setup
‘fou can create a basic Intemet connection with limited admiristrative contral, or a
more complex Internet connection with full administrative contral,

Select a zetup method based on the complexity of your netwark.

" Setup Intemet connection sharing (1C5)
Select this option to connect a single network [for example, a small office or a home
network] to the Intemet.

& Setup a router with the Metwork Address Translation (MAT] routing protocal

Select thiz option when vou have multiple network connections or when pou need
routing protocols or demand-dial connections.

< Back I Neit > I Cancel
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7. 'The next screen of the wizard will ask you to either use the selected Internet connection
or create a new demand-dial Internet connection to access the Internet. Demand dial
connections are typically only configured if you are using a modem or an ISDN line to
access the Internet. In this lab, and in most real world cases, you will be connecting your
NAT server’s 2nd network card (public network card) to the device supplying you with
the Internet connection (i.e. DSL Router, Cable Modem or T-1 Router).

Select Use the selected Internet connection. Down below, there are 2 network
interfaces for you to choose from - MAKE SURE that you select the interface with the
public IP address. In the lab, this interface should be marked public, with the IP address
of 15.15.15.15. Remember, in a real world scenario, your Internet Service Provider will
provide you with this address and the interface would be connected to the public side of
your network. Therefore, highlight public and click Next.

Routing and Remote Access Server Setup Wizard 5[

Internet Connection .
Client computers uze a single connection to access the Intemet through this &_J

FEMVEL

% Usge the selected Internet connection
Internet connection:

MHame | Descriptioh | IP Address

private 3Com ACH 8 Integrate... 192 168.1.201
ublic METGEAR FA3TTAFA 1515 1515

O

" Create a new demand-dial Intemet connection

A demand-dial connection iz activated by thiz gerver az needed to gend data to or
receive data from the Internet. ou will create a demand-dial connection later in this
wizard,

< Back MNewt » Cancel
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8. On this screen, you will be asked to enable basic name and address services. You can
enable DNS and DHCP on NAT if you don’t have these services on your network. For
DHCP, NAT will provide an address range generated from the IP address of your
internal adapter. But, you can always change the range by defining a new static address
on your internal adapter. For now, as you are not going enable these services, just select
I will setup name and address services later and click Next.

Routing and Remote Access Server Setup Wizard

Name and Address Translation Services
‘fou can enable basic name and address services.

‘windows didn't detect name and address services [DNS and DHCP) on this netwark.
How do you want to obtain these services?
" Enable basic name and address services

Fouting and Remote Access assigns addresses automatically and forwards name
rezolution requests ta a DNS server on the Intemet.

& wil et up name and addiess services later

Chooge thiz option if you have set up the Active Directory on vour network, or if you
hawe DHCF or DNS servers in vour network.

< Back et » Cancel

9. On the last screen of the wizard, verify that the network interface serving the Internet is
public and that the NAT routing protocol was installed on SRV-1. Click Finish and you
will complete the installation.

Routing and Remote Access Server Setup Wizard ﬂ

Completing the Routing and Remote
Access Server Setup Wizard

ou have successfully configured a router to provide shared
access bo the Intemet for your network.

Summary:

* The MAT routing protocol was installed on the following
interface serving the Intermet:

public

MAT relies on extemnal DMS and DHCP servers. Confirm
that these services are configured properly.

™ Display Help about NAT wher | close this wizard

To cloze thiz wizard, click Finizh.

< Back I Fiafh I Cancel
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Testing network connectivity through the NAT Server

In order to see if you have access to your virtual Internet environment through NAT, you
will have to test it from Client-1. Make sure that you set Client-1’s IP address configuration
back to the way it was in the Lab Setup or you will not be able to access the web server. .

1. Log on to Client-1, go to Start=>Run, type in cmd and click OK to open the command
prompt. Within the command prompt type in ping 15.15.15.20 and press Enter.

Run 2 x|

Type the name of a pragram, folder, document, or
Internet resource, and Windows will open it For wou,

o.m

[

i I Cancel | Browise. .. |

a0

WINNT',System32% cmd.e — Ol x|

Microzoft Windows 2@@3 [Verzion 5.680.21
¢C» Copyright 19?85-199? Microsoft Corp.mm

C:wrping 15.15.15.28_

2. When you ping SRV-11 from Client-1, you should get a reply from SRV-11, which
means that SRV-1 is working properly as our Internet gateway.

INMT " System3Z2.cmd.exe
Microsoft Windows ZBBA [Uersion 5.8@.21951
(C> Copyright 1985-199? Microsoft Corp.
C:s>ping 15.15.15.28
Pinging 15.15.15.28 with 32 hytes of data:

Reply from 15.15.15. i TTL=127
Reply from 15.15.15. i TTL=127
Reply from 15.15.15. i TTL=127
Reply from 15.15.15.28: bytes=32 time<1@ms TTL=127

Ping statistics for 15%.15%_15.208:

Packets: Bent = 4, Received = 4, Lost = B <Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = ©@mns, Average = Bms

G

Page 50 of 102 © Train Signal, Inc., 2002-2003



i
alrainSIGNAL. ..

Testing web access through the NAT Server

1. Again on Client-1, open Internet Explorer. In the Internet Explorer address box, enter
http://15.15.15.20 and click Go. Be aware that sometimes it does take 30 seconds to
load the web page. This should take you to the Internet web site that you created
previously in Lab 1.

J File Edit \Miew Favorites Tools  Help I-

J 4=Eack - = - ) i | ‘@ search »
J.ﬁ.ddress @ htkp:/i15.15.15.20] ﬁ j o JLinks »
3 http://15.15.15.20, - Microsoft Inter 0] x|
J File Edit ‘Miew Favorites Tools Help |

J #=Fack ~ = - @ i | @Search e

J.ﬁ.ddress @ htkp:f15.15.15.20/ j ren JLinks =

Internet

B

€] Done |_|_|ﬂ Internet
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Manually setting up NAT on your RRAS server

NAT can also be installed manually without going through the Routing and Remote Access
Wizard. It is important to know how to manually setup and configure NAT for advanced
configurations and troubleshooting. From your previous installation you have already
enabled RRAS and set up a NAT server. In order to show you how to manually install
NAT, you will first have to disable this previous setup.

1. To do this, open Routing and Remote Access, right click SRV-1 and click Disable
Routing and Remote Access. Also click Yes to disable the router and remove its

configuration.
Tree I SRY-1 {local)
= M I
|E) Routing and Remote Access NS
% Server Status E_Routing Interfaces
Configure and Enable Routing and/Remate Access
Digable Routing and Re
All Tasks >
Wiew 3
Delete
Refrash
Export List. ..
Properties
Help
Routing and Remote Access 5[

ou are disabling the router and removing its configuration. To re-enable the router,
vau will have ko reconfigure it. Do you want to continue?

Y; I Mo |

2. Right click SRV-1 again and click Configure and Enable Routing And Remote
Access.

Tree I SRY-1 {local)

E Routing and Remote Access )
% Server Status i Configure the Routing and Remote

Arrpes Soruvar

Configure and Enable Routing and Remaote Access
Disable Routing and Remote Access k ote Access, on the Action

Al Tasks 5 Enable Routing and Remote

Wi 3

Lit sefting up a Routing and
Delet= & online Help.
Refresh

Properties

Help
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3. This will bring up the Routing and Remote Access Server Setup Wizard, just click Next
to continue.

Routing and Remote Access Server Setup Wizard x|

Welcome to the Routing and Remote
Access Server Setup Wizard

This wizard helps pou set up pour server so that pou can
connect to other networks and allow connections from
remote clients.

To continue, click Next

< Back N> Cancel

4. Again, on the Common Configurations page, there are 5 common configurations for you
to choose from. This time, you will select Manually configured server to start the
server with its default settings. Just click Next to continue with the installation.

Routing and Remole Access Server Setup Wizard

Common Configurations
‘r'ou can select from several common configurations.

" Internet connection server
Enable all of the computers an this netwark o connect to the [ntemet.

" Remote access server

Enahble remate computers to dial in to this network:.
" Wirtual private network [YPN) server

Enable remate computers to connect ta this netwark through the Internet.
" Metwork router

Enable this netwark to communicate with ather netwarks.

¢ Manually configured server
Start the zerver with default settings.

< Back I Nel%w I Cancel
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5. Click Finish to complete the installation. Also click Yes to start the RRAS service.
These steps are relatively short when compared to setting up NAT through the wizard.

This is because you will install and configure the NAT components manually on the
RRAS server.

6. The first step that is necessary in order to install NAT manually is to install the NAT
protocol or service. To accomplish this, you will need to double click on SRV-1, and
then double click to expand IP Routing. Right click General and then click on New

i
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Routing and Remole Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

“Windows hag configured this server az a remote access
server and rauter with default settings. Usze the Routing and
Remote Access administrative tool to change these settings.

To close this wizard, olick Finish.

< Back Finish

k Cancel |

A

the service?

Routing and Remote Access

The Routing and Remote Access service has now been installed, Do you want to start

YB_E I Mo |

]

Routing Protocol.
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& Routing and Remote Access

| action  view H & = | &| E

-0/ x|

Tree I

Routing and Remate Access

E?Ruuting and Remote Access!
Server Status

- SRY-1 (acal)

E Routing Interfaces

B Ports

Welcome to Routing and Remote
Access

B Remote Access Clients () multiprotocol routing, remote access, and virtual
-5 1P Routin private network &PH) capabilities.
LR .
Routing and Remote Access server, on
menu, click Add Server,
Show TCRJIP Information.. information ahout setting up 2 Routing
£ Remote e Snow Multicast Forwarding Table. . te Access server, see "Checklist:
Shaw Multicast Statistics. .. and configuring the router” and
— 1 Installing and configuring the remote
erres rver" in online Help,
Properties
Help

Routing and Rermote Access provides integrated

Add a new routing protocal
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7. In the New Routing Protocol dialog box, highlicht Network Address Translation
(NAT), and click OK. You will notice that the Network Address Translation (NAT)
routing protocol is immediately installed under IP routing.

New Routing Protocol x|

Click the routing protocol that you want to add, then click OK.

Routing protocols:
Metwork Address Translation [MAT)

%~ Open Shartest Path First [OSPF)

%™ RIP ersion 2 for Intemet Protocal

m Cancel |

8. In order to enable NAT on SRV-1, you will have to add a public and a private interface.
This step “educates” the NAT server as to which network card is plugged into your
company’s private network, and which network card is plugged into the public side. On
SRV-1 you have two interfaces, named private and public. To add these two interfaces
within the NAT configuration, right click Network Address Translation (INAT), and
then click New Interface.

o
cht\nn !iew|JC=-D||><||§ |
Tree I Metwork Address Translation (NAT)

E Routing and Remate Access Interface  © | Tatal mappings | Inbac

) Server Status
- ) SRY-1 (localy
- B Rauting Interfaces

£ E Parts

- B Remate Access Clients (0)
E-B 1P Routing

E General

E Static Routes

EJ DHCP Relay Agent

B 1aMp

4 . Addr arslation g
[# %g Remote Access Policies M
& Remate Access Logging Shaw DHCP Allacatar Information. ..
Showe DMS Proxy Information. ..

Wigw 2

Delete
Refresh
Export Lisk. ..

Propetties

Help — ’7
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9. In the New Interface for Network Address Translation (NAT) dialog box, click on
private and then click OK.

New Interface for Network Address Translatiol x|

This routing pratocol runs on the interface that you select below.

Interfaces:

Eﬂ public:

DE I Cahcel |

10. Since private is the name of the interface connected to your internal network, select
Private interface connected to private network in this next step and click OK. This
allows the NAT server to determine which network card is plugged into the private
network.

General |

' Metwark Address Tranzlation [MAT] Interface

L

{* Private interface connected to private network
" Public interface connected ta the Intemet

™| Translate TERAUDE beaders (recommended)

Thiz option allaws other computers ta send and receive data
through this interface.

D}g I Cancel | Apply |
L3k
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11. Next, you will specify the public interface. Once again, right click Network Address
Translation (NAT), and then click New Interface.

S Routing and Remote Access o ] |

J&ction Wiew |J¢'-D||X|@ |

Tree I

Metwork Address Translation (NAT)

E Routing and Remote Access Interface © | Total mappings | Inbac
Server Status
El-{2) SR (local)
E Routing Interfaces
E Ports
E Remote Access Clients (0)
-2 IF Routing
-H General
E Static Routes
-E DHCP Relay Agent

5
{1 Remote Access Logging

Show DHCP Allocator Information. ..
Shaw DMS Prawy Infarmation. ..

View 3

Delete
Refresh
Export List...

Properties

[ Help | ,7

12. In the New Interface for Network Address Translation (NAT) dialog box, click on the
remaining interface, public, and then click OK.

Mew Interface for Network Address Translaktion |

Thiz routing protocaol runs on the interface that you select below.
Interfaces:

I}K: I Cancel
4
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13. Public is the interface connected to your virtual Internet environment. You will need to
select Public intetface connected to the Internet and also the Translate TCP/UDP
headers check box. By selecting the Translate TCP/UDP headers check box, NAT will
perform TCP port and UDP port translation along with IP address translation. Since
you only have one public address in this lab, you must select this check box. Otherwise,
network traffic from hosts on the private network cannot be propetly translated to
Internet traffic. Click Apply to configure public as your public interface.

public Properties
General |Address Pooll Special Fortsl

MNetwaork Address Translation [NAT] Interface

21|

" Private interface connected to private network

% _Public intsrface connected to the Intsmet
\ate TCPAUDP headers (recommended)
Thiz aption allows ather computers to send and receive data

through this interface.

Iy

14. After specifying your public interface, there are several tabs and many options that you
can configure. Still within the public interface, click on the Address Pool tab - this is
where you can optionally configure additional public IP addresses that your ISP assigned
to your network. Click Add to specify your start and end range. You can also reserve
public IP addresses for specific internal machines. Reservations enable your internal
clients to always use the same public IP address when they connect to the Internet.
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public Properties

General Address Pool I Special PDIIS'

Your Internet service provider [15P) assigns this address pool

2=

From ‘ To | b agk

Add Exdit Fiemove.

r— Reserve public addr

Reserve public addresses from the above list for use by specific
private network. computers.

Reservations |

0K I Cancel |

Apply |
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15. Next, click on the Special Ports tab, which allows you to map incoming sessions to

specific computers on your network using IP addresses and port numbers. This is
similar to the concept of service publishing in ICS. Just click Add to configure a special
port. Notice that there are no preconfigured settings for you, as you saw in ICS service

publishing.

public Properties 2%
Gieneral | Addess Paal Special Pors |

You can map incoming sessions (o specific ports and addiesses on your
piivate network,

Pratocol
-

Public Port | Public Address | Prvate Port | Piivate Addr... |

add. | B | Fense |

0K | Camcel | oy

Special Ports — Configuring Reverse NAT to allow internal Web Access

In this section, you will create a special port to allow external users to access Green Lizard’s

website, previously created in Lab 1.

1. You will have to specify the appropriate incoming and outgoing ports as well as the

private address of the internal web server (Client-1 in this lab). Since you want to allow
HTTP traffic, you will use its common port number 80 for incoming and outgoing
traffic. The incoming port is the port to which computers on the Internet will connect.
It is important to set these at their defaults (i.e. HI'TP=> 80 and SMTP-> 25) so that
Internet users can connect to them without any issues. The outgoing port is the port on
the internal computer to which the NAT server will forward packets. This can be set to
any value, as long as the NAT server and the private network server are configured with
the same values. The private address will be Client-1’s IP address, 192.168.1.1, where
you are currently hosting your company’s website. Click OK to continue.

20

Designate the part and addiess ta which packets shauld be sent when they
ariive on & special port on this interface's address or on a spesiic address
pasl enty.

Public addr

& On this interface

1 On this address ponlint: .

Incoming port; 80
Private address: 182 168 1 1
Outgaing part: el

m Cancel
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2. Verify your configuration, and click OK to finish.

public Properties

Generall Addiess Pool  Spesial Ports |

private network.

Pratacok:

*r'ou can map incoming sessions to specific ports and addiesses on pour

2lx

|TcP

El

Public: Port | Public &ddress | PFrivate Port

| Privvate &Addr... |

80 Interface's address 80

Add.. | Edi... | Remove |

19216811

m Cancel Apply |

3. To once again demonstrate web access internally, you will have to access your company’s
web site through SRV-11, your virtual Internet environment. Log on to SRV-11, and

open up Internet Explorer.

Within the Internet Explorer address box, enter

http://15.15.15.15 and click Go. This will direct you to the web site you created in Lab
1. Be aware that sometimes it does take 30 seconds or so to load the web page and you
often have to reboot your system in order for it to work.

J File Edit \iew Favaorites Tools  Help

J Back ~ = - £} ot | Qhsearch (] Favarites »
| Address @ http: //15.15.15.15 = ‘F{j |JLinks »
4§ http://15.15.15.15/ - Microsoft Internet E =101l
| File Edt View Favorites Tools Help ‘
| wBack » = - (@D 2] 4| Qsearch [EgFavorites £
| Address @ hitkp: f15.15.15.15 ~| pao JLinks »
[
WA SEEENLIZARDEOOE S COM
[ -]
|&] pane [ | 4 mnternet P
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Configuring the NAT properties

1. There are many features that you can configure within NAT. To configure NAT, just
right click on Network Address Translation (NAT), and select Properties.

Tree I Metwark Address Translation (MAT)

5 Routing and Remote Access Interface © | Total mappings | inbound pack.
i35 Server Status Eépublic 1] 1]

B~ &) SRY-1 (Jocaly 22 private ] il

= E Rauting Interfaces

- E Remote Access Chients (0)
= E Parts

[—]E IP Routing

f E General

E Skatic Routes

I DHCP Relay Agent

B 1GMP

[c2) % Remote Access Policies Mew Interface. ..

B Remoke Access Logging

Show DHCP Allacator Information. ..
Show DMS Prowy Information,..

View 3

Delete
Refresh
Expart List. ..

el |
= | 2

2. This will bring you to the Network Address Translation (NAT) Properties dialog box.
There are 4 tabs (General, Translation, Address Assignment and Name Resolution) for
you to select and many options to configure. The General tab lists the different logging
options that you can choose from. No matter which option you select, all of the events
are logged in the system log of the event viewer. You also have an option to disable
event logging. The default setting is to Log errors only, which is great unless you want
to see more detailed information about NAT.

Network Address Translation (NAT) Propertie x|
General | Translation | Address Assignment | Mame Resolution |

LIgLY

I~ Metwork Address Translation [MAT] Global

Event logging;

' Logenors only

£~ Log erors and warrings

£ Log the marimum amount of information

" Disable event logging

(1.9 I Cancel Apply
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The next tab is the Translation tab. The settings that you will find here allow you to
control how long the NAT mappings are maintained within the NAT table. This is the
amount of time that a dynamic mapping for a TCP or a UDP session will remain in the
NAT table. The default settings for TCP and UDP are 1440 minutes and 1 minute
respectively. This tab also includes an applications button. This button is very similar
to the button in Internet Connection Sharing that allows you to configure special
applications that are more complicated, such as chat, to be available to your internal
users.

General Translation | Address Assigrment | Name Resolution |
Fiemuve TCP mapping after [mirnutesk =
Fiemove UDP mapping after [minutes): =]

Rlesst Dafaults

Applications. .. “fou can make applications on the public netwark
4| available to private network clients

oK I Cancel | Apply |

4. Moving forward, the third tab is the Address Assignment tab. It allows you to configure

SRV-1 to act as a DHCP server and lease out IP addresses. The network ID is set to
192.168.0.0/24 as the default. But, unlike ICS, which can only strictly lease out addresses
on a 192.168.0.0/24 subnet, NAT gives you the flexibility to change to any network ID.
In addition, you can also add an exclusion range by clicking the Exclude button. You will
examine this task in more detail in the last section of this lab.

Network Address Translation (NAT) Propertie 2]

General | Translation Addiess Assignment | Mame Resalution |
The network access ranslator can automatically assign 1P addreszes to
computers on the private network by using Dynamic Host Configuration
Protocol [IHCP).

I~ Automatically assign IP addiesses by using DHCP

IF* address: I 192 168, 0 . O
Mask: I 285285 285 0
Exclude.

QK I Cancel Apply
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5. The last tab is the Name Resolution tab. It allows you to configure SRV-1 to act as a
DNS proxy server to resolve IP addresses for clients. When a NAT server receives a
DNS query, it acts as a DNS proxy, passing the DNS request along to the DNS Server
configured on its public interface, typically an ISP’s DNS server. In other words, make
sure that you configure the preferred DNS server setting on the public interface of the
NAT server, with a2 DNS Server IP address that can resolve Internet names. You can
also specify a demand-dial interface, such as a modem, if necessary. Click OK to close
the Network Address Translation (NAT) Properties.

Network Address Translation (NAT) Propertie

friendly name rather than an IP address
Resolve IP addresses for

™ Clients using Domain Mame System [DNS)

Demand-dial interface:

General | Translation | Addiess Assignment Hame Fiesolution |

Name resolution automatically determines which IP address coresponds ta
each computer name on the network, This allows users to use a server's

™| Connect to the public netwark when a name needs to be resolved

21

|

Cancel

o]

Apply

DNS & DHCP Setvices within NAT

1. DNS & DHCP can be monitored on the NAT server by right clicking on Network
Address Translation (NAT) and selecting Show DHCP Allocator Information or
Show DNS Proxy Information, which will bring you statistics on these particular

services.
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Tree I Netwark Address Translation (NAT)

=) Frouting and Remote Access Interface ©

[ Total mappings | tnbound pack... | nbound pack... | Outbound packsts trans]

-8 Server Status 23 public [}
B o 5RY-1 (local) B private 0
& Routing Interfaces
T Remoke Access Clints (1)
& Ports
=B 1P Routing
B ceneral

B} Static Routes

Hew Inkerface.

Wiemw »

Delste
Refresh
Export List...

Froperties

Help

[l

0 1) 0
0 1) 0
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2. The DHCP Allocator component provides IP address configuration information to
DHCEP clients on the network. The DHCP Allocator Information can be helpful when
you are troubleshooting DHCP or trying to determine whether your DHCP server is
functioning correctly.

SR¥-1 - DHCP Allocator Information |

Description D etails

teszages ignored

DECLIME meszages received
DISCOWER meszages received
IMFORM meszages received
RELEASE meszages received
REQUEST messages received
ALK meszages sent

BOOTF replies sent

Mak meszages sent

OFFER meszages sent

[ R G G ]

3. The DNS proxy component acts as a DNS server to all of the NAT client computers on
the network. DNS queries and responses, as well as other DNS information is shown
within this table.

SRY-1 - DNS Proxy Information |

Degcrphion Dretalz

tessages ignared
Queries received
Responses received
(ueries sent
Responses sent

NAT Mappings

Some other very important statistics that you can view are statistics for NAT interfaces on
your computer. The details pane on the right of your NAT server has columns for Total
mappings, Inbound packets translated, Inbound packets rejected, Outbound packets
translated and Outbound packets rejected. These mappings are dynamically updated.

1. These statistics show outbound and inbound internet traffic.

Interface  © | Total mappings | Inbound packets translated | Inbound packets rejected | Outbound packets translated | Outbound packets rejected |
=2 public i & i 15 i
S private 0 0 0 0 0
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2. In addition, you can see the current mappings table for each interface. Just right click on
the interface, and click Show Mappings.

Interface | Takal mappings | Inbound packets translated | Inbound packets rejected | Qutbound packets translated | Qutbound packets rejected |

E&private

Delete
Refresh

Properties

Help

3. This will bring you to the Network Address Translation Session Mapping Table. In this
table, you will see exactly what protocols, ports, and addresses are mapped in memory
for that particular interface.

SRY¥-1 - Network Address Translation Session Mapping Table |
Pratocol | Direction Private address Private port | Public Address | Public Port | Remote Addiess Remote Port | |dle bme

TCP Outbound ~ 192.168.1.153 101 15151515 1.0 15.15.15.20 a0 58

<| o

Notice that the private address listed above is an address from your private network
(192.168.1.0). The private port is any random port above 1,000 and the combination of
the two represent Client-1’s session with the NAT server. This IP/Port information is
then mapped to the public interface of the NAT Server, 15.15.15.15. The public port,
which belongs to the NAT server, is always the same port number that the client

supplied. The remote address and port number belong to the web server that the client
is connecting to.
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Enabling DHCP on the NAT server

NAT also includes a feature that allows you to enable a basic DHCP server with more
flexibility than ICS offers. This implementation of DHCP does not restrict you to using the
192.168.0.0/24 network ID, as ICS does. You have the ability to use any Network ID you
desire for your network.

1. To enable DHCP within NAT, right click on Network Address Translation (NAT)
again and select Properties. Select the Address Assignment tab, and place a check
mark in the box next to Automatically assign IP addresses by using DHCP. Since
Green Lizard is using the 192.168.1.0/24 network ID, change the IP address field to
192.168.1.0 and set the mask to 255.255.255.0.

The automatically assion P addresses to
co sing Dynamic Host Canfiguration
Prot
cmaticall avsign P addresses by using DHCP
P addhess 192 168 1. 0
Mask: 756 265 255 0
Exclude
m Cancel Apply

2. You should also be sure to exclude the NAT server’s IP address, so it is not assigned to a
DHCP client that is requesting an IP address. To exclude this address, click on Exclude
and click Add to enter the internal IP address of the NAT server, 192.168.1.201. For test
purposes, you should also exclude Client-1’s IP address, 192.168.1.1. Now, when Client-
1 obtains an IP address automatically from SRV-1, you will see a different IP address
being assigned than 192.168.1.1.

Exclude Reserved Addresses 2lxl

The |P addresses listed below are excluded from the range of private IP
addreszes because they are already assigned to computers on the private
nietwork

Reserved addresses:
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3. To test the DHCP setver, log on to Client-1, go to Start=>Settings>Network and
Dial-up Connections, right click the Local Area Connection, and click on Properties.
On the General tab, highlight Internet Protocol (TCP/IP), and click on Properties.

Local Area Connection Properties 2]

General |

Connect using:

I B3 2Com 3C31 8 Integrated Fast Ethernet Contraller [3C905E-

Components checked are used by this connection:

Client for Microsoft Networks
File and Printer Sharing for Microsoft Metworks
Internet Prol ]

Ingtall... Uninstall F'ro;lugrt\es

r— Description i

Transmizsion Control Protocol/Internet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

™ Shaw icon in taskbar when cornected

oK | Cancel |

4. On the General tab select Obtain an IP address automatically, and click OK.

Internct Protocol (TCP/IP) Properties 21|

General

You can get IP settings assigned automatically if your network. supports
thiz capability. Otherwise, vou need to azk your network. administrator for
the appropriate IP settings.

= Obtain an |P addiess automatically

—{ Use the following IP address:

|F address; I . .
Subnet mask: I . .
Default gateway: I

' Dbtain DMS server address automatically

(¥ Use the following DNS server addresses:

Preferred DNS server: I . .
Alternate DNS server: I

Advanced...
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5. Check Client-1’s IP address by going to the desktop and going to Start=>Run. Type in
cmd, and click OK to open the command prompt. From within the command prompt
type in ipconfig. Notice, you might have a different IP address than 192.168.1.196.
This is a randomly selected IP address from the DHCP address pool in NAT.
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Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Run 2|

ok I Cancel | Browse,

=~

a7

.Sy stem32h cmd.exe

Micr t Windows 2888 [Version 5.80.21951
{C> Copyright 1985-199% Microsoft Corp.

C:\>ipconfig
Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .

IP Addres = 192 168.1.1%
Subnet Mask : 255.255.255.8
Default Gateway - 192.168.1.281
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LLab 3

Establishing an Internet Connection for
Green Lizard Books, Inc. using
Internet Security & Acceleration (ISA) Server

You will learn how to:

e Determine whether ISA Server is right for your company
e Prepare a server for ISA Server installation
e Install ISA Server
e C(reate Access Policy to control users on a network
e Configure client computers as ISA Clients
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Scenario

You just got off of the phone with Bill, the owner of Green Lizard Books. Apparently,
nobody in the company can access the Internet or email and everyone on the network seems
to be inundated with computer viruses. When you arrive at Green Lizard, the first thing that
you inspect is the NAT Server. The NAT Server is in sad shape. It is running very
sluggishly, and virus messages continually pop up on the screen. It seems that Green
Lizard’s NAT server has been hacked and the rest of the network is also suffering the
consequences. You warned Bill that NAT only offered basic security, but, at the time, he
was more interested in saving money than “wasting” it on security. It’s a different story now
though. Bill is ready to pay any amount to make his problems disappear, and get his
company up and running again. To fix the problem you will have to wipe the NAT server
out and reinstall Windows 2000. This is the safest alternative to ensure that no viruses or
Trojan Horse programs still exist on the server. After reinstalling Windows 2000, you will
install ISA Server on top of the Windows 2000 Server installation to provide a high security
firewall and hopefully block this from happening again.

In this lab you will prepare your network for ISA Server installation on SRV-1. After ISA
Server is installed you will walk through the different management tools and become familiar
with the user interface. Next, you will learn how to configure an ISA client and connect
your users to the Internet.

Company Environment

Green Lizard Books Inc. J

Internet

Windows 2000 Server withy|SA Server

STy

Client Computers
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What is ISA Server?

Internet Security and Acceleration Server (ISA Server) is Microsoft’s first “true” firewall
product replacing its predecessor Proxy Server 2.0. ISA Server is a substantial upgrade to
the Proxy Server 2.0 product and has received great reviews, including the much-coveted
ICSA Certification, which puts firewalls through a difficult battery of tests before endorsing
a product.

ISA Server not only acts as a firewall preventing unauthorized access but also as an
“acceleration” server, delivering content from the Internet to network users much faster
than is normally delivered. When deploying ISA Server, you have the flexibility to install it
in Firewall mode (security only), Cache Mode (Internet acceleration only) or Integrated
Mode, where you can utilize all of the features of ISA Server.

ISA Server — Features & Benefits

Multi-layer Firewall functionality — filtering by user or data (application layer),
circuits (Session layer) and packets (Network layer). NAT, ICS and many other
firewall products ONLY filter packets at the network and transport layers.

Intrusion Detection — this feature, which was created by the security company
Internet Security Systems, Inc. (ISS), allows the ISA Server to proactively monitor
incoming traffic and stop network attacks in their tracks.

SecureNAT - allows non-Microsoft operating systems, such as UNIX and
Macintosh clients, to securely connect through the ISA Server by just configuring a
default gateway.

Integrated Virtual Private Network (VPN) — ISA Server makes setting up a VPN
(between two sites or for a remote user) very simple and very secure. A wizard walks
you through the process, making setup a snap.

Server Publishing — this feature is the same concept that is offered in NAT & ICS,
but is behind a more secure firewall product and with much greater flexibility.

Active Directory Integration — ISA Server can fit right into the Active Directory
(but doesn’t have to) allowing you to specifically control exactly which users can
access what type of content. For example, you might want to allow the Marketing
department (or an individual user in Marketing) access to the Internet while blocking
members of the sales group from accessing the Internet. All access to the Internet
can be determined by the same user account that the user logs on to the network
with.
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ISA Server — Features & Benefits (continued)

Web Page Caching — ISA Server sets aside part of your server’s hard drive to be
used as a web cache. Any time a user accesses a web page, that web page will be
cached locally on the ISA Server. If another user in the company then attempts to
access the same web page, the ISA Server will deliver the page from its cache
contents rather than going out to the Internet. You can even set the ISA Server to
actively cache popular sites at night when users are not accessing the network.

Reporting & Monitoring — the reports that can be generated by ISA Server are
fabulous. You can look at the most accessed sites, the most active users, what
protocols they used, and even how long they were connected. The best part is that
traditionally information like this has to be “translated” from cryptic text files that
the firewall product produced, while ISA provides nice easy to read web based
reports that can be printed out for further examination.
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Lab Setup

In general, this lab will be setup identically to the first two labs. More details will be
provided, however, to ensure that your migration from NAT to ISA Server works without
any problems. Before you get started, you will need to complete the following:

1. Obtain ISA Server Enterprise Edition (120 Day Evaluation Version)

2. Disable Routing & Remote Access (NAT & ISA can not be on the same system)
3. Configure your interfaces (NICs) so they will work properly with ISA Server

Green Lizard Books Inc. J

RS- - FE R SI’V-']
FEEE L L k=] 0090009800 T Web server
Hub or|Switch Hub or Switch (Acts as a
virtual Internet Environment
in this lab)
Private LAN
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Download ISA Server Enterprise Edition

Before you can get started you will need to download an evaluation copy of ISA Server from
Microsoft’s website. Although you can use ISA Server Standard Edition in your lab
environment, it is recommended that you use the Enterprise Edition, so that all of your steps
are consistent with this lab. At the time of writing, the evaluation copy for the ISA Server
Enterprise Edition can be found at:

http://www.microsoft.com/isaserver/evaluation/trial/default.asp

%@Back - = o @ 7t | @Search (] Favorites @History | %v =] E -
Address I@ bk i

Al Products | Support | Search

Product Infarrmatian
Trial Software

IS4 Server Home Posted: May 20, 2002

Product Information 3 |

Download or order the Internet Security and Acceleration {ISA) Server 2000 120-

How to Buy K X K

. day Trial Software. IS4 Server is designed to meet the performance, management,
Technical Resources » . . ) ; .
Downloads and scalahility needs of high-wolume Internet traffic environments with centralized
S — server management, multiple levels of access palicy, and fault-tolerant capabilities.

This fully functional trial software will be automatically turned off after four manths.

Community X X R
You can obtain the fully purchased version at any time.

Fartners

Download ISA Server — Service Pack 1 (optional for this lab)

In this lab we will NOT install ISA Server SP1 because it does not work with the evaluation
version of ISA Server. In a production environment it is very important that you install SP1
and all of the security fixes/patches that are also available. Also, please note, that this
service pack is in addition to the service packs that are installed as part of the Windows 2000
Server installation. So, in a production environment, you will need to install (in the
following order):

Windows 2000 Server

Windows 2000 Server, SP 1 or higher
Windows 2000 Server, security fixes/patches
ISA Server (Enterprise or Standard edition)
ISA Server, Service Pack 1

ISA Server, security fixes/patches

IR NS
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Disable NAT on SRV-1

The NAT protocol should be disabled on SRV-1 before ISA Server is installed. NAT will
conflict with ISA Server and, as all of NAT’s functionality is built into ISA Server, NAT is
no longer necessary.

1. To disable NAT, log on to SRV-1 and open the Routing and Remote Access tool.
Right click on SRV-1 and select Disable Routing and Remote Access. SRV-1 should
have a red down arrow on top of it, indicating that it is disabled.

E Routing and Remole Access

Jﬁction Yiew |J¢'-D||X|@

Tree I SRY-1 (local)
[E) Routing and Remote Access | |Hame I
% Server Stakus =) Routing Interfaces
=5 R - = -
B . Rautng Gonfigure and Enable Routing and Remote Secess 2 RDUIIII'"_ZI and Remok
I Cisable Routing and R
i P N || action view | | | Rras is disabled
emote
Yigw 3 Tree I on SRY-1
Delete .
Refresh |E} Routing and Remaote Access

Expork List...

Praperties %
:
Help E

Configuring the Network Interfaces (INICs) on SRV-1

This section is crucial to a successful and secure installation of ISA Server. Some of these
settings will already be configured, but go through each step and pay close attention to the
exact details to ensure proper configuration.

1. On SRV-1, open the Network and Dial-up Connections folder by clicking on Start
=> Settings = Network and Dial-up Connections. Your network cards should be
named appropriately, to reflect which part of the network they are connected to. In
earlier labs, the NICs were renamed “Public” and “Private.” Ensure that your network
cards are renamed as well.

1 Network and Dial-up Connections

J File Edt ‘Wiew Favortes Tools  Advanced  Help

J 4= Eack - = - | @Search I:'1:_‘_'3F0It:lers @History |%’ q; >
[i\e\ddress I Metwork and Dial-up Connections

e 2, ==
J g Lo

I Make Mew ivate Public
Network and Dial- Connection

up Connections
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Public Interface

1. Next, go to the TCP/IP settings of the Public interface by right clicking on public and
choosing Properties. Double click on TCP/IP to view the current IP configurations.

The public interface of SRV-1 should be

configured identically to the picture below.

Internet Protocol (TCP/IP) Properties i

General |

the appropriate |P settings.

IP address:

—(* Use the following |P address:

*#**Pleaze Mote***

Mormally, the default gatewesy
‘You can get IP zettings assigned automalid fisld must be filled in with the I
this capability. Otherwise, you need to ask | address of the ISP's Router
[=upplied by ISP). No default
gatevvay is needed in this lab

" Obtain an IP address automatically | Becauss the IS2 Server is not
connected ta the Internet.

Subnet mask{}S
Default gateway: | 1SP's Route’>|
]

| Obtain DNS server address automatically

Altenate DNS server:

—(* Use the following DNS server addresses————————————————
Freferred DMS server: | Blank >| .

‘ Click Here for next step | Advanced... I

oK | Cancel |

2. To properly secure the ISA Server you

also need to “lock down” the public interface.

From the TCP/IP properties screen click the Advanced button and then select the
WINS tab. On the WINS tab, deselect Enable LMHOSTS lookup and select the
Disable NetBIOS over TCP/IP radio button. These settings are not necessary for the
public network and disabling them will close security holes. Make sure that you accept
your changes by clicking OK whenever prompted.

Advanced TCP/IP Settings:

IP Setiings | DN WINS | Options |

WINS addresses, in order of use:

add.. |

el

Edit... | Remoyve |

TCP/IP is enabled.

" Enable NetBIOS aver TCPAP
' Disable NetBIOS over TCR/P

If LMHOSTS lookup is enabled. it applies to all connections for which

I Enable LMHOSTS lockup ¢ Irpart LMHOSTS. .
= Use NetBIOS setting from the DHC;:servar
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3. To further secure the server you need to disable additional services that are installed by
default on the Public interface. Within the Network and Dial-up Connections folder,
choose Advanced from the menu at the top of the screen. From within Advanced,
select Advanced Settings - this brings up a screen indicating what services are currently
bound (running on) to the computer’s NICs. Select Public and then de-select File and
Printer Sharing for Microsoft Networks and Client for Microsoft Networks.

£2 Network and Dial-up Connectio

| Fle Edt iew Favortes Took  Advanced n__;u"'j
| 4bace - = - (]| @sesrch CFriders Al | B2 00 % e |

Advanced Settings 2| x
| Adess [ 31 wetwork and Dia-up Co = 2l
=1 Adapters and Bindings | Provider Orce |
- Conmections are sted in the order in which they are accessed by

e DNS and other network services.
Network and Dial-

: Connections:
up Connections

e Private

Public
2 [RemdtAcsess connections]
Type: LAN Connsction
Status: Enabled

ADMEek ANIS3 10/100Mbps Fast Bindings for Public:

3

=
EihiemeBdanta Fie and Prirter Sharing for Microsolt Networks <..——1 4

k4

1% Intemet Protocal [TCPAR)
(13 Client for Microsoft Networks
[J% Intemet Protocol [TCPAR)

Carcel

Private Interface

The private interface is the network card that is connected to Green Lizard’s Local Area
Network (LAN). The administrator can choose any IP address for this card, but it must
match the Network ID of the LAN. For example, the Network ID of Green Lizard’s LAN
is 192.168.1.0 /24, so the ISA Servet’s private interface must be configured with a
192.168.1.x IP address. Green Lizard is using 192.168.1.201 /24 on their ISA Server, which
should still be configured from the last lab.

Two important points to remember about the Private interface are:

1. The default gateway field should not be configured. On an ISA Server connected to
the actual Internet, the default gateway field on the Public interface will always be
configured and the default gateway field for the Private interface should be left
blank.

2. The Preferred DNS server IP address field should be configured to resolve host
names locally from a DNS Server on the company’s LAN. The local DNS server
will take care of the forwarding duties (typically out to a ISP’s DNS Server) when it
comes time to resolve Internet host names like www.microsoft.com.
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1. Configure the private interface of SRV-1 as you see below, using 192.168.1.201 /24 as
the IP address. Leave the default gateway field blank. Normally, the Preferred DNS
server setting would be pointing to the IP address of an internal DNS Server, but in our

lab no DNS server exists, so leave this field blank.

Internet Protocol (TCP/IP) Properties 2=l

General

“f'ou can get P settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administratar for
the appropriate [P settings.

" Obtain an IP address automatically
—* Use the following IP address:

IP address: 192 188 . 1 . 201
Subnet mask: I 285255 0255 . 0

Default gateway: Bllank r> I

1

! [Hbtain DS server address autamatizally

—* Use the following DMS servelddiesses:

Freferred DMS server: I . .

Internal
DS

Alternate DNS server:

Advanced... |
()3 I Cancel |

You do not need to change the bindings or the Advanced settings for the Private

interface.

Installation of ISA Server

If you have Windows 2000 Server installed, at least service pack 1 installed (SP 2 is
recommended) and you have configured your network interfaces as described in the

preceding steps, you are ready to install ISA Server.

1. If you have an ISA Server CD, insert the CD and wait for the auto-run menu to appear.
Otherwise, locate the ISA Server file that you downloaded and double click it. Click

Yes to extract the ISA Server installation files to your C: drive.

» |_mw{% ves o |

Microsoft ISA Server Enterprise Edition ﬂ
’i i You are about to extract the 154 Server software to the "C:AISA Server Enterprise CD" Folder, This will require up to
52 MB of free space. Do you want to continue?
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2. After the files have been extracted and copied to your C: drive, the following menu
should appear. This is the same menu that will display if you insert a CD and auto-run
does its trick. If this menu does not appear, locate and double click the ISAAutorun file

located in the C:\ISA Server Enterprise CD directory by default. Click Install ISA

Server to start the installation.

3. Click Continue on the next screen and then enter the Product ID. The default Product
ID for the evaluation version of ISA Setrver is:
whatever number you have for your Product ID and click OK twice. Click I Agree, to
signify that you accept Microsoft’s End User License Agreement (EULA). The next
screen allows you to choose your installation type. Click Typical Installation.
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i Microsoft ISA Server Setup
. Tt
Crﬁso m
- :—& ACCRIeYs

Review Release
MNotes

Launch ISA Server setup Read Installation
B sure to read the QS Guide

release notes first. Run

the ISA Server Enterprise

Initialization Too! to &b> Register IS4
impart the schema prior Serer

to installation.

=loix|

Run I5A Server
Enterprise
Initialization
So
NN Install ISA Sever
Z
Read About
Migrating to [SA
Server

@ 2000 Microsoft Corporation. Al Fights reserved

Microsoft ISA Server (Enterprise Edition) Se! 2=

Typical Installation

commanly uged options.

Custom Installation

options.

Full Installation

To choose the installation you want, click one of the fallowing buttans.

Microzoft 154 Server will be installed with the most

Microsoft |54 Server will be installed with only the zelected

All components of Microzoft |54 Server will be installed.

IVEI:\F'rogram Filez\Microzoft |54 Server

Change Folder... | ‘

Exit Setup |

© Train Signal, Inc., 2002-2003

111-1111111. Enter this number, or



i
alrainSIGNAL. ..

4. After a short delay, the ISA Server Setup program will inform you that, if the installation
is continued, you will not be able to join this ISA Server to an ISA Server array. If you
were installing several ISA Servers in your organization to provide fault tolerance and
increase performance you would install them into an array. Creating an array requires
the Active Directory schema to be modified to accommodate ISA Server before you
actually install ISA Server. This is accomplished by clicking Run ISA Server Enterprise
Initialization from the opening menu. Green Lizard will not require a second ISA
Server and therefore will not be creating an array. Click Yes, indicating that you want to
continue.

Microsoft ISA Server Setup

This computer cannot join an array until it is part of & ‘Windows 2000 domain, and
an updated 154 Server schema is installed in Active Directory. If you continue with
Setup now, this computer will be installed as a stand-alone server.

Do pou want to continue?

‘fes Mo Help

5. The next screen allows you to select the “mode” of your server. This setting basically
defines which features will or will not be available once the ISA Server is installed.

Firewall mode enables only the security functionality within ISA Server. If you are
looking to set up ISA Server to be as secure as possible and you don’t care about the
caching features, Firewall mode is the right choice.

Cache mode is the exact opposite of firewall mode. If you are more interested in
speeding up access to the Internet, and you already have a firewall installed, you can
use ISA Server for its caching features only.

Integrated mode, as you might guess, is a combination of both Firewall mode and
Cache mode. In this mode you have all of the features that ISA Server has to offer,
but your firewall will not be as secure as it is in Firewall mode. Some organizations
deploy two (or more) different ISA Servers - one in Firewall mode to offer the most
security for the network and a second to take advantage of the caching and
acceleration offered in Cache mode.
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Green Lizard will only deploy one ISA Server and wants to take advantage of both the
security and the acceleration. Select Integrated mode and then click Continue.

Microsoft [SA Server Setup 5[

Select the mode for this server:

" Firewall mods

Select this option to install enterprise firewal
functionality.

" Cache made

Select this option to install cache and ‘web hosting
Functionality.

Cache mode installation is recommended only for computers
that are nat directly connected ta the Intemet. If this

computer is directly connected ta the Intemet, install 54
Server in integrated mode.

' |ntegrated mode

Select this option to install integrated enterprise
firewall, cache, and web hosting functionality

Continue 5! Exit Setup Help

6. In the next option screen you can set the size of the cache to be used by the ISA Server.
The cache must be located on a NTES partition and can be located on several different
partitions or hard drives. A larger cache will allow your ISA Server to store more web
pages locally before they are overwritten with new information. Set the cache to 100
MB and then choose OK.

Microsoft Internet Security and Acceleration Ser x|

Specify the M[*ES drives on which caches should be located
and the maxi size of each cache. LI
Cancel

_Cerea |
Help |

Drive  [File Spstern] I aimurn Size [ME]

Drrivee: C: [NTFS]
Awvailable space ME]: 2944

Cache size [MB]: 100 Set
Total cache size [MB]: 100MB
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7. This should bring you to the next screen, which allows you to construct your Local
Address Table, also known as a LAT. This setting is very important because to increase
security, it “teaches” your ISA Server which IP addresses are considered local to your
private network. You can manually enter a range of IP address, or, even better, click on
Construct Table. For the Green Lizard network, click on Construct Table.

Microsoft Internet Security and Acceleration Server Setup |
Enter the |P address ranges that span the internal network. address space.
Internal IF ranges:
Edit
From | To
From
—
T <-Femove |
To construct a local address table, click Construct Construct Table..
Table.
QK | Cancel | Help |

8. This will take you to the following screen, which allows you to choose from several
options. Typically, it is a good idea to check both boxes and also select the internal
network card from the two choices down below. Make sure that you select the internal
network card (not the external/wan catd), or your ISA Server will not function propetly.
For Green Lizard, select Add the following private ranges..., Add address ranges

based... and also select your Internal network card from the choices below. Click
OK.

Local Address Table x|

Select the address ranges [based on the “Windows 2000 routing table] for inclusian in
the local address table [LAT). The LAT should include all the addresses in your
internal network.

i Add the following private ranges: 10.x.x.x, 19216848, 1721604 -
17231 5.0 and 169.254. 1.5,
v Add address ranges based on the Windows 2000 Routing T able T

Select the address ranges that are aszociated with the following
internal network. adapters:

Card | IP Addresses
i rlLitk PCI 201
wOtek AN353/4N 385260, 15151515

ak. Cancel Help
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9. You should now see your LAT table filled with address ranges for all of the different
ranges that you specified. This will prevent any traffic with IP addresses in these ranges
from entering the ISA Server’s external interface. After ensuring that your LAN’s IP
range is listed in this table, click OK.

x

Microsoft Internet Security and Acceleration Server Setup

Enter the |P address ranges that span the intemal network, address space.

Internal IP ranges:

Edi Fram | To ‘

From 10.0.0.0 10.255.255.255

l— Adds 169.254.0.0 169.254.255.255
1721600 172.31.255.255
19216800 192.168.255.255

i <-Remove | 192.1881.0 192.168.1.255

|

Eﬁgnsnuct 3 local address table, click Construct Construct Table...

QK I\I Cancel Help |

10. Clicking OK will start the process of ISA Server installation. When the installation is
complete, you will see the following dialog box for the Getting Started wizard. We will
not go through this wizard in this lab, but it is recommended that you spend the time to
walk through this wizard at some point to get more details on the individual components
of ISA Server. Uncheck the box and then click OK.

Launch ISA Management Tool

154 Server includes a Getting Started wizard, which you can use to
configure array and enterprize policies.

The Getting Started wizard guides pou through the process of creating
a securty policy and configuring the cache, to help pou secure pour
network and optimize performance.

[ Start 154 Server Getting Started ‘Wizard

11. This is not a stated requirement, but I highly recommend that you reboot your computer
before you get started with any configurations. As a matter of fact, anytime you make a
major change or a change involving the interfaces of the ISA Server, it is a good idea to
reboot the computer or at least restart the ISA Server services.

@ What do you want the computer to do?

t

Ends your session, shuts down Windows, and starts
Windows again,

T b
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Exploring the ISA Management Tool

1. After rebooting, log back on to SRV-1 and open the ISA Management Tool, by
clicking Start = Progtams > Microsoft ISA Server = ISA Management.

ACcessories
Administr ative Tools
Camkasia

Snaglk &

Microsoft ISA Server lanagerment k
@ 154 Server Performanice Manitor

2. When the ISA Management tool is first opened you should see a screen similar to the
one pictured below. Notice that the Getting Started Wizard can be initiated from this
location. Don’t forget to use this tool when you are ready to learn more about ISA’s

advanced features.

Welcome

ticrozoft Intemet Security and Acceleration [|5A4) Server provides secure, fast,
manageable Intemet connectivity.

154 Server integrates an extensible, multilayer enterprize firewall and a scalable
high-pertormance ‘Web cache server

It builds an "Windows® 2000 security and directary for policy-based security,
acceleration, and management of internetworking,

% Servers and Arrays

Usge this taskpad to manage and configure pour IS4 server.

Try
this
later!

¢ U @

Getting Started Wiza) Guides vou through the configuration of the ISA Server
Firewall and cache,

Hagistlar 15, éerver Helat‘ed Pro‘ducls

3. Next, change the default view of the ISA Management tool to the Advanced view,
which is a little easier on the eyes at first glance. Expand the console and then click on
View = Advanced.

ISA Management

J action  Wiew |J¢'-D |||§
Large Icons
Small Icons
ot Wel
Detail Micrazaf
managed
v Taskpad 156 Gery
high-perf
It buildz g
Custamize, .. accelera
] Bandwidth Rules Use tis
1 Doliry Flement
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4. Expand the ISA Management tool by clicking the “+” next to SRV-1 and briefly browse

through the different controls that are available to you.

Keep in mind that when you

first install ISA Server it is in a “locked down” state, and no access is allowed outbound
through the ISA Server. While security is definitely important, your goal today is to get

Green Lizard connected out to the Internet.

Tree | Mlanne

Monitoring
mcumputer

Zf Acesss Policy

S Publishing

((IBandwidth Rulss
SPalicy Elements

# Cache Configuration

[ Monitoring Configuration

M Internet Security and Acceleration Server
ER and Arrays
=] -1

Mnni%ng

Computer
B § Access Policy

(2 Site and Content Rules

(23 Protocol Rules

(2 1P Packet Filters
(-5 Publishing
(L] Bandwidth Rulss
Policy Elements
Cache Canfiguration
Monitaring Configuration
Extensions

Network Configuration
Client Configuration

Extensions
[FImetwork Configuration
=) Client Confiquration

L)

5. Before you start configuring the ISA Server, it is important to create a baseline, and
perform tests from SRV-1 (the ISA Server) and Client-1 to see if you can ping or access
the website on SRV-11, our simulated Internet environment. Client-1 should not be able

to ping or access the website on SRV-11.

Tests from Client-1

INNT' System32' cmd.exe

= [=]

Ix

MACy ft Windows 20008 [Ue on 5.88.21951
{C» Copyright 1985-1999 Microsoft Corp.

J File Edit Wiew Favorites Tools  Help |

C:\>ping 15.15.15.28

J &Back - = - (@ ﬁ| @ search (3 Favorkes »

Pinging 15.15.15.28 with 32 bytes of data:

| Address [@] hitp:1/15.15.15.20f

= @e ||nks >

Request timed out.
Re gu timed out.
Re g timed out.
Request timed out.

Ping statistics for 15.15.15.28:
Packet: Sent = 4, Received = B, Lost =
Approximate round trip times in milli—secon
Minimum = Bms,. Maximum = Bms. Average

cannot be displayed.,

The page cannot be displayed

There is a problem with the page you are trying to reach a

3
il

= K
L4 All@ Done

l_ ’_ |4 tnternet 4

B

SRV-1 also cannot access the website but SRV-1 should be able to ping SRV-11

Tests from SRV-1

INNTY System32'cmd.exe

/3 Cannot find server - Microsoft:

| Fle Edt view Favorites Todks Help
| #Eack - = - @ [A | Qsearch GFavorites ?
| address [&] hatp:fi15.15.15.200 -] e Hmks »

Microsoft Windows

G:\>ping 15.15.15.28

Pinging 15

15.
15.
15.
15.

Reply from
Reply from
Reply from
Reply from

B The page cannot be displayed :I

The page you are locking for is currently unsvailsble.
site might be experiencing technical difficulties, or you
to adjust your browser settings.

-15.15.28:
Received
ip times in
Maximum =
Please try the following:
< |

€] Dane [ [ = My computer

2888 [Uersion 5.88.21951
(C> Copyright 1985-2888 Microsoft Corp.

.15.15.28 with 32 hytes of data:

Bns. Average =

TTL=128
TTL=128
TTL=128

time{iBms TTL=128
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Access Policy

Green Lizard’s LAN is connected to the Internet through the ISA Server. All traffic that
comes in or goes out will go through the ISA Server and will be allowed or denied access
based on what is called Access Policy. Access Policy is one of the tools in your ISA
Management console and it is made up of three parts:

1. Site and Content Rules
2. Protocol Rules
3. IP Packet Filters

Tree I 'Ma [ Type Scope [ action | Protacal | schedule
i 1nternet Security and Acceleration Server ) adiow rule D Site and Content Array Allow Alwys
-8 Servers and Arrays @DHCP Client IP Packet Filker Array Allow uop
= ﬂEDNS Filker [> IP Packet Filker Array Allow uop
ﬂaICMP outbound IP Packet Filker Array Allow ICHMP
ﬂaICMP ping response {in) IP Packet Filker Array Allow ICHMP
ﬂaICMP source guench IP Packet Filter Array Allow ICHP
ﬂaICMP timeout in IP Packet Filter Array Allow ICHP
dﬁICMP unreachable in IP Packet Filter Array Allow ICHP

-| ] TP Packet Filters
E Publishing
(L7 Bandwidth Rules
4

F) Cache Configuration
onitoring Configuration
Extensions

MNetwork Configuration
Client Configuration

*kk N ote***

Because Access Policy is selected (in the console above) on the left, the details pane on the right will
show Site and Content Rules, Protocol Rules and IP Packet Filters all together. If you were to select
the different types of policy on the left, the respective rules or filters would display on the right in the
details pane.

Site & Content Rules

Site & Content Rules are used to determine:

1. Who is allowed or denied access. This can be based on a username or an IP address.
What they have access to. Using content groups you can allow or deny access to
users based on the type of file (i.e. images, audio, video, documents) they attempt to
pass in or out of the company through the ISA Server.

3. When they are allowed or denied access to the Internet based on the day of week
and the time of day.

4. Where they are allowed or denied access. Destinations are used to provide granular
control on exactly what computers can be accessed. This can be based on a domain
name or an IP Address.

In general, Site & Content Rules allow you to control the sites your users are visiting, when
they are allowed to visit them, and what type of content they are able to send and receive.
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For a client computer on the network to gain access to the Internet, there must be at least
one Site & Content Rule that allows access to that client. Furthermore, if there are
ANY rules that deny that client access, the client will not have access to the Internet. A
Deny access in a rule will always override an Allow access to the Internet. The picture below
shows the default Allow rule that specifies that a// requests to the Internet are allowed at any
time. You can modify or delete this rule if you want to further limit access to the Internet.

Tree I Mame © | Scope | Descripkion | Ackion | Applies To | Schedule
[ Internat Security and Accelsration Server B allow rule Array Allav Ary request Always
E% Servers and Arrays

B SRY-1

Maonitoring

Computer
E| f Access Palicy
A

Sike and Content Rules

: (2 Protocol Rules %

(2] 1P Packet Filkers

Protocol Rules

Protocol Rules are used to determine:

Who is allowed or denied access. This is again based on username or IP address.
What protocols they have access to. All IP traffic can be permitted or you can
configure ISA Server to allow or deny only certain types of traffic. For example, you
can deny all IP traffic except for HTTP & FTP, if you want to allow this type of
traffic to pass.

3. When they are allowed or denied access to this protocol based on the day of week
and the time of day.

N —

In general, Protocol Rules allow you to control what types of protocols (i.e. HTTP, FTP,
SMTP, DNS, etc.) your users can access and when they are allowed to access them.

In addition to the Site & Content Rules, the ISA Server must also have a Protocol Rule that
allows access to a client. Basically, there has to be both a Site & Content Rule AND a
Protocol Rule in place that both allow access to the Internet. By default, no Protocol Rules
are created when you install ISA Server, thus preventing any access to the Internet.

Tree I

Internet Security and Acceleration Server @ Create Protocol Rules
% Servers and Arrays
Edl SRY-1 ' . i i i
Manitaring Protocal rules determine which protocols can be used by clients. Clients will be ab.le jia]
: Computer access the Internet through IS4 Server only after you create a protocol rule allowing
i % access to a specific protocal,
To create & protocol rule, on the Action menu, click Mew and then click Rule.

E| Access Policy

- [0 gite and Content Rules
s} Protocol Rules _ _ _ _
[0 TP Packet: Filers % For more information about setting up a protocol rule, click F1 to see the 1S4 Server

&) Publishing Help.
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IP Packet Filters

IP Packet Filters are used to determine:

1. The type of traffic that can enter in and exit out of the external interface of the ISA
Server.
2. What the ISA Server itself can access.

Packet Filters are very important to a firewall and they represent the first line of defense for
an ISA Server on the edge of a network (directly connected to the Internet). Packet filters
do NOT need to be configured to give your internal systems access to the Internet but they
ARE needed to prevent hackers from infiltrating your network. Also, if you need to access
the Internet or perform other duties from the ISA Server, you will have to create packet
filters specifically for this system (the ISA Server). There are already some packet filters that
are included with the ISA Server by default. These filters are set up to allow the ISA Server
to Ping IP addresses (ICMP filters) and perform DNS lookups (DNS filter) for ISA clients.
No other packet filters are enabled by default, which makes the ISA Server more secure right
out of the box.

Tree I IName | Mode | Descripk. .. | Filker byvpe | Local computer |
U triternet Security and Acceleration Server @DHCP Client Al Cushom filker External IP address - 0.0.0.0
= &L Servers and Arrays IjEDNS filker Al DMS lookup Default external IP address
E@ SRV-1 EEICMP outbound Allowy ICHMP all outbound Defaul external IF address
Monitaring IjEICMP ping response (in)  Allaw ICMP ping response  Default external IP address
Compuker ﬂEICMP source quench Allow ICMP source quench  Default external IP address
[H-Zf Access Policy EEICMP timeauk in Allow TCMP bimeouk Defaul external IP address
. +~[] Site and Content Rules I3 1CMP urreachable in Allcs ICMP unreachable  Default external IP address
; [ Protocol Rules
(IS} Packet Filters
A M.
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Creating a Protocol Rule

Green Lizard’s goal is to provide secure access to the Internet. Before they can gain access
to the Internet, a protocol rule must be created.

1. Log on to SRV-1 and open up the ISA Management Console - Start > Programs
= Microsoft ISA Server = ISA Management. From here, expand Access Policy,
right click on Protocol Rules, and then Select New = Rule.

Tree I
nkernet Security and Acceleration Server @ Create Protocol Rules
E% Servers and frrays
=g SRv-1 . )
5 o L Protocol rules determine which pr
Monitoring

access the Internet through 1S4 S
access to a specific protocol,
To create a protocol rule, on the £

Cormpuker
= Access Policty
i1 Site and Conkent Rules

a

-5 Publishing
{1 Bandwidth Rules

- Policy Elements Refrash
- Cache Configura ——

- Ionitaring Config Help

infor mation about settin

2. This will bring up the New Protocol Rule Wizard. Name your rule Internet Access,
or anything else that describes its purpose and then click Next. The Rule Action
screen appears. This setting allows you to control the general purpose of this rule, to
allow or deny traffic to the Internet. Green Lizard is looking to get their users
connected to the Internet and not to deny access, so select Allow and then click
Next to continue.

Y] Mo Pratacol Rule Wizand

Rule Action 42
Welcome to the New Protocol P wean th A e recpond b chend tequests, s\?#
Rule wizard =

Thes wreard heles you conste & rew prolocol ide. Piolocol
nues deteamine which protocols chients can use and when.

Flespanse by cherk reguedts b uibe poatacot

& Akow
Mote: B ture 1o cieste naw paicy elements required by the
e e peu use this wizaed © Dery
Protocol e narme:
Irberret Accers
T continue, cick Hest
Hest 3 Caneel « Back Hest 3 [ Caneel
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3. The next option that you have when you are configuring a Protocol Rule is to
choose which protocols will be allowed within this rule. The default is to allow all IP
based Protocols, but it is more secure to only allow access to specific protocols. For
example, instead of allowing all IP traffic, you can specify only HTTP or FTP traffic,
if these are the only protocols that you want to allow. Creating a protocol filter
allowing only HTTP and FTP will stop a lot of traffic that you might not want (i.e.
Chat, Napster or Kazaa). But, at the same time, you might be blocking protocols
that you wanted to allow (i.e. HTTPS, POP3, DNS). Carefully plan out ahead of
time which protocols to allow and be prepared to make adjustments to this list, even
after ISA Server is up and running,.

Green Lizard’s initial goal is to allow Internet access to their clients. Once they have
their clients connected they will worry more about security and locking down the
settings. Leave the default setting at All IP traffic, and click Next.

New Protocol Rule Wizard... x|

Protocols
Select the pratocals to which this rule applies

Apply thiz ule ta:

cBack [ Hewts [! Cancel |

4. The next configuration screen allows you to define the schedule when the
connection is available. This can be set to Weekdays, Weekends, Always or any
custom setting that you choose. For now, Green Lizard wants the Internet available
24 hours/day, 7 days/week so leave the schedule set to Always.

New Protocol Rule Wizard... x|
Schedule
Select a schedule for applying this rule.

Use this schedule:

Description:

< Back. I et > 6 I Cancel |
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5. The next setting, Client Type, allows you to decide who this rule applies to. In this
case, the goal of the rule is to grant all of the users access to the Internet, but in
some cases the rule may be designed to deny access to certain users or certain IP
protocols. The Any request setting applies to “any” computer or user that connects
through the ISA Server. The specific computer setting allows you to choose a client
set, which is a predefined group of client computers grouped together by IP

addresses. The last option allows you to control access through the use of Windows
2000 usernames.

For the time being, Green Lizard will allow all of its users to connect to the Internet
so leave Any request as the selected option and click Next.

x
Client Type 1
“fou can specify chark 1uoe by user name, group name, o P sddiers &.J 4

Apph the rue b requests bom:
15 g et
1 Speclic computess |chert scdess stz

 Spocho usess and gioups

| Nwwb\g Concel |

6. After you review your settings and click Finish, you should see the Protocol Rule
appear within the ISA Management Console, as below. Right click on this rule and
select Properties. Notice that you can change any of the parameters that you just

set in the wizard. Close the Internet Access protocol rule when you are finished
viewing it.

Tree I Mame | Scope | Action | Description | Protocol |

All IF traffic

Internet Security and Acceleration Server EI"'tE’""'Et Access Allo
% Servers and Arrays
Ed SRyt
728 Monitoring
Cornpuker
g Access Policy
-(_7] Site and Content Rules
5] Prokocol Rules
-] IP Packet Filkers
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Testing Client Access to the Internet

If you configured your protocol rule correctly in the previous step, you should now be able
to access the simulated Internet environment on SRV-11.

1. Log on to Client-1 and open Internet Explorer. Enter the IP address of 15.15.15.20,
which is SRV-11’s IP address. If your network is configured correctly, you should now
be able to access SRV-11’s web server.

/3 http://15.15.15.20/ - Microsoft Int

. =10lx
JFiIe Edit  Wiew Fawvaorites Tools Help ﬁ

J $Back ~ = - (@) fat | ‘Qhsearch (3 Favorites »
Jnddress@http:n15.15.15.2u; ~| Pao |JLinks »

-

Internet

b

[
|&] Done [ |4 mernet v

***Important Note***

Configuration changes that are made on the ISA Server do take place immediately. When testing,
you should attempt access several times and wait at least 30 seconds before making a determination
on whether or not a particular setting is working. In some instances, you may be required to stop
and start the ISA Server’s services or even reboot the computer.

2. Next, attempt to ping the web server’s (SRV-11) IP address. This should not work,
because the ISA Server does not have a packet filter that specifically allows ICMP (ping)
traffic to access or pass through its external interface.

All of the ICMP packet filters that you see allow the ISA Server to ping computers on
the Internet. Except for testing purposes, you should NOT allow ICMP traffic to enter
your external interface. This would create a large security hole.

Minimum = Bms,. Maximum =

C:\>ping 15.15.15.20

.15.28 with 32 bhytes of data:

timed out.
timed out.
timed out.
timed out.

Packets: Sent = 4, Received = B, Lost = 4
Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Bmz,. Average =

C:sD
[] Pl
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Packet Filter Creation

Traffic or applications originating from the ISA Server are not subject to the same rules that
apply to other computers on the internal network. Instead, packet filters must be used to
give the ISA Server access to any necessary applications or protocols.

Normally, applications should not be installed on the ISA Server. For security purposes, the
ISA Server should have as little as possible enabled on it. One application that you will
inevitably want or need to have installed on the ISA Server, however, is Internet Explorer.
Internet Explorer is necessary in order to do testing and also to download and install security
fixes and patches for the ISA Server itself.

As we mentioned before, by default, the connection to the Internet does not work on the
ISA Server. In order to make it work, a packet filter must be created.

1. Log on to SRV-1 and open the ISA Management Console. From within the ISA
Management Console, Expand Access Policy, right click on IP Packet Filters and
select New Filter.

Tree I

E'QE Internet Security and Acceleration Server @DHCP Clint

- Servers and Arrays GEDNS filker
=g sl [THICMP outbound
Moritoring [T 1CMP ping response (in)
- Computer IjEICMP source quench
=] g iccess Policy TP tmeodt in
~(Z1 Site and Content Rules T2LCHP urreachable in

[0 Protocol Rules

B Publishing
~{_] Bandwidth Rules oy »
Bl Policy Elements ———————
%) Cache Corfigurat Refresh
{7} Monitoring Confic Export List...,
E‘ Extensions =
B Metwork Configur
Client Configurati — Help

Properties

2. Within the Welcome to the New IP Packet Filter Wizard, enter a descriptive name for
the IP Packet Filter. Green Lizard is creating this filter to allow Internet access from the
ISA Server itself, so enter Allow ISA Server to Access the Internet or something else
that is descriptive. Click Next to continue.

Welcome to the New IP Packet

ﬁ Filter Wizard
This wizerd helps you coeate & new IP packet fiber on this

ey (P pack st Moy zonmsl pemveions lor ecomeng
outgoing packets hom 154 Server

1P packet fter e

@M Srver In Arcess the Intere]

Te cortram, chek Hesd

[H Coneel

Page 93 of 102 © Train Signal, Inc., 2002-2003



i
alrainSIGNAL. ..

3. The next screen, Filter Mode, allows you to create a packet filter that will allow or deny
access on the external interface. Green Lizard is creating a filter to allow access to the
Internet, so select Allow packet transmission and click Next.

New IP Packet Filter Wizard x|

Filter Mode Al
You can create a fiker that allows or blacks packet ransmission between the P
addresses. ports, and pratocols pou specify.

Create a filer to
1% Allow packet transmission

™ Block packet fransmission

¢ Back I Next>é| Cancel I

4. The next screen of the wizard is the Filter Type option. This is a very important
selection because it is very easy to pick the wrong configuration. There are several
predefined selections to choose from. You will notice that there are numerous settings
that are grayed out, making them unavailable to change.

If you need to create a filter that you don’t see in the predefined filter list, you will have
to create a Custom filter. There is no predefined filter allowing the ISA Server to access
the Internet, so select Custom and click Next.

MNew IP Packet Filter Wizard x|

Filter Type #
“You can specify ports and protocals in a custam filker, or you can use the settings

of a predefined filter.

Use thig filter:

& Custom

" Predefined:

DING lockup =l

< Back I Next > [ I Cancel

***Important Note***

There is a predefined packet filter for a HTTP Server (port 80). At first glance, this may seem like
the proper configuration, but this filter is an inbound filter and would only be used if the ISA Server
were hosting a web server itself and you wanted to allow Internet users access to this web site. In
addition, hosting a website on the ISA Server is not a very good idea from a security standpoint.
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When you specify Custom, you will see the “Before” screen on the left. The Filter
Settings that you need to configure here use some of the same information that you used
in the earlier labs. When you create a custom packet filter, it is very important that you
understand each of the fields that you are filling in so you don’t create a packet filter that
opens a security hole into your network.

The IP protocol field should be set to the protocol that best matches what you are trying
to configure. For example, HTTP operates on Port 80 and uses the TCP protocol to do
its work. 'The port number and the transport protocols (TCP/UDP) ate predefined as
“Well Known Port Numbers.” Any or TCP will work, but TCP is the most specific
and therefore the most secure choice. If you are not that familiar with port numbers or
the well known port numbers, you can find more information about them by performing
a search for RFC 1340. The more common well-known port numbers should be
memorized for simplicity.

New IP Packet Filter Wizard

B3] New 1P Packet Filter Wizard

Filter Setlings L Filter Setlings o
Specify the protocal used, commurmeamerrameTTerT-and other fiter-speciic Spesify the protocol used, communication diestion, and other fitsr-specific
infarmation b information
Select settings Far thiz |P packet filter. Select settings for this IP packet filter.
1P protocol Humber: IP protosal Mumber:
oy s [rce | [E
Direction Direction
[Bioth =] [Outhound =l
Local port: Port number: Local port: Part number:
[ ports =l [Dynamic -
Remote port: Port number: Remote part: Pait number:
IAII poits j I IFIked port ﬂ ISD
<Back [ Weas |  Cancel | <Back [ Hext >£ | cace |
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The Direction option specifies which direction of traffic (from the ISA Server’s
perspective) this filter should be applied to. The Both setting allows access in both
directions, while the Inbound (Internet into the ISA Server) or Outbound (ISA Server
out to the Internet) settings limit traffic to their respective directions.

The Local port specifies the port to open on the ISA Server itself. Since the Packet
Filter that you are configuring is not for inbound access to a service on the ISA Server,
you do not need to configure it with a well-known port. A Dynamic port (random
between 1025 and 5000) allows the local machine to pick a random port and establish a
connection with the destination system. The Remote port is very important in this
situation. This port specifies exactly what type of service or protocol the local machine
1s connecting to.

For Green Lizard’s IP Packet filter, configure it identically to the “After” filter, above on
the right. The IP protocol is TCP. The Direction is Outbound. The Local port should
be Dynamic. The Remote port should be the Fixed port of 80 (the default port that
web servers listen on.) Click Next when you are done with these configurations.
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6. The next screen allows you to configure where the packet filter will be applied. Basically,
you can apply the filter to all of the ISA Server’s external interfaces (if you have more
than one), to one specific external IP address or to a different computer that the ISA
Server can reach on its perimeter network (DMZ).

For Green Lizard’s ISA Server, choose the first option, to enable the packet filter on the
external interface. Click Next to continue.

New IP Packet Filter Wizard X

=

Local Computer ol
Select the |P address to which the IP packet filter is applied.

Apply thiz packet filer to:

" Default IP addresses for each extemal interface on the 154 Server computer

" This 154 server's extemal [P addiess:

£~ This computer [on the perimeter network): . .
Erowse. |

< Back I NERt)[E I Cancel I

7. The Remote Computers screen allows you to apply the packet filter to all remote
computers or to one specific remote computer. Specifying the second setting would be
useful if there were just one computer on the Internet that you wanted to allow access to
using this packet filter. Green Lizard would like the ISA Server to be able to reach any
website, so All remote computers should be chosen. Click Next to continue.

New IP Packet Filter Wizard x|

Remote Computers L
Select the remote computers to which the P packet filter is applied.

Apply this packet filter ta:

@ 4l remate computers

= Dnly this remate computer: . . .

< Back I Next > ! Cancel
g
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8. Click Finish to complete the process of creating the packet filter and then check to
make sure that it exists in the ISA Management Console.

Tree I Marme | Mode | Descripk... | Filter bype
Internet Security and Acceleration Server Ijﬁ.ﬁ.llow 54 Server ko Access the Internet | Allow Custom Filker
B8 Servers and Arays [THDHCP Client llowy Custam Filter
2 e DN filter Bllow DINS lackup
A28 Manitoring IjEICMP outbound Al ICMP all outbound
i Computer IjﬁICMF‘ ping response (in) Allow ICMP ping response
E% Access Policy GEICMP source quench Allowy ICMP source quench
¢ b Site and Content Rules [ ICHP timeaut in Allaw ICHMP timegut
~[L1 Protocol Rules [T ICMP unreachable in Allaw ICMP unreachable

9. From the ISA Server, attempt to access the web server, SRV-11, using Internet Explorer.
Make sure that you wait at least 30 seconds for the policy to take effect, before you
perform any testing. The Internet should now be available from the ISA Server.
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://15.15.15.20/ - Microsoft Inke

J File Edit View Favorites Tools  Help |

J <Back - = - 2 fat | Chsearch  [GFavarites >

Jnddress I@ http:/i15.15.15.20] j @ En |JLinks 2

-]

Internet

R

a

&1 Done I_ l_lﬂ Internet
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Client Configuration

When it comes to configuring the ISA clients on your network, you have several different
choices, including the SecureNAT client, Firewall client and the Web proxy client. Also, you
should understand that ISA clients are any machines (95/98, W2K Pro or even Linux) that
access the Internet through the ISA Server, using one or more of these methods.

SecureNAT Client

You probably did not realize it, but Client-1, your Windows 2000 Pro machine, is already
configured as a SecureNAT client. Remember that Client-1 is currently able to go through
the ISA Server to access the web server on SRV-11. This is one of the biggest advantages to
the SecureNAT client - it is easy. No extra software is necessary. The only configuration
that is required is a default gateway (or a route on a more complex network) to the ISA
Server’s internal interface.

Advantages — Easy to configure, compatible with non-Microsoft operating systems
(Linux, Unix, Macs), more secure than regular NAT

Disadvantages - No user-based authentication (authentication is controlled based
on computer IP addresses, which is more difficult to manage), user-specific logging
is also not possible because only IP addresses are logged, more difficulty

implementing complex applications/protocols

Summary — A good choice for smaller networks or networks that do not have the
need or desire to limit Internet access based upon users or groups. Also the only
choice if you need to support non-Microsoft operating systems.
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Internet Protocol {TCP/IP) Properties

General

" Obtain an |P address automatically

Configuring the Default

You can get |P settings assigned automatical| 93teway to point to the
thiz capability. Otherwize, you need to ask yo _E-"J* Server makes

the appropriate |F zettings. Client-1 & SecurshaT
cliert

% Usze the following |P address;

IF address: | 192 . 168 . 1

1

Subnet mask: I 2eh . 2RE 2B 0

Default gateway: SecureN.ﬂ.rb I 192 168 . 1

.2

B
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Firewall Client

The Firewall client is an extra piece of software that can be installed on the ISA Clients to
provide added functionality above and beyond that which the SecureNAT client provides.

You can find this software by looking on the ISA Server in the C:\Program
Files\Microsoft ISA Server\CLIENTS directory. Note, this path assumes that ISA
Server was installed on the C: drive in the default directory.

Advantages — Allows you to control access through the ISA Server based on
username or group, allows logging of Internet access based on username and
provides better overall security than the SecureNAT client

Disadvantages — Extra software to install, only works on Windows operating
systems (Windows 95 & later)

Summary — The advantages outweigh the disadvantages and just about every
company that has Microsoft operating systems on the desktop should be running the
Firewall Client to connect to the ISA Server.

Installing the Firewall Client

1. Log on to Client-1 and locate SRV-1 by browsing through My Network Places.
Double click SRV-1 and then double click the mspclnt folder, which is shared by
default when you installed ISA Server.

J'ﬁ'ddress I&- W':'rkgr':'uF' J File Edit vew Favorites Tools Help
] &Back ~ = - Qsearch  [Folders £
EI"' _u E E J Address Stv-1 |
i - = = LE
B Clienk-1 Srv-l I_-E . @
Workgroup R . =
Srv-1
Select an itemn to view its
description, Select an ikem ko view its
description.
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2. Open the mspclnt folder and double click Setup.exe. Click Next on the initial screen
and Next again to accept the default installation location. You can then click on Install
to start the installation. Once the installation is complete you can click on Finish.

& mespclet on Srv-11

{5 Microsoft Firewall Client - Install Wizard
| Fie Edk vew Favortes  Took  Heb

-, » Destination Fold
bk + = - (0] | Dseoecn Tifoktes Prastory |5 D ¥ | [ estination oder
Akboss [3 mapere Click Next ba instal to Ehis Folder, ar click Change to install bo 5 different Folder.
_ — ~ — =] I -
] (. _—J -_;] 1 ﬂ Install Microsaft Firewall Client ko:

. 13 WEBINST MPLVER 18EAEL NSTHELA CilProgram Files\Microsoft Firswall Clierit| Change. ..
mspeint =
B Thisfokder & Online. -.";] a] j@ :-;] :-;]
sETUr INSTHSIW  kcabaddrd...  MSPWE  MSISMBD ookt
P
Mol 13/35(7000 4:10 B :;I ﬂ] . ';;] :‘]

S 8,

MELAT MTSTE EE|, v snene
Arrkute: (rornal) *
B & & |4
ENF A ENPA  ETPALST SHINLSTE SHSSENE..
s [ = &
Cancel

Space < Back.

SMEWINGS.... STPWRAP  WINGSSTF  WEPCRL

3. After the Firewall Client is installed you can check to see if it is running on your system
by verifying that the globe icon is located within your computer’s system tray.

\JEmD  7asem

4. Right click on the globe. From here you can disable the Firewall Client, hide the display
of the icon or configure the Firewall Client. Choose to Configure the Firewall Client.
The following screen will be displayed, showing the ISA Server you are connected to and
also allowing you to make other minor configuration changes.

Firewall Client Options |

Use thiz application to configure haw the
Firewall client connects to the 154 Server

[¥ Enable Firewall Client

[ Automatically detect IS4 server

Use this |54 Server:

Update Maw |

[¥ Show Firewall Client icon on taskbar

™ Hide the taskbar icon when conmected

ak. I Cancel Help
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Web Proxy Client

Although the web proxy client is listed as one of the ISA Server client options, it is actually
an independent setting, and is configured in addition to either the SecureNAT client or the
Firewall client. The Web Proxy Client can be configured within Internet Explorer or any
CERN compatible browser (i.e. Netscape Navigator, Mozilla).

The Web Proxy Client is important for authentication issues. If you have Site & Content
Rules or Protocol Rules that do not specify specific users or groups (anyone is allowed
access), then you should have no problem with not installing the Web Proxy Client.
However, if you set up more specific Rules (i.e. “the Marketing Group can access HTTP” or
“only certain computers can access the Internet during business hours”), then access will fail,
and you will have to install the Web Proxy Client on all of your systems.

Advantages — Easy to configure (through Group Policy), when paired with the
Firewall client provides complete authentication.

Disadvantages — Another setting to configure.
Summary — The web proxy client is important and should be utilized in almost
every network. When combined with the Firewall client you are able to maximize

ISA Server’s benefits.

Because it is fairly simple to configure and provides a lot of advantages, Green Lizard has
decided to utilize the web proxy client within their network.

1. Log on to Client-1 and open Internet Explorer. Within Internet Explorer, click on
Tools = Internet Options.

=} http://15.15.15.20/ - Microsoft Internet Explorer

JFiIe Edit Wiew Favorites | Tools  Help

J d=Fack - = - @ £% Mail and Mews AT

Svnchronize. ..
| Address IE http:}{15.15.15.20 | o e | ndate

Show Related Links

Internet

Internet Options. ..
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2. Once the Internet Options are open, click on the Connections tab and then select LAN
Settings at the bottom. On the LAN Settings screen, check the box Use a proxy
server, and specify the IP address of SRV-1, 192.168.1.201. You also need to configure
the Port, which by default is set at 8080 on the ISA Server. Click OK twice to exit the
Internet Options screens.

Internet Options

21

General I Security I Content  Connections |Prngrams I Advanced I

Local Area Network (LAN) Settings e

Use the Internet Connection Wizard ko
) conmeck your computer ko the Internet,

Setup... —#ukamatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable aukamatic configuration,

r—Dial-up settings

b [ Automatically detect settings

ﬂl [ WUse automatic configuration script
SELhings. ..
—I Address I
1% ever didlla connection
 pial whenever a nebwork connestion is not present —Proxy server

 Blways dial my default connection
V¥ Use a promy server

Address: |192.168.1.201| Part: | 080 advanced. .. |

[ Bypass proxy server for local addresses

Current Idone Siel Default

—Local Area Metwark (LAN) settings

LA Settings.

oK Cancel |
oK | Cancel | Apply |

il

Client-1 is now configured according to Green Lizard’s specifications. In a production
environment, remember that the ideal solution is to configure your ISA clients as
Firewall clients AND Web Proxy clients.
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