
      ខ    Network 
- Network: KWCamuxviC¢amYysßitenAkñúgEpñk Bt_manviTüa. bnÞab;BIeyIg)anbBa©b;vKÁsikSaenH eyIgGacRKb;RKgRbB½n§ 

nwg bNþajdUcxageRkam³ 

  - ecHtP¢ab;bNþajkuMBüÚT½rCaeRcIneGaysÁal;KñakñúgeKalbMNgpøas;bþÚr Bt’man nwg Tinñn½y. 

  - ecHtMeLIgRbB½n§ Internet / Telephone System / Camera Security / Network Wireless / Alarm Security … 

  - ecHRKb;RKgRbB½n§ E-mail (Electronic Mail) Tak;TgeTAnig Mail Clients nwg Mail Server . 

  - ecHEfrkSama:suInkuMBüÚT½reGaydMeNIrkar®sYl eCosvag emeraKqøg/ )at;bg;Tin ñn½y. 

  - ecHviPaKelI bNþaj nwg RbB½n§kargar cas;² ehIyeFVIkarbegáIt bNþajfµI nwg RbB½n§kargarsarCafµI 

  - ecHRKb;RKg nwg P¢ab;RbB½n§ Database dUcCa SQL Server, Oracle, … 

  - eyIgGacP¢ab; bNþaj BIr Site mYy eTAkan; Site mYyeTot minfaenAkñúgRsuk b¤ enAeRkARsukeT. 

cMNaM - RKb;sßab½nTaMgGs;dUcCa Banking, Organization, Government, Hospital, Hotel, Building, … 

KW®tUvkarRbB½n§ Network TaMgGs; GaRs½yeTAelITMhMkargarEdl Business cg;)an. 

 

         
 

 

 

 

 



RbePT Microsoft (Windows) & Open Source (Linux)  sMrab;P¢ab;  Network 

 

 

 

                        
 

 

                      



 sikSa  Basic Computer Network 
 

1- etIGVIeTACa Computer Network? 

 - Network: KWCakartP¢ab;ma:suInkuMBüÚT½rCaeRcIneGaysÁal;Kña nwgtP¢ab;]bkrN_CaeRcIneGaysÁal;Kña EdlsßitenAelI 

bNþajEtmYy kñúgeKalbMNgpøas;bþÚr Bt_man nwg Tinñn½y (Such as: Files, Voice, Video, E-mail, Print, …). 

2- etIGVIeTACa Data? 

 Data: KWCatMélelx b¤ tYelx Cak;lak;mYyEdlbBa¢ak;eGayeyIgdwg. Data GacCa Files, Voice, Video, E-mail, 

Image, Text, >>>CaedIm. 

3- sikSaGMBIr Network Topology. 

 Network Topology KWCaGñk t P¢ab;ma:suInkuMBüÚT½r nwg ]bkrN_ eGaymanTMnak;TMng nwgsÁal;Kña tammeya)ay 

gay² edayKitBIrcMgay nwgRbB½n§suvtþiPaB. 

 Network Topology Standard EckecjCa 4 RbePT KW Bus | Star | Ring | Mesh Topology . 

cMNaM : Topology EckecjCa 2 eTot KW Physical Topology & Logical Topology . 

- Physical Topology : KWsMedAeTAelI Hardware dUcCa (Cable | NIC | PC | Printer | Switch | Router | … 

- Logical Topology : KWsMedAeTAelI Software dUcCa ( Share | Assign IP | Set PC Name | Ping | Workstation 

|.. 

3.1-  sikSaGMBIr Bus Topology 

- kartP¢ab;tamryH Bus Topology KWeRbIExSrEtmYybu:eNÑaH edayeRbICamYy Terminator KWpþl; ersuIsþg;GKÁsnI 

enAxagcugbnÞat;bBa©ÚnBt_man. sUmemIlrUbxageRkam 

 

    
 

KuNsm,tþirbs; Bus Topology 

- gay®sYlkñúgkartMeLIg Computer b¤ Peripheral 



- RbEvgExSrticCag Star Topology 

- cMNayluytic nwg dMeNIrkarl¥ sMrab;RbB½n§ Network xñat;tUc. 

KuNvibtþirbs; Bus Topology 

- RbsinebImanExSr Network NamYymanbBaða ral;bNþal Computer TaMgGs;mindMeNIrkareT. 

- Bi)akrkmUlehtuenAeBl Network manbBaða. 

- karbBa©ÚnBt_man b¤ Tinñn½ymanelOnyWt edaysareRbIExSr Network EtmYy. 

cMNaM : \LÚvenHkar t P¢ab;tamryH Bus Topology enH eKQb;eRbIehIy. 

3.2- sikSaGMBIr Star Topology 

- kartP¢ab;tamryH Star Topology manlkçNHgayRsYl nwg elOnCag Bus Topology . sUmemIlrUbxageRkam 

 

KuNsm,tþirbs; Star Topology 

- gay®sYlkñúgkartMeLIg Computer b¤ Peripheral 

- RbEvgExSr)anrhUtdl; 100 Em:Rt. 

- cMNayluytic nwg dMeNIrkarl¥ sMrab;RbB½n§ Network xñat;tUc nwg mFüm. 

- enAeBl Computer NamYymanbBaðaminb:HBal;dl; Computer d¾éTeToteT. 

KuNvibtþirbs; Star Topology 

- RbsinebIeyIgeRbI]bkrN_ Hub enAeBl Computer eFVIkar Transmiton eRcIneFVIeGay Data Flow, Broadcast, 

Collicsion. eFVIeGayTinñn½yrbs;eyIgmanbBaðaenAeBl Transfer. 

- cMnYn Computer Edl®tUvtP¢ab;mancMnYntic KWenAcenøaHBIr 10 eTA 25 kuMBüÚT½r. 

5- RbePTénkartP¢ab; Network. 

5.1- LAN  = Local Area Network : LAN P¢ab;tamryHExSr Network UTP, ®tUv)aneKeRbIenATItaMg 

PUmisaRsþ kñúgbnÞb;/ GKarrYmKñalkçN³ Small Building, ehIymanel,ÓnelOn/ gay®sYldMeLIg nwgmantMélefak. 



 



5.2- MAN  = Metropolitan Area Network : MAN KWCakarRbmUlpþúMén LAN mann½yfaeyIgman LAN 

CaeRcInenAtMbn;epSg²BIrKña. 

 

 
 

 



5.3- WLAN = Wireless Local Area Network : WLAN P¢ab;tamryHrlkFatuGakas (Signal) edaymincaM)ac;eRbI 

ExSr Network UTP eT/ gay®sYltMeLIg nwgmantMélsmrmü ehIykuMBüÚT½rGacbMlas;TI)an. 

              

 



5.4- WAN  = Wide Area Network : WAN P¢ab;tamryH ISP (Internet Service Provider) edayeyIg 

CYl ISP eFVICapøÚv b¤ s<an edIm,ITMnak;TMngKña gay®sYltMeLIg nwgmantMélsmrmü. PaKeRcIneyIgP¢ab;BIr Site mYy 

eTAkan; Site mYyeTot mann½yfaeyIgmanRkumhu‘neRcIn ehIyenAtMbn;b¤enARbeTsepSg²Kñak¾eyIgGacP¢ab;)anEdr> 

          
 

 
 



5.5- VPN = Virtual Private Network : VPN P¢ab;tamryH ISP Edr bu:Enþ Connection enHva)anbegáItbMBg; 

b¤ pøÚvsuvtþiPaB BIr Site mYy eTAkan; Site mYyeTot/ CaBiesstamryH Mobile (Remote Access) b¤ VPN Site to Site. 

 

 

 
 

 



rebobtMeLIg  Local Area Network (LAN): 

 

6+ FatupSMsMrab;tP¢ab;BIrkuMBüÚT½rmYy eTAkan;kuMBüÚT½rmYyeTot 

 

6.1- eyIg®tUvmanma:suInkuMBüÚT½rCamunsin ehIyma:suInkuMBüÚT½rrbs;eyIg®tUvman  Operating System (Windows) . 

6.2- ral;kuMBüÚT½rTaMgGs; hamdak;eQµaHkuMBüÚT½rdUcKña.  

6.3- enAkñúgkuMBüÚT½r®tUvman]bkrN_ Network Card ehIy®tUv Install Driver Network Card pg. 

6.4- ®tUvmanExSr Network UTP RJ45 nwgk,al;RKab; Connector RJ45 ehIykwbRbePTCaExSr ExVg. bnÞab;mkedat 

BIr Network Card énkuMBüÚT½rTI1 eTAkan; Network Card énkuMBüÚT½rTI2 

6.5-®tUvkMnt; IP Address nwg Subnet Mask enAkñúg Network Card  (Ex:  192 . 168 . 168 .  x  /24 ) . cMNaM : ral;kuMBüÚT½r 

TaMgGs;hamkMnt; IP Address dUcKña. 

6.6- ral;kuMBüÚT½r®tUvkMnt;enAkñúgRkumCamYyKña CaFmµtaeQµaHRkum KW Workgroup . 

6.7- ®tUv®tYtBinitüemIlExSr Connection, Check Firewall, Check Services in Windows [Start or Stop] 

6.8- EckrMElkTinñn½yeGayeTAkuMBüÚT½rd¾éTeTot Share Resource (Data) such as: Drives (HDD, CD-Rom, Flash), 

Folders, Printer (cMNaM:  eyIgminGac Share File )aneT) 

6.9- cab;epþImTajykTinñn½yBIrkuMBüÚT½rd¾éT Access Resource (Data) from other PCs 

 

 
 



7+ FatupSMsMrab;tP¢ab;cMnYnkuMBüÚT½reRcIn cab;BI 3 eRKÓgeLIg 

 

7.1- eyIg®tUvmanma:suInkuMBüÚT½rCamunsin ehIyma:suInkuMBüÚT½rrbs;eyIg®tUvman Operating System (Windows) . 

7.2- ral;kuMBüÚT½rTaMgGs; hamdak;eQµaHkuMBüÚT½rdUcKña.  

7.3- enAkñúgkuMBüÚT½r®tUvman]bkrN_ Network Card ehIy®tUv Install Driver Network Card pg. 

7.4- ®tUvman]bkrN_ HUB, Access Switch . 

7.5- ®tUvmanExSr Network UTP RJ45 nwgk,al;RKab; Connector RJ45 ehIykwbRbePTCaExSr Rsb. bnÞab;mkedat 

BIr Network Card énkuMBüÚT½rTI1 eTAkan;]bkrN_ Access Swtich. 

7.6-®tUvkMnt; IP Address & Subnet Mask enAkñúg Network Card  (Ex:  192 . 168 . 168 .  x  /24 ) . cMNaM : ral;kuMBüÚT½r 

TaMgGs;hamkMnt; IP Address dUcKña. 

7.7- ral;kuMBüÚT½r®tUvkMnt;enAkñúgRkumCamYyKña CaFmµtaeyIgeRbI eQµaHRkum KW Workgroup . 

7.8- ®tUv®tYtBinitüemIlExSr Connection, Check Firewall, Check Services in Windows [Start or Stop] 

7.9- EckrMElkTinñn½yeGayeTAkuMBüÚT½rd¾éTeTot Share Resource (Data) such as: Drives (HDD, CD-Rom, Flash), 

Folders, Printer (cMNaM:  eyIgminGac Share File )aneT) 

7.10- cab;epþImTajykTinñn½yBIrkuMBüÚT½rd¾éT Access Resource (Data) from other PCs 

 

 

cMNaM : enAkñúgkuMBüÚT½reKEbgEckCaBIrKW Physical & Logical. 

- Physical: KWtMNageGay Hardware dUcCa HDD, RAM, CPU, 

VGA, Main Board, NIC, Hub, Access Switch, Access Router, 

Modem ADSL, Printer, Cable, Connector, … 

- Logical: KWtMNageGay Application b¤ Software dUcCa OS= 

Operating System (Windows XP, 2003, 2008, Vista, 7, … nwg 

Microsoft Office, Adobe, WinRAR, VB.Net, … 



8- Network Interface Card (NIC): KWCabnÞHesoKVImYyGacCa ISA Card, PCI Card Edl®tUv)aneKedateTAnwg ISA 

Slot b¤ PCI Slot enAelI Mainboard, bu:Enþ NIC mYycMnYn®tUv)anP¢ab;mkCamYy Main Board Etmþg. ehIyvamantYnaTIbBa©Ún 

Data BIr PC mYy eTA PC mYyeTot tamryHExSr Network UTP. NIC EckecjCaBIrRbePT KW Interface (Port) nwg Wireless  

  - Speed = 10/100 Mbps  |  100/100 Mbps  |  1000/1000 Mbps 

 

  - Model= 3com / Realtek RTLxxxx / D-Link / Pro-link / SiS900 Based PCI FE / VIA Ethernet/ … 

 
 

  

 

PCMCIA  

: Network Connected mann½yfaeyIgmin)ankMnt; IP Address & Subnet Mask 

eT . eBlenaH Network Card nwgcab;yk IP DHCP Private Address KWesµIr  [ 169 . 254 . x . x  /16 ] . 

: Network Card enH®tUv)an Connected ehIy nwg )ankMnt; IP Address ehIy. 



: Network Disconnect mann½yfaminTan;)anP¢ab;ExSr Network UTP eT . 

: Network Cab; Firewall mann½yfaminGnuBaØateGay PCs d¾éTeTot sÁal;eyIg 

b¤ TajykÉksarBIr PC rbs;eyIg)aneT. bu:Enþ PC rbs;eyIgGacecjeTATajykÉksarBIr PCs d¾éTeTot)an. 

: Network Internet Sharing mann½yfa PC enHkMBugEckrMElk IP Address nwg 

Internet eGayeTA PCs d¾éTeTotGaceRbIR)as;)anEdr. 

: Network Disable mann½yfabiT Network Connection beNþaHGasnñ. 

 

 

- eraKsBaØa b¤ bBaða Error CamYy NIC: \LÚvenHeyIgmankuMBüÚT½r 2 eRKÓgdUcxageRkam/ sUmemIlrUb.  

 

- sMnYrTI 1 : sUmemIlrUbxagelI eday PC01 GacTajyk Data BIr PC02 )anFmµta bu:Enþ PC02 vijminGacTajyk Data BIr 

PC01 vij)aneT/ etIbNþalmkBIrmUlehtuGVI? 

cMelIyTI 1 :  Error NIC,    Error Cable,    Error OS,    Firewall OS Block,    Firewall Anti- Block,    Stop Services 

dMeNaHRsaybEnßm:……………………………………………………………………………………………………………………………………………………………

………………………………………………………………………………………………………………………………………………………………………………………….. 

- sMnYrTI 2 : sUmemIlrUbxagelI \LÚvenH PC01 minsÁal; PC02 nwg PC02 minsÁal; PC01 eT/ etIbNþalmkBIrmUlehtuGVI? 

cMelIyTI 2 :  Error NIC,    Error Cable,    Error OS,    Firewall OS Block,    Firewall Anti- Block,    Stop Services 

dMeNaHRsaybEnßm:……………………………………………………………………………………………………………………………………………………………

………………………………………………………………………………………………………………………………………………………………………………………….. 



8.1+ rebobbegáIt b¤ lub  Virtual Network Interface Card (Add Microsoft Loopback) 

krNI PC rbs;eyIgGt;man NIC b¤ NIC Disconnect eyIgminGacdMeLIg Server PDC )aneT b¤kmµviFImYyk¾minGac 

dMeLIg)anEdr. dUcecñHehIytMrUveGayeyIgbegáIt NIC beBaäat b¤ kwbExS UTP Network Ca Loop back. enAeBleyIg 

begáIt NIC beBaäatehIy. NIC EdleyIg)anbegáItenaHKWman Connection Etmþg (Active Connected). 

 

1- ( begáIt )ebIk Control Panel  Add Hardware  Next   Yes I have…  Next  Scroll down choose Add a 

new hardware devices  Next   Install…  Next  Network Adapter  Next  Microsoft  Microsoft 

Loopback Adapter  Next  Next Finish. 

: enHKWCa Icon Network Microsoft Loopback Adapter Edl)an Add beBaäat. 

 

2- ( lub ) ebIk Manage  Device Manger  Network adepters  Right click on NIC you want to delete choose 

Uninstall  ok  ok. 

 

 



HUB: Ca]bkrN_kNþalmYysMrab;P¢ab;bNþajkuMBüÚT½rCaeRcIneGaymanTMnak;TMng nwg sÁal;Kña. 

 

- Speed 10 / 100 Mbps 

 

 

- Haft Duplex  
rvag 2 PC minGacbBa©Ún Data eTAvij 

eTAmkkñúgeBlEtmYy)aneT 

- Broadcast 
sayPay Package dl; PC d¾éTeTot 

eFVIeGayman Collision & Data Flow 

- Collision 
karb:HTgÁicén Package eFVIeGay Data 

Error b¤ Hub KaMg 

 

 

 

Access Switch: Ca]bkrN_kNþalmYysMrab;P¢ab;bNþajkuMBüÚT½rCaeRcIneGaymanTMnak;TMng nwg sÁal;Kña. 

 

- Speed 10 / 100 / 1000 Mbps 

 

 

- Full Duplex  
rvag 2 PC GacbBa©Ún Data eTAvij 

eTAmkkñúgeBlEtmYy)an 

- No Broadcast 
minsayPay Package dl; PC d¾éTeTot 

mineFVIeGayman Collision & Data Flow 

- No Collision 
Kµankarb:HTgÁicén Package eFVIeGay Data Error 

b¤ Hub KaMg 

- Store & 

Forward 

sikSaelI MAC Address rvag Source & 

Destination ehIye)aHeTAkan;TisedA cM². 

- Through Put 
CaGñksMrbsMrYlExSr Network UTP Straight & 

Cross Over 

 

Router: KWCa]bkrN_mYyxusBIr Hub / Switch vamantYnaTIsMrab; Share Internet, pþl; IP Auto, Routing from In ot Out, … 



 

+ Router D-Link Broadband G-Plus 54 Mbps: 

- Default IP 192 . 168 . 0 . 1 /24 

 

- User Name admin 

- Password empty 

- Provide DHCP Provide IP auto to others PC 

- NAT Connect between two Network Address 

- Internet Sharing Provide Internet to others PC 

- Indoor / Distant 

Vector 
80  100 m 

- Default Port 

- WAN (Internet) = 1 

- LAN (Internal) = 4 

- Reset (Clear configuration) = 1 

WLAN / No WLAN  

 

     



 

+ Router Link-sys Broadband G-Plus 54 Mbps: 

- Default IP 192 . 168 . 1 . 1 /24 

  

 

- User Name admin / empty 

- Password admin 

- Provide DHCP Provide IP auto to others PC 

- NAT  

- Internet Sharing Provide Internet to others PC 

- Indoor / Distant Ve 80  100 m 

- Default Port 

- WAN (Internet) = 1 

- LAN (Internal) = 4 

- Reset (Clear configuration) = 1 

WLAN / No WLAN  

 

     



 

+ Router TP-Link Broadband G-Plus 54 Mbps : 

- Default IP 192 . 168 . 1 . 1 /24 

 

 

- User Name admin 

- Password admin 

- Provide DHCP Provide IP auto to others PC 

- NAT  

- Internet Sharing Provide Internet to others PC 

- Indoor / Distant 

Vector 
80  100 m 

- Default Port 

- WAN (Internet) = 1 

- LAN (Internal) = 4 

- Reset (Clear configuration) = 1 

WLAN / No WLAN  

 

 



+ Router Link-sys Access-Point G-Plus 54 Mbps : 

 

- Default IP 192 . 168 . 1 . 245 /24 

 

- User Name admin / empty 

- Password admin 

- Outdoor / Distant 

Vector 
200  400 m 

- Default Port 
- LAN (Internal) = 1 or 4 

- Reset (Clear configuration) = 1 

WLAN / No WLAN  

 

 
 

 



+ Router D-Link Access-Point G-Plus 54 Mbps: 

 

- Default IP 192 . 168 . 0 . 254 /24 

 

- User Name admin / empty 

- Password admin 

- Outdoor / Distant 

Vector 
200  400 m 

- Default Port 
- LAN (Internal) = 1 or 4 

- Reset (Clear configuration) = 1 

WLAN / No WLAN  

 

 



+ Router TP-Link Access-Point G-Plus 54 Mbps : 

 

- Default IP 192 . 168 . 1 . 245 /24 

 

- User Name admin / empty 

- Password admin 

- Outdoor / Distant 

Vector 
200  400 m 

- Default Port 
- LAN (Internal) = 1 or 4 

- Reset (Clear configuration) = 1 

WLAN / No WLAN  

 

 



sikSaRbePTExSr Network  nwg rebobkwbExSr  Network 

(Transmission Media) 

- bc©úb,nñenHeyIgeRbIExSr Network manEt 3 RbePT KW Coaxial Cable | Twiseted Cable | Fiber Optic Cable . 

1- Coaxial Cable  : KWCaRbePTExSrkabEdlmanséscMlgcrnþenAcMkNþal/ mansMNaj;karBarrlk (Signal) crnþ 

ehIyenAxageRkAman 2 RsTab;eTotedIm,IkarBarTwkcUl b¤karb:HTgÁicepSg². 

             
 

cMNaM : ExSr Coaxial man 2 RbePT KW Thin Coaxial Cable | Thick Coaxial Cable . 

1.1- Thin Coaxial Cable : ExSrenHGactP¢ab;)ancMgay 185 Em:Rt edayeRbICamYy BNC Connector 

               
 

 

 

1.2- Thick Coaxial Cable : ExSrenHGactP¢ab;)ancMgay 500 Em:Rt edayeRbICamYy AUI Connector 

  
 

2- Twisted Pair Cable : CaRbePTExSrEdleKeBjniymbMputsMrab; t P¢ab;Ca LAN kñúgmYyExSrman 4 KU b¤ eRcInKU  



ehIyExSr Twisted Pair EckCa 2 KW UTP (Unshielded Twisted Pair) KWCaExSrEdlmanelah³B½T§CuMvij nwgExSrmYy 

eTot STP (Shielded Twisted Pair) KWCaExSrEdlKµanelah³B½T§CuMvijeT. 

 

2.1- UTP (Unshielded Twisted Pair) 

  

- 10 BASE-T 

 - KµanRsTab;karBarenAEpñkxageRkA 

 - el,ÓnbBa©ÚlBt_man nwg Tinñn½y 10 / 100  Mbps 

 - eRbICamYy Connector RJ45 

 - RbEvgénkartP¢ab;rvagkuMBüÚT½r nwg kuMBüÚT½r minelIsBIr 100 Em:Rt 

 - tMélefaklµm (smrmüeRbI ) 

 

RbePTExSr Network EdlEbgEckCa Category 

- Cat 1 = sMrab;bBa©ÚnsMelg (Voice Only)  = cMMgayenAcenøaH  80  100 m 

- Cat 2 =  4 Mbps   = cMMgayenAcenøaH  80  100 m 

- Cat 3 =  10 Mbps (Ethernet)  = cMMgayenAcenøaH  80  100 m 

- Cat 4 =  20 Mbps (Ethernet)  = cMMgayenAcenøaH  80  100 m 

- Cat 5 =  100 Mbps (FastEthernet) = cMMgayenAcenøaH  80  100 m 

- Cat 5e =  100 / 1000 Mbps  = cMgayenAcenøaH  80  100 m 

- Cat 6 =  100 / 1000 Mbps  = cMgayenAcenøaH  80  120 m 

- Cat 7 = 10 / 100 / 1000 Mbps  = cMgayenAcenøaH  100  130 m 



rebobkwbExSr Network   

 

 1 Cable = 8 Pin 

 8 Pin = 8 srés 

karkwbExSr Network EckecjCa 2 

RbePT KW Standard A  &  Standard B 

Standard A Standard B 

+ Left + Right + Left + Right 

1-  WG 1-  WG 1-  WO 1-  WO 

2-  G 2- G 2-  O 2-  O 

3-  WO 3-  WO 3-  WG 3-  WG 

- W = White 

- O = Orange 

- G = Green 

- b = blue 

- B = Brown 

4-  b 4-  b 4-  b 4-  b 

5-  Wb 5-  Wb 5-  Wb 5-  Wb 

6-  O 6-  O 6-  G 6-  G 

7-  WB 7-  WB 7-  WB 7-  WB 

8-  B 8-  B 8-  B 8-  B 

 

cMNaM : ExSr Network KW dMenIrkarEt 4 ExSrbu:eNÑaH ehIy 4 ExSrenaHminxVl;famanBN_GVIeT sMxan; KW Rsb;Kña 

ehIy®tUvedatenAkñúgrunTI 1/ 2/ 3/ 6 énk,al;RKab; (Connector RJ45). mann½yfa runTI 1/ 2 sMrab;eFVI karbBa©Ún 

Package (Send) nwg 3/ 6 sMrab;eFVIkarTTYl Package (Receive). sMrab;É 4 ExSreTot EdlenAsl; eyIgGac 

ykeTAP¢ab;CamYyk,al;RKab;mYyeTot (More Connector RJ45). dUcecñHkúñgExSr Network mYy eyIgGacP¢ab;Ca 

mYyma:suInkuMBüÚT½r)ancMnYn 2 eRKÓg edayP¢ab;BIrma:suIneTAkan;]bkrN_ Hub or Access Switch bu:EnþebIP¢ab;BIr PC to PC 

KW)andl;eTA 4 eRKÓg bu:EnþsÁal;Kña)anEt 2²eRKÓgbu:eNÑaH.  

 

rebobP¢ab;ExSr  Network UTP ExVg (Cross) nwg Rsb (Straight) 

- PC  PC = Cross (Old System Unit) / - PC  PC = Cross  or  Straight (New System Unit) 

- PC  Hub / Access Switch / Access Router / Modem ADSL = Straight 

- Access Switch  Access Router / Modem ADSL / CISCO Router = Straight 

- Hub  Hub = Cross    /   Access Switch  Access Switch = Cross   /   PC  CISCO Router = Cross 

 

Straight (Rsb ) Cross Over ( ExVg ) Rollover ( bBa©as; ) Loop back ( beBaäat ) 

  1   8  



1   1 

2  2 

3  3 

6  6 

 

1   3 

2  6 

3  1 

6  2 

2  7 

3  6 

4  5 

5  4 

6  3 

7  2 

8  1 

1   3 

2  6 

 

 

 



sikSa]bkrN_  Standard System Phone (PABX  /  IP PBX) :  

 

- Ca]bkrN_mYysMrab;P¢ab;RbB½n§TUrs½BÞelItuCaeRcIneGaysÁal;Kña edayeRbIelx Extension 2/ 3/ 4 xÞg;edIm,ITMnak; 

TMngKña kñúgkarTMnak;TMngenHKWminKitluyeT (Free Charge), bu:EnþeyIgGacP¢ab;CamYyRbB½n§  023, 012, 011,… edIm,I 

TMnak;TMngeTAxageRkARkumhu‘n bu:EnþKitluytamFmµta (Charge Money). 

-  

 
 



 

 

 

 

 

 

Main Phone & Extension Phone: 

- Main Phone: CaRbePTTUrs½BÞelItuEdl)anP¢ab;CamYy]bkrN_ PABX ehIyk¾CaRbePTTUrsBÞ½mYysMrab;RKb; 

RKgelI]bkrN_ PABX enHEdr. edIm,IeFVIkar bit Call ecj & TTYl niyayrYmTak;TgeTAnwgkarbit b¤ ebIksiT§i 

KWRbePTTUrs½BÞ Main Phone CaGñkbBa¢a b¤ eyIgGaceRbIkmµviFIsMrab;bBa¢ak¾)anEdr. 

+ Main Phone: kwbExSrTUrs½BÞcMnYn 4 ExSr ehIyRsb P¢ab;eTAkan; Jack port TI 1 . 

 

- Extension Phone: CaRbePTTUrs½BÞelItuEdl)anP¢ab;CamYy]bkrN_ PABX sMrab;Et Call ecj & TTYl.  

+ Extension Phone: kwbExSrTUrs½BÞcMnYn 2 ExSr Rsbk¾)an ExVgk¾)an edayedatenArunTI 2/ 3 énk,al; 

RKab; ehIyP¢ab;eTAkan; Jack port TIbu:nµank¾)an. 

 

  



 

    

 

 

 

 

 

how to configure pabx 



sikSa  Peer to Peer Network / Workgroup 

- KWCakarRbmUlpþúMénkuMBüÚT½rCaeRcInedayP¢ab;elIbNþajEtmYy ehIycMnYnkuMBüÚT½rminelIsBIr 10 eTA 15 eRKÓg. 

- ral;kuMBüÚT½rTaMgGs;mansiT§esµIr²Kña KµankMuBüÚT½rNamYyGacRKb;RKgeTAelIkuMBüÚT½repSg)aneT (No PC Server). 

- Gt;mansuvtþiPaBRbB½n§karBar System & Data. 

- ma:suInkuMBüÚT½rman Capacity tUc nwg gay®sYltMeLIg ehIymantMélefak. 

- ral;Tinñn½yrbs; PC Clients ®tUv)anrkSaTukedayxøÜnÉg erog²xøÜn. 

- Bi)akRKb;RKg ral;kuMBüÚT½rnimYy²eRbIR)as; Applications edayesrI bu:EnþeyIgGacbiT b¤ Tubsáat;)an. 

- emeraKgay®sYlqøg nigbgáeGay Operating System (Window)qab;xUc b¤ Data )at;bg;. 

- RbePT Windows [ 9x / 2000 Pro / XP Pro / Vista Ultimate / 7 Ultimate ]. 

- bu:EnþRbsinebI  IT Administrator manbec©keTsx<s; Gackat;bnßyPaBsaMjaM (Error))aneRcIn. 

- ®tUvbþÚreQµaH User Account Administrator nwgdak;elxsMgat;pg Set Password 

 - enAeBleFVIkar Login enAkñúgkuMBüÚT½r KWeRbIR)as; User fµI ehIy User fµIenH siT§iesµIrnwg Group Users | Power Users 

 - eyIg®tUv biT b¤ erobcMcMnucsMxan;²mYycMnYnenAkñúgkuMBüÚT½r  dUcCa biT Alert Program, Regedit, Group Policy, … 

- biT Auto Run (Autoplay), Installation Program Antivirus Internet Security, USB Security Scanner 

- Training staffs how to use Flash Drive, How to open Documents, Show icon / symbal Virus, Other Application. 

- Peer to Peer Network / Workgroup KWCaRbePT Network Star Topology. 

  

 



rebobemIleQµaHkuMBüÚT½r nwg bþÚreQµaHkuMBüÚT½r 

- CaTUeTAeKEtgEtkMnt;nUveQµaHkuMBüÚT½reGay)anRtwm®tUv eTAtamEpñkerog²xøÜngay®sYlRKb;RKg; nwgEsVgrk PC 

edIm,ITajykBt_man nwg Tinñn½y. 

- Properties on My Computer  Computer Name  Change  enAkñúgRbGb; Computer Name sMrab;dak;eQµaH 

tMNageGaykuMBüÚT½r  Ok  Ok  Ok  Restart PC. 

cMNaM ³ - ral;kuMBüÚT½rTaMgGs;min®tUvdak;eQµaHdUcKñaeT (No Duplicate PC Name), sUmemIlrUbxageRkam. 

 
 



rebobkMnt; IP Address nwg Subnet Mask enAkñúg Network Card : 

 

- Properties on My Network Places  Properties on Local Area Network   Internet Protocol (TCP/IP)  

Properties  b¤ yk Mouse cucelInimitþsBaØa NIC EdlenACitema:g  Properties   Internet Protocol (TCP/IP) 

 Properties  

-  Obtain an IP address automatically: RbsinebIeyIgykcMnucenHmann½yfa kuMBüÚT½rrbs;eyIgrg;caMEt TTYl IP 

Address BIr kuMBüÚT½r Server b¤ BIr]bkrN_ Router tamry³ DHCP. 

-  Use the following IP address: mann½yfaeyIgkMnt; IP Address edayxøÜnÉg. 

- Default gateway: KWCaRckmYysMrab;naMeyIgeGaysÁal; Internet b¤ sÁal; IP Network EdlxusBIreyIg. 

- Preferred DNS server: kMnt; IP rbs;ma:suIn Server edIm,I Join domain b¤ kMnt; IP DNS rbs; ISP edIm,I Browser 

eQµaH Website (ex:  www.khmerfree.com  /  www.google.com  ) 

- Alternate DNS server: kMnt; IP rbs;ma:suIn Server b¤ IP DNS rbs; ISP TI 2 edIm,IsarKY enAeBlEdl IP 

Preferred DNS Server xUc. 

- Advanced… : sMrab; Add IP Address, DNS, eRcInenAkñúg Connection NIC EtmYy. 

 

rebobeFVI Test rvagkuMBüÚT½reRcIn faetIsÁal;Kña b¤ Gt; 

http://www.khmerfree.com/
http://www.google.com/


- Ex1: eyIgmankuMBüÚT½r 3 eRKÓg, KW PC-Account, PC-Sale, PC-Hr eyIgcg;dwgfarvag kuMBüÚT½rTaMg 3 sÁal;Kña b¤ 

Gt;. \LÚvenHeyIgQrenAelI PC-Sale ehIyeFVI Test eTAkan; PC-Account nwg PC-Hr fasÁal;Kña b¤ Gt;. 

- Start  Run  cmd  ok  b¤  Start  Programs  Accessories  Command Prompt  

- Image1: bgðajsarfa [Reply from 192.168.168.31:  bytes=32  time<1ms  TTL=128] mann½yfasÁal;Kña 

 

- Image2: bgðajsarfa [Request time out.] mann½yfaminsÁal;KñaeT edaysar IP enHmineRbI/ PC biT/ Firewall. 

 

- Image3: bgðajsarfa [Destination host unreachable.] mann½yfaminsÁal;KñaeT edaysar IP Address sßitenA 

Network Address xusKña. 

 



- Ex2:  

- C:\> Ping   192.168.100.20  : eFVI Test tamryH IP Address 

- C:\> Ping   PC02-Sale  : eFVI Test tamryHeQµaHkuMBüÚT½r 

- C:\> Ping   khmerfree.com  : eFVI Test tamryH DNS 

- C:\> Ping   www.khmerfree.com : eFVI Test tamryH Address Website 

 

- C:\> Ping   192.168.168.31  -t : kareFVI Test KWdMeNIrkarrhUtminQb; luHRtacuc Key   Ctrl + C   

 

http://www.khmerfree.com/


sikSaGMBI IP Address nwg rebobKNna IP Address V4=32bit and 

V6=128bit 

- sMrab;kMnt;elxsMKal;eGayeTAma:suInkuMBüÚT½r nwg]bkrN_mYycMnYn gar®sYlkñúgkarTMnak;TMng nwg Tajyk 

Éksar. ehIy IP Address V4 EckecjCa 5 Class KW  Class  A,  B,  C,  D,  E . 

 

IP Address Class:  A ( Default Class Full ) 

- Rang IP  = 0  127 (Note: 0 = Network ID;    127 = Loopback Address (Localhost)) 

- Start IP  = 1  126 

- Network Address = 1 byte 

- Mask bit / CIDR = 8 bit  { |||| |||| - 0000 0000 - 0000 0000 - 0000 0000  } = { N – H – H – H } 

- Subnet Mask  = 255 . 0 . 0 . 0 

- Host Address  = 3 byte 

- Host Bit  = 24 bit  { |||| |||| - 0000 0000 - 0000 0000 - 0000 0000  } = { N – H – H – H } 

- Total IP  = 224  = 16777216 IP 

 

+ Form IP Class A for Assign into NIC 

 

- IP Address 

1  126 

10 

0  255 

1 

0  255 

1 

1  254 

1 

- Subnet Mask 

|||| |||| 

255 

0000 0000 

0 

0000 0000 

0 

0000 0000 

0 

 

 

+ Form IP Class A for use in E-book or Exercise 

 

 

- IP Address =  10 . 1 . 1 . 1 /8 

- Network ID =  10 . 0 . 0 . 0 

- Broadcast IP  = 10 . 255 . 255 . 255 

 

 

 

 

 

 

 



255   = Decimal 

|||| |||| = Binary 

 

|7 |6 |5 |4 |3 |2 |1 |0 

128 64 32 16 8 4 2 1 = 255 

 

tMélelxEdlGacERb®bYlenAkñúgRbGb; Subnet Mask 

0000 0000 = 0 

|000 0000 = 128 

||00 0000 = 128 + 64 = 192 

|||0 0000 = 128 + 64 + 32 = 224 

|||| 0000 = 128 + 64 + 32 + 16 = 240 

|||| |000 = 128 + 64 + 32 + 16 + 8 = 248 

|||| ||00 = 128 + 64 + 32 + 16 + 8 + 4 = 252 

|||| |||0 = 128 + 64 + 32 + 16 + 8 + 4 + 2 = 254 

|||| |||| = 128 + 64 + 32 + 16 + 8 + 4 + 2 + 1 = 255 

 

rebobbMElg BI Decimal to Binary nwg Binary to Decimal vij 

 

Ex1: bMElgBIr Decimal eTACa Binary 

168 = 10101000 (128+0+32+0+8+0+0+0) 

192 = 11000000 (128+64+0+0+0+0+0+0) 

216 = 11011000 (128+64+0+8+4+0+0+0) 

 

Ex2: bMElgBIr Binary eTACa Decimal vij 

10101100 (128+0+32+0+8+4+0+0) = 172 

11101010 (128+64+32+0+8+0+2+0) = 234 

 

+ Example 

 

1- 10 . 1 . 1 . 1 /8 

2-   10 . 2 . 2 . 2 /8 

3-   10 . 1 . 2 . 1 /8 

4-   10 . 2 . 3 . 1 /8 

5-  10 . 1 . 1 . 1 /8 

6-   11 . 3 . 3 . 1 /8 



IP Address Class:  B ( Default Class Full ) 

- No Rang IP 

- Start IP  = 128  191 

- Network Address = 2 byte 

- Mask bit / CIDR = 16 bit    { |||| |||| - |||| |||| - 0000 0000 - 0000 0000  } = { N – N – H – H } 

- Subnet Mask  = 255 . 255 . 0 . 0 

- Host Address  = 2 byte 

- Host Bit  = 16 bit    { |||| |||| - |||| |||| - 0000 0000 - 0000 0000  } = { N – N – H – H } 

- Total IP  = 216  = 65536 IP 

 

 

+ Form IP Class B for Assign into NIC 

 

- IP Address 

128  191 

172 

0  255 

1 

0  255 

1 

1  254 

1 

- Subnet Mask 

|||| |||| 

255 

|||| |||| 

255 

0000 0000 

0 

0000 0000 

0 

 

 

+ Form IP Class B for E-book or Exercise 

 

 

- IP Address  =  172 . 1 . 1 . 1 /16 

- Network ID =  172 . 1 . 0 . 0 

- Broadcast IP  = 172 . 1 . 255 . 255 

 

 

+ Example 

 

1-   172 . 1 . 1 . 1 /16 

2-   172 . 2 . 2 . 1 /16 

3-   172 . 1 . 2 . 1 /16 

4-   172 . 2 . 3 . 1 /16 

5-   172 . 4 . 1 . 1 /16 

6-   173 . 1 . 3 . 1 /16 

 



IP Address lass:  C ( Default Class Full ) 

- No Rang IP 

- Start IP  = 192  223 

- Network Address = 3 byte 

- Mask bit / CIDR = 24 bit  { |||| |||| - |||| |||| - |||| |||| - 0000 0000  } = { N – N – N – H } 

- Subnet Mask  = 255 . 255 . 255 . 0 

- Host Address  = 1 byte 

- Host Bit  = 8 bit      { |||| |||| - |||| |||| - |||| |||| - 0000 0000  } = { N – N – N – H } 

- Total IP  = 28   = 256 IP 

 

 

+ Form IP Class C for Assign into NIC 

 

- IP Address 

192  223 

192 

0  255 

168 

0  255 

168 

1  254 

1 

- Subnet Mask 

|||| |||| 

255 

|||| |||| 

255 

|||| |||| 

255 

0000 0000 

0 

 

 

+ Form IP Class C for E-book or Exercise 

 

 

- IP Address  =  192 . 168 . 168 . 1 /24 

- Network ID =  192 . 168 . 168 . 0 

- Broadcast IP = 192 . 168 . 168 . 255 

 

 

+ Example 

 

1-   192 . 168 . 1 . 1 /24 

2-   192 . 168 . 2 . 2 /24 

3-   192 . 168 . 3 . 1 /24 

4-   192 . 168 . 2 . 1 /24 

5-   192 . 168 . 3 . 3 /24 

6-   192 . 168 . 1 . 2 /24 

 



Subnet Mask : EckecjCa 2 Class KW Class Full & Class Less 

 

Class Full : KWCa Default IP Address & Subnet mask EdlmanRsab;tMNageGay Network Path NamYy. 

 

+ Class A 

- Start IP  = 1  126 

- Subnet mask  = 255 . 0 . 0 . 0 

- Mask bit / CIDR = 8 bit 

 

+ Class B 

  - Start IP  = 128  191 

- Subnet mask  = 255 . 255 . 0 . 0 

- Mask bit / CIDR = 16 bit 

 

+ Class C 

  - Start IP  = 192  223 

- Subnet mask  = 255 . 255 . 255 . 0 

- Mask bit / CIDR = 24 bit 

 

 

** Example:  Which IP Address Class Full & Less ** 

 

10 . 1 . 1 . 1 /6 =   172 . 16 . 1 . 1 /6 =  192 . 1 . 1 . 1 /6  = 

10 . 1 . 1 . 1 /8 =   172 . 16 . 1 . 1 /8 =  192 . 1 . 1 . 1 /8  = 

10 . 1 . 1 . 1 /13 =   172 . 16 . 1 . 1 /13 =  192 . 1 . 1 . 1 /13  = 

10 . 1 . 1 . 1 /16 =   172 . 16 . 1 . 1 /16 =  192 . 1 . 1 . 1 /16  = 

10 . 1 . 1 . 1 /19 =   172 . 16 . 1 . 1 /19 =  192 . 1 . 1 . 1 /19  = 

10 . 1 . 1 . 1 /24 =   172 . 16 . 1 . 1 /24 =  192 . 1 . 1 . 1 /24  = 

10 . 1 . 1 . 1 /27 =   172 . 16 . 1 . 1 /27 =  192 . 1 . 1 . 1 /27  = 

 

 



+ Class Less: mann½yfa Subnet Mask b¤ Mask bit  xusBIr Default Class Full. ehIyeFVIeGaycMnYn IP Address Gac 

ekIneLIg b¤ fycuH. ehIy Class Less EckecjCa 2 KI Subneting & Superneting. 

 

+ Subneting: krNI Subnet Mask / Mask bit FMCag Class Full ehAfa Subneting ehIyeFVIeGay cMnYn IP Address 

fycuH b¤ tic. mann½yfaeyIgyk IP Address 1 Network eTAbMEbkecjCa Subnet / Group tUc². eRcIneRbICamYy 

Network Security b¤ P¢ab;BIr Link (site) mYyeTA Link (site) mYyeTot b¤ eRcIn Link (site). karBar Hacker 

  

* rUbmnþ (Syntax) 

 - Subnet bit  : cMnYnbegÁal b¤ cMnYn Subnet bit EdleyIgx©IBI Host bit 

- Host bit  : cMnYnelxsUnüEdlenAsl; (Host bit) 

- Valid Subnet   =  2n  : rkcMnYnRkumén IP srub. naMeGay n esµIrcMnYn Subnet bit 

- Valid Host =  2n – 2 : rkcMnYn IP Address EdleRbI)ankñúgmYyRkum. naMeGay n esµIrcMnYn Host bit 

- Mask bit / CIDR : cMnYnbegÁal b¤ cMnYn Subnet bit srub b¤ bMEbkecj mkBI Subnet Mask 

- Subnet mask  : smµitikmµEdleKeGay b¤ bMEbkecjmkBI Mask bit / CIDR 

- Total IP  :  256 – Subnet mask : rkcMnYn IP Address srubkñúgmYy Group 

- Network ID  : yktMélelxRtg; Total mktagelIbegÁalmYy ehIy bUkbnþ eTAbegÁalTI 2 

éntMél Total. IP enHeyIgmin GacykeTAkMnt;enAkñúg NIC )aneT bu:EnþeyIgyk IP enH eTAeRbIenAelI Cisco 

dUcCa Routing, Access-list, …. 

- Broadcast IP  : CatMélelxminGacykeTAkMnt;enAkñúg PCs )aneT. 

- Start IP for Host or PC : CatMélelxEdl®tUvkMnt;enAkñúg PCs . 

 

Note: krNI Subnet mask b¤ Mask bit ERbRbYlkñúgRbeLaHTI 1, 2, 3 Gt;KNnaRtg;cMnuc Network ID & 

Broadcast IP eT. eday Default Network = 0 nwg Broadcast IP = 255 . 

 



+ Superneting: krNI Subnet mask / Mask bit tUcCag Class Full ehAfa Superneting ehIyeFVIeGaycMnYn IP Address 

ekIneLIg b¤ eRcIn. 

* rUbmnþ (Formula) 

- Super bit  : cMnYnelxsUnüEdlERbRbYlenAkñúg Subnet bit 

- Host bit  : cMnYnelxsUnüsrub 

- Valid Super = 2n  : rkcMnYnRkumén IP srub 

- Valid Host = 2n – 2 : rkcMnYn IP Address EdleRbI)ankñúgmYyRkum 

- Mask bit / CIDR  : cMnYnbegÁal b¤ cMnYn Subnet bit srub b¤ bMEbkecj mkBI Subnet Mask. 

- Subnet mask  : smµitikmµEdleyIgeGay b¤ bMEbkecjmkBI CIDR 

- Total IP  : 256 – Subnet mask : rkcMnYn IP Address srub 

 

 

Example: 

 

192.2.2. x /27 , 193.3.3. x /30 , 194.4.4. x /25 , 172.16. x . x /23 ,    168.8. x . x /19 ,    10. x . x . x /14, x . x . x . x /5 

 

180. x . x . x /11 ,  192. 2 . x . x /21 , 200. 20. 32 . 66 /28 , 1 . 1 . 1 . 1 /30 ,  2 . 2 . 2 . 2 /7 

 

196.116.116.x  197.117.117.x  186.168.  x . x  150.150.  x.  x  20 .  x  .  x .  x 

255.255.255.248 255.255.255.240 255.255.224.0  255.255.128.0  255.254. 0 . 0 

 

sMnYrsMrab;lMhat;xagelI 

 

- How many IP for use on the Network per subnet? 

- How many Subnet or Group in one Network? 

- How many Subnet bit for borrow from host bit? 

- How many Host bit after borrow from Subnet bit? 

- What is Subnet Mask? 

- How many Mask bit / CIRD? 

- What is IP for Network ID? 

- What is IP for Broadcast IP? 

-  



sikSaRbB½n§suvtþiPaB ehAfa Firewall 

- Firewall sMrab;Tb;sáat;BBYk Hacker nwg Virus BIrxageRkARbB½n§ cUlmklYcTinñn½yenAkñúgRbB½n§rbs;eyIg. 

ehIy Firewall EckecjCa 2 KW Firewall Software & Firewall Hardware. 

 1+ Firewall Software mandUcCa (Build-in OS,  Ms ISA,  I net protector,  GFI,  Antivirus Internet Security, …) 

 2+ Firewall Hardware mandUcCa ( CISCO PIX (ASA),  Watch guard (Fire Box-X),  Sonic wall,  ISA,…  ) 

- CaTUeTARKb;bNþalRkumhu‘nFMdUcCa Banking, Organization, Government,… KWeBjniymeRbI Hardware Firewall 

Cag Software Firewall eRBaH Fn/ cMNayePøIgtic/ IOS kMrmanbBaða/ man Functions CaeRcInsMrab; Control,… 

 

 

1 + rebobedaH nwg dak; Firewall enAkñúg Windows XP2 nwg Window 7 

 

- enHCanimitþsBaØaEdltMNagfaCab; Firewall                                                         )  

- ebIk Control Panel  Windows Firewall   Off (not recommended)  ok b¤ Right click on icon NIC 

Citema:gyk Change Windows Firewall Settings   Off (recommended)  ok 

 

- cMNaM 1 : CaTUeTARtg;cMnuc Firewall On mann½yfaebIk b¤ cak;esar KWral; PCs d¾éTeTotminGacTajTinñn½yBIr PC 

EdlCab; Firewall )aneT. bu:Enþ PC Cab; Firewall enHGaceTATajykTinñn½yBIr PCs d¾éTeTot)anFmµta. 

 

- cMNaM 2 : CaTUeTAeyIg®tUvebIkRtg;cMnuc Firewall  On mann½ycak;esar ehIyGnuBaØateGay PCs d¾éTeTotGac 

TajykTinñn½yBIr PC rbs;eyIg)an. ehIyTinñn½yEdl®tUvqøgkat; Network ®tUv)an Firewall Scan. 

 

- cMNaM 3 : RbsinebIeyIgbiT Firewall ehIy ehIyenAEtminsÁal; Network eTot eyIg®tUveTA®tYtBinitü Firewall 

enAkñúg Program Anti virus dUcCa Kaspersky Internet Security, Trend Macro Internet Security,… fa Services 

Firewall rbs;vaebIkEdr b¤ eT. b¤eyIg®tUveTA®tYtBinitü Service rbs; Windows dUcCa ( Server & Workstation, … ) 

 



2 + rebobedaH nwg dak; Firewall enAkñúgkmµviFI Anti Virus Internet Secuirty 

 

 

- TI 1 : eyIgelIkykkmµviFI  Anti Virus Kaspersky Internet Security 7 mksikSa 

 

 

 

 

 

- TI 2 : eyIgelIkykkmµviFI  Anti Virus AVG Internet Security 2009 mksikSa 

 

 

- TI 3 : eyIgelIkykkmµviFI  Anti Virus McAfee Internet Security mksikSa 

 

 

 

- TI 4 : eyIgelIkykkmµviFI  Anti Virus Trend Micro Internet Security mksikSa 

 

 
 

 

 

- TI 5 : eyIgelIkykkmµviFI  Anti Virus Symantec  mksikSa 



 
 

- TI 6 : eyIgelIkykkmµviFI  Anti Virus Panda Internet Security  mksikSa 

 
  

- TI 7 : eyIgelIkykkmµviFI  Anti Virus Nod32 Internet Security  mksikSa 

          
 

 

 

- TI 8 : eyIgelIkykkmµviFI  Anti Virus ZoneAlarm Internet Security  mksikSa 

 

         



rebobEckrMElkTinñn½yeGayeTAkuMBüÚT½rd¾éTeTot ehAfa 

Share Data 

- Share sMrab;EckrMElk b¤ pþl;Tinñn½y BIrkuMBüÚT½rrbs;eyIg eGayeTAkuMBüÚT½rd¾éTeTot enAelI Network. 

- Share EckecjCa 2 TMrg; KW ³ Default Share Windows nig Share Permission 

 

Default Share Windows: TMrg;enHgay®sYleGaykuMBüÚT½rd¾éTeTot TajykÉksarBIrkuMBüÚT½rrbs;eyIg edaymincaM 

)ac;TamTarbBa©ÚlnUv User Name & Password GVIeT. sUmemIlrUbxageRkam 

     

- cuc Properties on Drive or Folder  Sharing Tab  Click If you understand the security risks but>>   Just 

enable file sharing  ok > 

 Share this folder on the network: siT§iesµIr nwg Read only RKb; PC TaMgGs;cUlmk kan; Drive / Folder mansiT§i 

RtwmEt Copy Data ecj nwg ebIkemIlxøwmsarenAkñúg FileEtbu:eNñaH. 

 Allow network users to change my files: siT§iesµIr nwg Full control RKb; PC TaMgGs;cUlmkkan; Drive / Folder 

mansiT§i Copy, Delete, Edit, Cut, View file)antamcitþ   ok 

- Rtg;TMrg;enHminman Option Security Tab eT. 

How to change style share from Default Share Window to Share Permission: 



 ebIk Explorer  Tools  Folder Options  View   Use simple file sharing (recommended)  Ok 

- Share Permission: ral;kMuBüÚT½rd¾éTeTotenAeBlTajykÉksarBIrkuMBüÚT½rrbs;eyIg ®tUvTamTarbBa©ÚlnUv User 

Name nig Password Camunsin eTIbGaccUlkñúgkuMBüÚT½rrbs;eyIg)an. ehIyvabgðajTMrg; Security Tab edIm,Igay 

®sYlkMnt;siT§ibEnßm eTAelIRbB½n§suvtþiPaBrbs;eyIg. 

 

-  Do not share this folder : eyIgmin Share folder enHeT. 

-  Share this folder  : eyIgcab;epþIm Share folder enH. 

- Share name   : KWCaeQµaHtMNageGay drive or folder Edl)an Share. 

- Comment   : KWCaeQµaHbBa©ak;bEnßmeGay drive or folder Edl)an Share. 

-  Maximum allowed  : RKb; PC TaMgGs;GacebIk drive b¤ folder kúñgeBlEt)anFmµta. 

-  Allow this number of users : kMnt;cMnYn PC GacebIk drive or folder )an bu:nµankuMBüÚT½rkúñgeBlEtmYy. 

- Permission   : CaTMrg;mYysMrab;kMnt;nUvsiT§i EkERbTinñn½y b¤Gt; 



 
 

- ehIyTMrg;enHman Option Security Tab. 

 

- Everyone: RKb; Users TaMgGs;enAelIma:suInepSg 

GacemIleXIj drive or folder Edl)an Share enH 

minRbkan; User NamYyeLIy. 

- Add/Remove: bEnßm b¤ lubnUv User or Group Edl 

mansiT§iebIk drive or folder. 

- Allow: GnuBaØat     /     - Deny: minGnuBaØat 

-  Full Control: Gac Create, Delete, Edit, View, 

Copy, Cut File. 

-  Change: Gac Create, Delete, Edit, View, Copy, 

Cut File. 

-  Read: Gac Copy & View data in file only. 



sikSaGMBIrcnasm<n§rbs; Folder nigRbB½n§suvtßiPaBTinñn½y  (NTFS Permission):  

 

   
 

- Full Control   : User Gac b¤ minGacGVI)anTaMgGs;. 

- Traverse Folder / Execute File : User Gac b¤ minGacebIkemIlTinñn½ykñúg Folder nwg emIlTinñn½ykñúg File. 

- List Folder / Read Data : User Gac b¤ minGacebIkemIlTinñn½ykñúg Folder nwg emIlTinñn½ykñúg File. 

- Read Attributes  : User Gac b¤ minGacebIkemIlTinñn½yenAkñúg Main Folder or File rbs;xøÜn. 

- Read Extended Attributes : Gac b¤ minGac Properties enAelI File & Folder nig minGac Copy Tinñn½yecjeT. 

- Create Files / Write Data : User Gac b¤ minGacbegáIt File enAkñúg Main Folder rbs;xøÜn. 

- Create Folders / Append Data : User Gac b¤ minGacbegáIt Sub folder enAkñúg Main Folder rbs;xøÜn. 

- Write Attributes  : User Gac b¤ minGacEkTinñn½yenAkñúg Main Folder or FIle rbs;xøÜn. 

- Write Extended Attributes : User Gac b¤ minGacpøas;bþÚr Read only, File Hidden, … 

- Delete Subfolders and Files : User Gac b¤ minGaclub Files, Sub folder enAkñúg Main folder rbs;xøÜn. 

- Delete   : User Gac b¤ minGaclub Main Folder rbs;xøÜn. 

- Read Permission  : User Gac b¤ minGacebIkemIl Permission rbs;xøÜn)aneT. 



- Change Permission  : User Gac b¤ minGacpøas;bþÚr Permission rbs;xøÜn)aneT. 

- Take Ownership  : User TTYl b¤ minTTYlykkarpøas;bþÚrBt_manrbs;xøÜn. 

 

 

 



rebobeFVI 

 

 

 

 

Data 

 

 

 

 

 

 

Accountings 

 

 

 

 

 

 

 

A1 

 

 

 

 

 

 

 

Teams 

 

 

 

 

 

 

 

 

Teams-ALL

- Sharing Tab   Share this folder  Permissions  Everyone   Full Control  ok 

- Security Tab  Group Administrators   Full Control 

- Security Tab  Group Users   List Folder Content 

- Security Tab  Group Administrators   Full Control 

- Security Tab  Group Users   List Folder Content 

- Security Tab  Add Group Accountings   List Folder Content 

- Security Tab  Group Administrators   Full Control 

- Security Tab  Group Accountings   List Folder Content 

- Security Tab  Add User  A1    Select Permission. 

- Security Tab  Group Administrators   Full Control 

- Security Tab  Group Accountings   List Folder Content 

- Security Tab  Add New Group Accountings   Select Permission 

- Security Tab  Group Administrators   Full Control 

- Security Tab  Group Users   List Folder Content 

- Security Tab  Add New Group Users   Select Permission 



rebobTajykÉksarBIrkuMBüÚT½rd¾éTeTot 

- munnigeyIgTajykÉksarBIrkuMBüÚT½rd¾éT eyIg®tUv®tYtBinitücMnucmYycMnYnCamunsin. 

- ®tUv®tYtBinitü Connection NIC (Cable Network Plug or Connected) enAkñúgkuMBüÚT½rrbs;eyIg nwg kuMBüÚT½rmYyeTot 

EdleyIgcg;TajykÉksar. 

- ®tUv®tYtBinitü IP Address rvagkuMBüÚT½rTaMgBIr faetIeyIgkMnt; IP Address enAkñúg Network CamYyKñaehIy b¤ enA. 

- eyIg®tUveFVI Testing Connection edayeRbI Command  C:\>ping  PC Name  or  IP . krNIminsÁal;Kña sUmeTAemIl 

Firewall OS & Firewall Antivirus,  IP Address, Reinstall Driver NIC in Device Manager, Check Services in Window. 

 

rebobTI 1 - cuc Start  Run     ok 

 

rebobTI 2 - ebIk Explorer    Enter 



rebobTI 3 - ebIk Explorer  My Network Places  Entire Network  Microsoft Windows Network  

Workgroup   erIseQµaHkuMBüÚT½rEdlebIkykÉksar. 

 

 

rebobTI 4 - ebIk My Network Places  View workgroup computers   erIseQµaHkuMBüÚT½rEdlebIkykÉksar. 

         



sikSaGMBIr Services enAkñúg Windows XP and Windows 7 

- KWCa Services EdlmanRsab;enAkñúg Windows sMrab; biT b¤ ebIkRbB½n§dMeNIrkarmYycMnYnrbs; Windows . 

 

- DNS Client  : PC Client Gac b¤ minGac Join Domain eTAkan; PC Server, Access Internet. 

- DHCP Client  : PC Client TTYl b¤ minTTYl IP Address Auto BI PC Server, Router, Model ADSL. 

- Server  : mann½yfakuMBüÚT½rd¾éTeTot minGacTajykÉksarBIrkuMBüÚT½rrbs;eyIg)aneT. bu:Enþ 

kuMBüÚT½rrbs;eyIgGacTajykÉksarBIrkuMBüÚT½rd¾éTeTot)anFmµta. eyIgminGaceFVIkarpøas;bþÚr Permission or User 

Right enAelI User Account )anEdr CaBiesseyIgminGac Share Data )aneT. 

- Print Spooler  : PC rbs;eyIg b¤ PC d¾éTeTotminGaceFVIkar Install Driver Printer b¤ Print )aneT. 

- Messenger  : PC rbs;eyIgminGacepJIrsar (SMS) eGayeTA PC d¾éTeTot)aneT. 

- Windows Audio : Play Video )anFmµta bu:Enþmin B¤ sMelg. eyIgman Driver Sound Fmµta. 

- Workstation : biT Change Workgroup, ehIy PC rbs;eyIg nwg PC d¾éTeTotminGaceFVI karTMnak;TMng 

nigTajykÉksarBIrKña eTAvij eTAmk)aneT. 

- Plug and Play  : enAeBleyIgedat Flash drive b¤]bkrN_epSg²tamryH USB. PC eFVIkar Detects 



sikSaBIreraKsBaØa Error enAeBlTajykTinñn½yBIrkuMBüÚT½rd¾éT 

min)an 

 

 

 

eraKsBaØaTI 1 - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

 

       
 

- enARtg; User name: minGnuBaØateGayeyIgEk b¤ bBa©ÚltMéleT bu:EnþeGayeyIgGacEk b¤ bBa©ÚltMélkñúgRbGb; 

Password )an. etIbNþalmkBIrGVI? 

 

- Message xagelIenH KWbNþalmkBIr PC02 minTan;)an Share Data (Folder, Drive, Printer) NamYyeT. 

 

 - dMeNaHRsay sUmeTAQelI PC02 ehIyeFVIkar Share Drive  or  Folder NamYy. 

 - bnÞab;mksUmeFVI Test TajykÉksarmþgeTot.  

 



eraKsBaØaTI 2 - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

       
 

 - enARtg; User name & Password: GnuBaØateGayeyIgEk b¤ bBa©ÚltMél)anFmµta. etIbNþalmkBIrGVI? 

- Message xagelIenH KWbNþalmkBIr PC02 )ankMnt;nUv Permission & User Right. mann½yfaral; PCs TaMg 

Gs;enAeBlTajykÉksarBIr PC02 ®tUvbBa©Úl User name & Password rbs; PC02 Camunsin eTIbGaccUl 

eTAykÉksarenAkñúg PC02 )an. 

 

dMeNaHRsay 

+ rebobTI 1 erobcM Permission & User Right elI PC02. 

 - ®tUvdak;elxsMgat;enAelI User Account { ex:  User Account=NiDA & Password=admins168 }.  

 - ®tUv Disable User Guest. 

 - ebIk Explorer  Tools  Folder Options  View  edaH Tick  Use simple file sharing…  ok 

 

+ rebobTI 2 erobcM Permission & User Right elI PC02. 

 - ®tUvdak;elxsMgat;enAelI User Account { ex:  User Account= NiDA   &    Password=admins168 }. 

 - cuc Start  Run  secpol.msc  ok  Local Policies  Security Options   

  - Account: Guest account status: bþÚrBIr { Enable  Disable }  ok 

  - Network access: Sharing and Security… : erIsyk Classic- local users…  ok  close 

 - cuc Start  Run  gpupdate  ok 

eraKsBaØaTI 3 - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 



 
 

 
 

- Message xagelIenH KWbNþalmkBIr PC02 Cab;nUv User Right b¤ edaysarEt User Account mindak; Password 

 

- dMeNaHRsayTI 1 ³ QrelI PC02 eTAdak;elxsMgat;enAelI User Account Edl PC02 kMBugEteRbI 

bnÞab;BIrdak;elxsMgat;enAelI User Account ehIy sUmQrelI PC01 vijmþg ehIyeFVIkarTajykÉksar BIr PC02 

mþgeTot. eBlenaHva nig bgðajpÞaMgeGayeyIgbBa©ÚlnUv User Name & Password rbs; PC02  sUmbBa©Úl User 

Name and Password rbs; PC02 rUccuc ok CakareRsc. 

 

- dMeNaHRsayTI 2 ³ QrelI PC02 

- dak;elxsMgat; b¤ mindak;elxsMgat;elI User Account k¾)an b:uEnþebIdak;elxsMgat;elI User Account enAeBl 

kuMBüÚT½rd¾éTTajykTinñn½yBIrkuMBüÚT½rrbs;eyIg®tUvbBa©ÚlelxsMgat;Edr.  

- cuc Start  Run  secpol.msc  ok  Local Policies  Security Options   

- Account: Limit local account use of blank passwords to console logon only: bþÚrBIr { Enable  Disable }  ok 

- cuc Start  Run  gpupdate  ok 

- sUmQrelI PC01 vijmþg ehIyeFVIkarTajykÉksar BIr PC02 mþgeTot. eBlenaHva nig bgðajpÞaMgeGayeyIg 

bBa©Úl User name & Password rbs; PC02  sUmbBa©Úl User Account ehIycuc Ok  CakareRsc. 

- bu:EnþebIeyIgmincg;eGayecjpÞaMg Message Error & pÞaMg User name, Password eyIg®tUveFVIdUcxageRkam 

- QrelI PC02 dak;elxsMgat; b¤ mindak;elxsMgat;elI User Account k¾)an. 



- eTA Enable User Guest . 

- ebIk Explorer  Tools  Folder Options  View   Tick Use simple file sharing…  ok  ehIy eFVIkar 

Logoff kuMBüÚT½r.  – bnÞab;mksUm Qr elI PC01 vijmþg ehIysak;l,gTajykÉksarBIr PC02 mþgeTot. 

 

 

 

 

eraKsBaØaTI 4  - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

 

 
 

 
 

- Message xagelIenH KWbNþalmkBI PC01 edaH Tick Rtg;cMnuc Client for Microsoft Network enAkñúg NIC 

 

- dMeNaHRsay ³ QrelI PC01 eTAdak; Tick Rtg; Client for Microsoft Network enAkñúg NIC  vijCakareRsc. 

- QrelI PC01 cab;epþImTamykTinñn½yBIr PCs d¾éTeTot. 



eraKsBaØaTI 5  - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

 
 

 
 

- Message xagelIenH KWbNþalmkBI PC02 edaH Tick Rtg;cMnuc File and Printer Sharing for Microsoft Network 

enAkñúg NIC 

 

- dMeNaHRsay ³ QrelI PC02 eTAdak; Tick Rtg; File and Printer Sharing for Microsoft Network enAkñúg NIC  

vijCakareRsc. 

- QrelI PC01 cab;epþImTamykTinñn½yBIr PC02 mþgeTot. 

 



eraKsBaØaTI 6  - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

 

 
 

 
 

 
 

 
 

- Message xagelIenH KWbNþalmkBI PC01 edaH Tick Rtg;cMnuc Internet Prototol (TCP/IP) enAkñúg NIC 

 

- dMeNaHRsay ³ QrelI PC01 eTAdak; Tick Rtg;cMnuc Internet Protocol (TCP/IP) enAkñúg NIC  vijCakareRsc.

- Message Error enH KW QrelI PC01 

TajykTinñn½yBIr PC d¾éTeTot. 

- Message Error enH KW QrelI 

PC02 TajykTinñn½yBIr PC01. 



eraKsBaØaTI 7 - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

 

 
 

 
 

- Message xagelIenH KWbNþalmkBI PC02 ®tUv)an Stop Services mYyeQµaHfa {  Server  } . 

cMNaM ³ krNI PC02 Stop Service [server] mann½yfa PC02 Gac eRbI Internet, Print, E-Mail, nwgGacTajykTinñn½y 

BIr PCs d¾éTeTot)anFmµta. bu:Enþ PCs d¾éTeTotminGacsÁal; b¤ TajykTinñn½yBIr PC02 )aneT. 

- PCs d¾éTeToteFVI Testing  [ping] mkkan; PC02 sÁal;Fmµta nwg  - PC02 ®tUv)anbiT Option  Share 

 

- dMeNaHRsay ³ QrelI PC02 

- sUmcUleTAemIl services enAkñúg Start  Settings  Control Panel  Administrative Tools  Open 

 Services   b¤  cuc Start  Run  services.msc  ok  sUmEsVgrkBaküfa server enAkñúgRbGb;xagsþaM cuc Start 

 - server  [ start ]  [ automatically ] 

bnÞab;BIr)anEkERb b¤ ®tYtBinitücb;sBVRKb;ehIy sUmcuc Start  Run  gpupdate  ok 

Note: cMnucenHGacnwgekItmaneLIgmþgeTot. dUecñHehIysUmbegáIt Script dUcxageRkamedIm,I Start Services eday Auto 

 - ebIkkmµviFI  Text Documents (notepad) 

   

 bnÞab;BIrsresr Script ehIy®tUv Save CaRbePT  

Batch File (Ex:   Fix.bat   /  Fix.cmd) 

  bnÞab;mkcuc Start  Run  gpupdate  ok 



eraKsBaØaTI 8 - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

 

 
 

 
 

      
 

- Message xagelIenH KWbNþalmkBI PC02 ®tUv)an Stop Services mYyeQµaHfa {  Workstation  } . 

cMNaM ³ krNI PC02 Stop Service [workstation] mann½yfa PC02 minGac eRbI Internet, Print, E-Mail, nwgminGac 

TajykTinñn½yBIr PCs d¾éTeTot)aneT nwgminGac Join to Domain of PC Server )aneT . 

- PCs d¾éTeToteFVI Testing  [ping] mkkan; PC02 sÁal;Fmµta bu:EnþminGacTajTinñn½yeTAvij eTAmk)aneT. 

 

- dMeNaHRsay ³ QrelI PC02 

- sUmcUleTAemIl services enAkñúg Start  Settings  Control Panel  Administrative Tools  Open 

 Services   b¤  cuc Start  Run  services.msc  ok  EsVgrkBaküfa workstation enAkñúgRbGb;xagsþaM cuc Start 

 - Workstation  [ start ]  [ automatically ] 

bnÞab;BIr)anEkERb b¤ ®tYtBinitücb;sBVRKb;ehIy sUmcuc Start  Run  gpupdate  ok 

Note: cMnucenHGacnwgekItmaneLIgmþgeTot. dUecñHehIysUmbegáIt Script dUcxagelI Rtg;cMnuceraKsBaØaTI 7 



eraKsBaØaTI 9 - enAeBl PC01 TajykÉksarBIr PC02 vabgðaj Message dUcxageRkam. 

 

      
 

      
 

 
 

 
 

 
 

- Message xagelIenH KWbNþalmkBIr PC02 )an Share Data siT§iesµIr Read only dUcecñHehIy kuMBüÚT½rd¾éTeTot 

minGac lub/ Ek/ begáIt/ kat;/ enAkñúg Folder or Drive Edl)ankMnt;eGay Access enaHeT. 

 

- Folder Edl PC d¾éT)an Share 

mkeGayeyIg eyIgemIleXIj 

ehIy bu:EnþminGacebIkemIl)an  

- KµansiT§icUlkñúg Folder enHeT 

sUmBinitüemIlRtg;cMnuc Share 

and Security 

- Message xagelIenH KWKµansiT§i Delete, Cut, 

Create, Edit File Name, Edit Info in File, … 



- dMeNaHRsay ³ QrelI PC02 

- RbsinebIeyIgcg;eGay PCs d¾éTeTot Gac begáIt/ lub/ Ek/ Past, Cut )an sUmpþl;siT§eGay Folder  or  Drive 

enaHesµIr Full Control . 

- sUmeTA®tYtBinitüenAelI Folder  or  Drive Rtg;cMnuc Share  &  Security Tab. 



sikSaBIrbBa¢aenAkñúg Windows XP / 7 / 2003 / 2008 

 

1+  hostname : bgðajBIreQµaHma:suInkuMBüÚT½rxøÜnÉg. vaesµIrcuc Properties on My Computer  

Computer Name  Change  eBlenaHvabgðajeQµaHkuMBüÚT½r. 

   - C:\>hostname 

 

2+  ping : sMrab;eFVI Testing rvagkuMBüÚT½r BIr b¤ eRcIn faetIsÁal;Kña b¤ Gt;. ehIy command ping 

enHmanP¢ab; parameter dUcxageRkam nwgelIkyk]TahrN_mkbBa©ak;. 

 

 - QrelI PC01 testing to PC02 

  - cuc  Start  Run  cmd  ok 

  - c:\>ping  192 . 2 . 2 . 40   b¤   c:\>ping   pc02 

   - c:\>ping  192 . 2 . 2 .40   b¤   - c:\>ping   pc02 

   - c:\>ping  192 . 2 . 2 .40  -t 

 

 

3+  ipconfig  : sMrab;bgðajBt_manBIr IP, Subnet mask, Default Gateway kñúgma:suInrbs;eyIg. 

   - C:\>ipconfig 

   - C:\>ipconfig  /all  : bgðajBt_manTaMgGs;BIr NIC 

   - C:\>ipconfig  /release : lub IP EdlTTYl)anBIr DHCP 

   - C:\>ipconfig  /renew : EsVgrk b¤ cab;yk IP fµI BIr DHCP 

   - C:\>ipconfig  /registerdns : sMrab; Save or Refresh DNS bnÞab;BIr)anEkERbrYc 

 

 

 

 

 

4+  net  view  : sMrab;bgðajeQµaHkuMBüÚT½rTaMgGs;enAelIbNþaj Network . 

   - C:\>net  view 

 



5+  arp  -a  : bgðaj IP & MAC Address rbs;kuMBüÚT½rTaMgGs;enAelIbNþajrYmKña. 

   - C:\>arp  -a 

 

6+  cls   : sMrab;sMGatépÞ Screen eGays¥at. 

   - C:\>cls 

 

7+  exit   : sMrab;cak;ecjBIrkmµviFI b¤ biT. 

   - C:\>exit 

 

8+  md   : sMrab;begáIt Folder. 

   - C:\>md   Data 

   - C:\>md   Data\Sale 

 

9+  cd   : sMrab;cUleTAkñúg Folder or Directory . 

   - C:\>cd  windows 

   - C:\widnows>cd  system32 

   - C:\windows\system32> 

 

 

10+  cd..  : sMrab;cak;ecjBIr Path Folder mþg²mYy Path. 

   - C:\windows\system32>cd.. 

   - C:\windows>cd.. 

   -C:\> 

 

11+  cd\  : sMrab;cak;ecjBIr Path Folders TaMgGs; mkQrelI Drive. 

   - C:\widnows\system32>cd\ 

   - C:\> 

 

12+  rd   : sMrab;lub Folder TeT. 

   - C:\>rd   Data\Sale 

   - C:\>rd   Data 

 

 

 

 

 

13+  copy  con  : sMrab;begáIt File. 

   - C:\>copy   con   keygen.txt 

   write text here  after write finish press key F6  for save 

 



14+  del  : sMrab;lubEt File . 

   - C:\>del   data\cv.doc 

   - C:\>del   data\*.txt 

 

15+  dir 

 

16+  copy 

 

 

+ lusrmgr.msc : sMrab; begáIt/ lub/ biT/ dak; b¤ bþÚrelxsMgat;. ebIk User Account enAkñúg Manage 

   - C:\>lusrmgr.msc    b¤ cuc Start  Run  lusrmgr.msc  ok 

 

+ nusrmgr.cpl : sMrab; begáIt/ lub/ biT/ dak; b¤ bþÚrelxsMgat;. ebIk User Account enAkñúg Control Panel 

   - C:\>nusrmgr.cpl    b¤ cuc Start  Run  nusrmgr.cpl  ok  

 

+ firewall.cpl : sMrab; dak; b¤ edaHRbB½n§suvtþiPaB. ebIk Firewall enAkñúg Control Panel 

   - C:\>firewall.cpl    b¤ cuc Start  Run  firewall.cpl  ok 

 

+ ncpa.cpl : ebIkpÞaMg Network Connections edIm,IkMnt; IP Address. ebIk Network Con- enAkñúg Control Panel 

   - C:\>ncpa.cpl    b¤ cuc Start  Run  ncpa.cpl  ok 



+ net  send  : sMrab;epJIrsar (SMS) eGayeTAkuMBüÚT½rd¾éTeTot 

- C:\>net  send  192.2.2.40  hi nida, where do u study? 

 

+ mstsc  : sMrab;ebIkkmµviFI Remote Desktop ehIybBa¢aeTAkan;kuMBüÚT½rd¾éTeTot 

   - C:\>mstsc   b¤ cuc Start  Run  mstsc  ok 

- Start  Programs  Accessories  Communications  Remote Desktop Connection   

 

+ copy  : sMrab;cMlg File or Folder. 

   - C:\>copy  e:\i386\NTLDR   c:\ [ex:  drive  e:  is the drive cd-rom] 

   - C:\>copy  d:\*.doc    f:  [ex:  drive   f:  is the Flash drive] 

 

+ gpedit.msc  : sMrab;ebIkkmµviFI Group Policy edIm,Ibit b¤ ebIk Application & Services OS. 

   - C:\>gpedit.msc  b¤ cuc Start  Run  gpedit.msc  Ok 

 

+ gpupdate  : sMrab; Save / Refresh Group Policy bnÞab;BIr)anEkERbrYc. 

   - C:\>gpupdate  b¤ cuc Start  Run  gpupdate  Ok 

 

+ dsa.msc : sMrab;ebIkkmµviFI Active Directory Users and Computers, edIm,IbegáIt User, Group, OU, 

Reset Password User, Rename User, Map Drives, Profiles, … 

 - C:\>dsa.msc  b¤ cuc Start  Run  dsa.msc  Ok 

 

+ dnsmgmt.msc : sMrab;ebIkkmµviFI Domain Name System (DNS) 

 - C:\>dnsmgmt.msc  b¤ cuc Start  Run  dnsmgmt.msc  Ok 

 

+ dhcpmgmt.msc : sMrab;ebIkkmµviFI Dynamic Host Configuration Protocol (DHCP) 

 - C:\>dhcpmgmt.msc  b¤ cuc Start  Run  dhcpmgmt.msc  Ok 

 

+ inetmgr : sMrab;ebIkkmµviFI Internet Information Services (IIS) 

 - C:\>inetmgr  b¤ cuc Start  Run  inetmgr  Ok 

   



rebobkMnt;elxsMgat;eRcIn tg; enAkñúgkuMBüÚT½r 

 

+ rebobdak;elxsMgat; tg;TI 1: KWdak;enAkñúg BIOS  or  CMOS 

- cMeBaH System Unit Branch Name dUcCa ( IBM, COMPAQ, HP, SONY,… ) KWeRbI Key F1/  F2 /  F10 edIm,IcUlkñúg 

BIOS or CMOS 

- cMeBaH System Unit Branch Name dUcCa ( IBM, COMPAQ, HP, SONY,… ) KWeRbI Key  Del  /  Delete edIm,IcUlkñúg 

BIOS or CMOS 

- ]TahrN_ System Unit rbs;´eRbI Model COMPAQ edaycuc Key  F2 edIm,IcUlkñúg BIOS  Power on System 

Unit  or  Restart PC  cuc Key  F2 mYy² rhUtcUldl; BIOS  System Security  Password Security  Enter  

dak;elxsMgat;  Enter  Esc  Save with Exit. 

- krNIeyIgePøcelxsMgat; eyIgGacdk; Cable Power ecjBIr System Unit bnÞab;mkdk;fµ Battery ecj 

TukRbEhlCa 30 vinaTI bnÞab;mkedat Cable Power ehIyebIk System Unit bnÞab;elxsMgat;®tUv)an Clear ecal. 

ehIybit System Unit dak;fµ Battery cUlvij. 

 

+ rebobdak;elxsMgat; tg;TI 2: KWdak;enAkñúg System Security Windows 

- cuc Start  Run  syskey  Ok  Update   Password Startup  bBa©ÚlelxsMgat;enA kñúgRbGb; 

Password  Ok  Ok. 

 



+ rebobedaHelxsMgat; tg;TI 2 : enHecjvij  Start  Run  Syskey  Ok  Update   System Generated 

Password  Ok  bBa©ÚlelxsMgat;EdleyIg)andak;BImun  Ok  Ok. 

 

 

+ rebobdak;elxsMgat; tg;TI 3 : KWdak;enAkñúg User Account 

- tamry³ Control Panel  User Accounts   cucelI Account EdleyIgcg;dak;elxsMgat;  cuc Create a 

Password  bBa©ÚlelxsMgat;kñúgRbGb; Type a new Password  Create Password. 

 

- tamry³ Manage  Local Users & Groups  Users  Right Click on User Edl cg;dak;elxsMgat;  Set 

Password…  Proceed  bBa©ÚlelxsMgat;  Ok. 

 

- krNIeyIgePøcelxsMgat; User Account eyIgGaceRbI User Administrator b¤eRbIkmµviFI ERD Commander b¤  

Active Password edIm,IbMEbkelxsMgat;. 

 

+ rebobedaHelxsMgat; User Account: tamry³ Manage  Local Users & Groups  Users  Right Click on User 

Edlcg;edaHelxsMgat;ecj  Set Password…  Proceed  mincaM)ac;dak;elxsMgat;eT  Ok  Ok.



rebobdak; b¤ edaH  Strong Password in Windows XP: 

- bnÞab;BIreyIg)antMeLIg Window XP rYcehIy. eBlenaHRbB½n§ Strong Password ®tUv)anbiteday Auto, 

dUecñHehIyenAeBleyIgbegáIt User Account enAkñúg Control Panel  User Account b¤enAkñúg Manage  Local user 

and group KWeyIgcg;dak; Password k¾)an mindak; Password k¾)an. \LÚvenHeyIgebIkRbB½n§ Strong Password 

eGaydMeNIrkar eRBaHenAeBleyIgbegáIt User Account ®tUvEtTamTareGayeyIgbBa©Úlelx sMgat; GkSrtUc/ FM/ 

elx/ ehIymancMnYnbu:nµanxÞg;eLIgeTA edIm,IeGaymansuvtþiPaBenAeBl User Login. 

cuc Start  Settings  Control Panel  Administrative Tools  Local Security Policy  b¤cuc Start  Run  

secpol.msc  ok  Account Policies  Password Policies  

- Minimum Password Length: kMnt;cMnYnelxsMgat;  x  Character . 

- Password must meet complexity requirement: bþÚrBIr Enable eTACa Disable 

 Ok  cuc Start  Run  gpupdate  Ok CakareRsc. 

 
 

 



enAeBl User Account bBa©ÚlelxsMgat;xuscMnYnbu:nµandg User Account enH®tUv)anbiTenAkñúg OS XP:  

- cuc Start  Run  secpol.msc  ok  Account Policies  Account Lockout Policies  

 - Account lockout duration : KaMgbu:nµan naTIbnÞab;BIrbBa©ÚlelxsMgat;xus 

 - Account lockout threshold : kMnt;cMnYnbu:nµandg enAeBlbBa©ÚlelxsMgat;xus Disable User 

 -Reset account lockout counter after: bnÞab;BIrbu:nµan naTI User ®tUv)an Enable vij 

 Close  Start  Run  gpupdate  ok CakareRsc. 

 

 



sikSaBIr  Server Computer Network 

 

- etIGVICa Server? 

- Server KWCaPasamYytMNageGay em b¤ GñkRKb;RKg . sMrab;RKb;RKg nwg pÁt;pÁg;ral;Bt_man/ Resource (Data) 

eGayeTAma:suInkuMBüÚT½r Client eRbIR)as;eTAtamsþg;darkargar ehIymanRbB½n§suvtþiPaBTinñn½y nigkarBarBI 

Hacker. 

- Server KWCama:suInkuMBüÚT½rmYyRbePTEdlmanrUbrag nig Capacity FM. ehIyman]bkrN_CaeRcInsMrab;P¢ab;CamYy 

dUcCa RAID Card (Smart Array), Hot Plug, HDD SCSI, Tap Backup, … . 

- ma:suIn Server ®tUv)andMeNIrkarCamYy Windows 2003, 2008 Server / Open Source (Redhat, CentOS, Ubuntu). 

- Server ®tUv)anEbgEckecjCaRbePT Server xus²Kña ehIykarRKb;RKgrbs; Server nimYy²k¾xusKñaEdr. 

- Server edIrtYya:gsMxan;kñúgkarRKb;RKgBt_man nwgTinñn½y TaMgmUlrbs;ma:suIn Client ehIymansuvtßiPaBx<s;. 

- Server eRcIneRbICamYy Network FM² mann½yfaTMhMkargareRcIn CaBiesseRcIneRbICamYy Banking, Organization, 

Government, Hospital, Hotel, Middum or Enterpise Building, ... edayRKb;RKg Users  rab;ry/ rab;Ban; nak;. 

- RbB½n§ Network Server vamansuvtþiPaBCagRbB½n§ Network Peer to Peer (Workgroup) eRBaHmanEt User Account 

Domain EtmYyKt; EdlGaceRbIR)as; Network Resource (Data) kñúg Domain Server )an. 

 



-niymn½y nwg tYnaTI rbs; Server nimYy²: 

1- Primary Domain Controller (PDC) / Domain Controller (DC) / Active Directory (AD) / Server Base: 

KWCama:suInem dMbUgeKbg¥s; sMrab;RKb;RKgral; SAM Database (Object, OU, User, Group, Domain, Script, Profile, 

Database) rbs;kuMBüÚT½r Clients nigkuMBüÚT½r Server d¾éTeTot. ehIyral;kuMBüÚT½r Clients nig Server TaMgGs; 

dac;xat®tUvEtP¢ab; eTAkan;kuMBüÚT½r Server PDC/DC/AD .  Page 73 

 

2- Additional Domain Controller (ADC) / Backup Domain Controller (BDC): sMrab;eFVIkar Backup ral; Active 

Directory (Domain) b¤ SAM Databse BIrma:suIn Server PDC / DC / AD . bu:Enþvamin Backup Data  eT . enAeBlEdl 

kuMBüÚT½redIrtYCa PDC/DC/AD xUc eBlenaHkuMBüÚT½redIrtYCa ADC/BDC enH nigeFVIkarCMnYsvijmþg KWCaGñkRKb;RKgral; 

ma;suInkuMBüÚT½r Clients TaMgGs;. Page 113 

 

3- File Server  : sMrab;pÞúkral;Tinñn½yrbs;ma:suIn Clients ehIypþl;PaBgay®sYldl;ma:suIn Clients 

ykÉksarmkdak;elIma:suIn Server b¤TajBIr Server ykmkeRbIelIma:suIn Client mYyNak¾)an.  Page 78 

 

4- Mail Server  : sMrab;pÞúk b¤RKb;RKgral;bNþal E-mail dUcCa biT Send/Receive, tamdanskmµPaBma:suIn 

Client Send/Receive SMS, gay Backup/Restore E-mail, kat;bnßy Bandwidth Internet, enAeBl Internet dac; 

ma:suIn Client k¾Gac Send SMS nwg®tYtBinitü SMS Edl)anTTYlBIreKEdr. cMeBaH Mail Server enH®tUv)anP¢ab;eTA 

kan;kuMBüÚT½r Server PDC/DC/AD lkçNHCa Join Domain dUckuMBüÚT½r Client Edr. minEmndMeLIgCa PDC/DC/AD eT. 

 

5- Client / Server : KWsMedAeTAma:suIn Client XP | 7 nwgma:suIn Server 2003 | 2008 | Linux . ma:suIn Client 

KWCa GñkesñIrsuMGVImYyBIrma:suIn Server ehIyma:suIn Server KWCaGñkeqøIytbnUvGVIEdlma:suIn Client )anesñIrsuM b¤ 

cg;)an. ral;kareRbIR)as;enAkñúgkuMBüÚT½r Clients GaRs½yeTAelIkuMBüÚT½r Server CakMnt;eGayeRbI. 

 

6- Database Server : sMrab;pÞúkral; Database TaMgGs; BIrma:suIn Clients Edl)anbBa©ÚlTinñn½y tamryHkmµviFI 

RKb;RKg Database ehIykarP¢ab;BIrma:suIn Client eTAma:suIn Server tamryH (ODBC) SQL Server, Oracle CaedIm. 

cMeBaH Database Server enH®tUv)anP¢ab;eTA kan;kuMBüÚT½r Server PDC/DC/AD lkçNHCa Join Domain dUckuMBüÚT½r 

Client Edr. minEmndMeLIgCa PDC/DC/AD eT. 



7- Application Server : sMrab;pþl;kmµviFIeRbIR)as;eGayeTAma:suIn Clients edaysV½yRbvtþi. mann½yfaral;ma:suIn 

Client TaMgGs;mincaM)ac; Setup kmµviFIeT. 

 

8- Proxy Server : edIrtYCama:suIn Firewall pg nwgCama:suIn sMrab;pþl; b¤ RKb;RKgelIRbB½n§ Internet 

eGayeTA ma:suIn Clients, biT b¤ ebIk ma:suIn Clients GaceRbI Internet, biT Website, kMnt; Speed / Bandwidt 

Internet, … 

cMeBaH Proxy Server enH®tUv)anP¢ab;eTA kan;kuMBüÚT½r Server PDC/DC/AD lkçNHCa Join Domain dUckuMBüÚT½r Client 

Edr. minEmndMeLIgCa PDC/DC/AD eT. 

 

9- Web Server  : sMrab;pÞúk Intranet, Internet, Database lkçNHCa Web Application ®tUv)andMeNIrkarenA 

elI Web Browser edayeRbICamYy Protocol ( IIS, DNS,  HTTP, HTTPs, FTP,  Appach, Warm, Xampp, … ) Page 116 

  

10- DNS Server :  



rebobtMeLIg Domain Controller(DC) / Active Directory(AD) in Server 2003 R2 

 

- edIrtYCama:suIn Server dMbUgeKbg¥s; ehIysMrab;RKb;RKgeTAelIma:suIn Clients & Server d¾éTeTot. 

- KWCa Directory Services mYyEdlRKb;RKgeTAelI Domain TaMgmUl. ehIy Domain enH®tUv)anpþl;eTAeGay PCs 

TaMgGs;enAelI Network. 

- pÞúkral; Master of SAM Database dUcCa [Object, Computer,  OU, User Account,  Group,  Printer,  …] CaedIm. 

SAM (Security Access Managements). 

- DC / AD  ekIteLIgenAeBleyIgtMeLIg Windows Server edayeyIgeRbI Command  [ dcpromo ] b¤ cUltamryH 

Configuration Your Server Wizard / Manage Your Server. 

- epÞógpÞat; User Account & Password enAeBl Login (Authentication User Account and Password). 

 



sikSaGMBIFatupSM nigrebobdMeLIg  Domain Controller or Active Directory in Server 2003 R2 

1- PC + Windows Server 2003 R2 

2- In System Unit have NIC and NIC must connect (Network cable plug) (Active) 

3- Set IP Address / Subnet mask / Preferred DNS Server in NIC 

4- Add Protocol DNS, Don’t forget insert Disk Windows Server into CD-Rom Drive or Copy folder i386 into HDD 

5- Use command [ dcpromo ] for promote to Active Directory (Domain Controller) 

6- Testing DNS and Domain Controller (Active Directory) 

7- Create Reverse Lookup Zone in DNS and Update DNS 

8- Convert 2000 active mode to 2003 

9- Disable System Stronge Password 

10- Change User Administrator & Set Password User Administrator & Enable Remote Desktop & Restart PC 

 

Step 1:  sYrfaetIeyIgmanma:suInkuMBüÚT½rehIyb¤enA ehIyma:suInkuMBüÚT½renaH)antMeLIg Windows Server ehIyb¤enA. 

 

Step 2:  sYrfaetIenAkñúgma:suInkuMBüÚT½rrbs;eyIgman Network Card ehIyb¤enA ehIy NIC enaH Connected ehIyb¤enA. 

 

Step 3:  sUmkMnt; IP Address / Subnet Mask / Prefered DNS Server eGay)anRtwm®tUveTAtamRbB½n§ Network Edl)ankMnt; 

 

Step 4:  rebob Add Protocol DNS Server 

+ Note: Network Card ®tUvEt Connected nwg®tUvkMnt; IP / Subnet Mask / Prefered DNS Server Camunsin. 

+ sUmdak; CD Windows Server cUlkñúg CD-Rom b¤ Copy Folder [ i386 ] enAkñúg CD Windows yk eTAdak;enAkñúg 

Drive Hard Disk [Ex:  Drive  E:  Folder Soft … +.  

ebIk Control Panel  Add/Remove Programs  Add/Remove Windows Components  Choose on Networking 

Services>  Click Details   Domain Name System (DNS) only  ok  ok  ok  Restart PC> b¤ cUltam 

Properties on My Network Place  Advanced  Optional Networking Components  Choose on Networking> 

Services  Click Details   Domain Name System (DNS) only  ok  ok  ok  Restart PC> 



Step 5:  rebobtMeLIg  Domain Controller / Active Directory 

- bnÞab;BI Restart PC ehIy sUmeTA®tYtBinitüemIl IP Address/ Subnet Mask/ Prefered DNS Server mþgeTot/ 

ehIyebIkkmµviFI DNS Server Edl)an Add rYc faetIvadMeNIrkarRtwm®tUvehIy b¤enA. cab;epþImtMeLIg 

1- cuc Start  Programs  Administrative Tools  Manage Your Server  Add / Remove a Role  Next   

Custom Configuration  Next  Domain Controller (Active Directory) Next  Next  b¤tamrrebobmYyeTot   

2- cuc Start  Administrative Tool  Configure Your Server Wizard  Next   Custom configuration  Next  

Domain Controller (Active Directory)  Next  Next  b¤tamrrebobmYyeTot  

3- cuc Start  Run  vayBaküfa dcpromo  ok  Next  Next   Domain controller for a new domain  

Next   Domain in a new forest  Next  bMeBjeQµaH Domain enAkñúg RbGb; Full DNS name {ex:  

khmerfree.com }  Next  Next  Next  Next  Next  Next  Finish  Restart Now  . sUmrg;caMbnþic 

 

Step 6:  rebobeFVI Testing DNS Server with Domain Controller (Active Directory) sÁal;KñaehIy b¤enA (Intergrade Service). 

- cuc Start  Run  cmd  ok  c:\>n slookup 

- bnÞab;BIr Restart kuMBüÚT½rehIy sUmeTABinitüemIl IP Address/ Subnet Mask/ Preferred DNS Server mþgeTot. 

 

Step 7:  begáIt Revered Lookup Zone in DNS Server 

- cab;epþImebIk DNS Server cuc Start  Run  dnsmgmt.msc  Reversed Lookup Zone  New Zone  Next  

Next  Next  bBa©Úl IP Network ID [Ex:  192 . 168 . 168 .    ]  Next  Finish  Close . 

- cuc Start  Run  cmd  ok  C:\>ipconfig   /registerdns 

 

Step 8:  rebobbMElg  Windows 2000 mix mode to Windows 2003 (Raise Domain Functions Level) 

- cuc Start  Programs  Administrative Tools  Active Directory Domain and Trust  b¤ cuc Start  Run  

domain.msc  ok  Right click on domain name  Raise domain functional level  erIsyk Windows Server 2003 

 Raise…  ok  ok  bnÞab;mk Right click on Active Directory Domain and Trust  Raise domain functional level 

 erIsyk Raise…  ok  ok CakareRsc. cuc Start  Run  gpupdate  ok 

 

 



Step 9: rebobdak; b¤ edaH  Strong Password in Windows Server 2003 R2 (DC / AD) 

- bnÞab;BIreyIg)antMeLIg Window Server Stand alone eTACa Domain Controller ehIy. eBlenaHRbB½n§ Strong 

Password ®tUv)anebIkeday Auto, dUecñHehIyenAeBleyIgbegáIt User enAkñúg Active Directory User & Computer 

KWTamTareGayeyIgbBa©ÚlelxsMgat; GkSrtUc/ FM/ elx/ ehIymancMnYn 7 xÞg;eLIgeTA.  

- \LÚvenHeyIgeTAedaHRbB½n§ Strong Password enHecj mann½yfaeyIgcg;dak;elxsMgat;k¾)an mincg;dak;elx 

sMgat;k¾)an  cuc Start  Programs  Administrative Tools  Domain Security Policy  Account Policies  

Password Policies  

- Minimum Password Length: bþÚrBIr 7 Character eTACa 1 Character vij. 

- Password must meet complexity requirement: bþÚrBIr Enable eTACa Disable 

 Ok  cuc Start  Run  gpupdate  Ok 

 
 

Step 10: rebobbþÚreQµaH  User Administrator nigrebobdak;elxsMgat;elI User Administrator nigebIk Remote 

- ebIk Active Directory User and Computer  cucelI Domain Name  cucelI Users  R-Click elI User Account 

Administrator erIsyk Rename  dak;eQµaHEdleKKitmin®tUv  Ok  bnÞab;mk R-Click elIeQµaH User Account fµI  

yk Reset Password  dak;elxsMgat;Ca GkSrtUc/ FM + elx + nimitþsBaØa/ cab;BIr 8 15 xÞg;eLIgeTA  Ok 

 - Properties on My Computer  yk Remote Desktop   Remote Desktop  Ok  Ok  ehIy Restart PC. 



rebobTMlak;  Domain Controller / Active Directory eTACa Workgroup vij: 

-  tMrUveGay NIC Connect (Active) ehIy®tUv Disable Stronge Password 

- cuc Start  Run  vayBaküfa  dcpromo  ok  Next  ok   This server is the last domain…  Next  

Next   Delete all application…  Next  enAkñúgRbGb; New Administrator Password eyIgcg; dak;elxsMgat;k¾)an 

mindak;elxsMgat;k¾)an bu:EnþRbsinebIeyIgdak;elxsMgat; mann½yfaeyIgdak;enAelI User Administrator bnÞab;BIreyIg 

)anTMlak; Domain ehIy. krNIeyIgmindak;elxsMgat; b¤ dak;elxsMgat;ehIyvabgðaj sar Error fa 

 

    

mann½yfaeyIgbBa©Úlelx sMgat;minRtwm®tUv b¤Ca Strong Password sUmeTAedaH Strong Password enHecj b¤ 

eyIgbMeBjelxsMgat;eTAtMrUvkar rbs; System  Next  Next  Next  Finish  Restart Now. rebobedaH Stronge 

Password sUmemIl Step 9 

 

 



Introduction and Implements File Server: 

- ekIteLIgbnÞab;BIeyIg)antMeLIg Domain rYc . ehIymantYnaTIsMrab;pÞúkBt_manrbs; Clients TaMgGs;dUcCa ³ 

- kMnt;siT§elI User Account pÞúk Data elIma:suIn Server tamEpñkerog²xøÜn. 

- ma:suIn Server pþl; Virtual Drives CaeRcIneTAeGayma:suIn Clients gay®sYlykÉksarmkdak;elIma:suIn Server. 

- kMnt;TMhMCak;lak;eTAelI User Account pÞúk Data elIma:suIn Server . 

- kMnt;eBlevlaeTAelI User Account enAeBl Login cUlma:suIn Server . 

- pþl; IP Address eGayeTAma:suIn Clients edaysV½yRbvitþ. 

- biTsiT§ielI User Account eRbIR)as;nUv Application & Operating System eTAtamtMrUvkargarrbs;Rkumhu‘n. 

- ma:suIn Server Gac;RKb;RKgelIsrIragÁrbs; User )an KW Profiles mann½yfa Client yk Profile rbs;xøÜnepJIr PC Server. 

- eFVIeGayma:suIn Clients eFVIkarmanreboberobry CaBiesssuvtþiPaB Data . 

 



PC Client Join Domain (Member of Server): 

- eyIg®tUvsÁal; IP Address & Domain Name rbs;kuMBüÚT½r Server Camunsin. 

- kuMBüÚT½r Client ®tUvkMnt; IP eGay®tUv Network Address CamYykuMBüÚT½r Server bnÞab;mkyk IP rbs;kuMBüÚT½r Server 

mkkMnt;enAkñúg NIC énkuMBüÚT½r Client Rtg;cMnuc Preferred DNS Server. 

- Start  Run  cmd  vayBaküfa nslookup eBlenaHbgðajeQµaH Domain khmerfree.com b¤ eyIgcUleTA PC 

Server emIleQµaH Domain Name. [ex:   khmerfree.com ] 

- Properties on My Computer  Computer Name  Change   Domain bMeBjeQµaH khmerfree.com 

enAkñúgRbGb;  Ok  bBa©Úl User Administrator & Password rbs; PC Server  ok  ok  ok  yes> 

 

+ krNI PC Client minGac Join domain KWbNþalmkBI : 

 - eyIgtMeLIg DNS & Active Directory enAelIma:suIn Server minRtwm®tUv. 

- PC Client kMnt; IP xus Network Address CamYy PC Server b¤minsÁal; PC Server nwg PC Client min)anyk 

IP Address rbs; PC Server mkkMnt;enARtg; Preferred DNS Server enAkñúg NIC . 

 - PC Client Cab; Firewall b¤ Antivirus block Network . 

 - Services mYycMnYnenAkñúg PC Client ®tUv)anbitdUcCa DNS Client, Server, Workstation,… 



PC Client Un Join Domain (No Member of Server): 
 

- kuMBüÚT½r Client Edlcg;TMlak; Domain eTACa Workgroup vij ®tUv Login User Account Locally siT§esµIrnwg User 

Administrator . 

- Properties on My Computer  Computer Name  Change   Workgroup bMeBjeQµaHGVIk¾)an 

CaTUeTAeyIgeRcInEtdak;eQµaHfa workgroup enAkñúgRbGb;  Workgroup  ok  mincaM)ac;bBa©ÚlGVIeT  ok  

ok  yes> 

- ehIyeFVIkarpøas;bþÚrpÞaMg Screen User Login CaTMrg; Welcome Screen vij 

 

 

 

 

 



sikSaGMBI  Organization Unit (OU): 

- sMrab;pÞúk User Account / Group / Sub OU eGaymanreboberobryeTAtamEpñkerog²xøÜn gay®sYlEkERb User 

Account ral;karkMnt; Permission & User Right eTAelI User Account eRbIR)as;nUv Application & Operaing System 

enAelIma:suIn Clients b¤ pþl;siT§eTAeGay User Account eFVIkarCMnYs User Administrator. edayeFVItamryH Group 

Policy Objects & Delegate Control . 

 

- rebobcUleTAbegáIt OU :  Start  Program  Administrative Tools  Active Directory User & Computer  b¤cuc  

Start  Run  vayBaküfa [ dsa.msc ]  ok  Right click on Domain name choose New  Organization Unit b¤ 

cucelI  icon  

 
 

Ex: 

+ Please design flow chat below 

 

 



sikSaGMBI User Accounts: 

- KWCa Object b¤ kUnesar mYy sMrab; Login enAkñúgkuMBüÚT½redIm,IeRbIR)as;nUv Application, Operating System , 

Permission & User Right. ehIy User Account EckecjCa 2 KW User Account Locally & User Account Domain. 

 

2.1- User Account Locally: KWCa User Account EdlmanRsab;bnÞab;BI)an Install Window rYc dUcCa User  

[ Administrator  & User Guest ] CaedIm. ehIy Computer Administrator GacbegáIt User Account bEnßmenAkñúg 

Locally kuMBüÚT½r. eyIgminGacyk User Account Locally rbs;eyIgeTA Login enAkñúgkuMBüÚT½rd¾éTeTot)aneT. 

- krNIeyIg Login User Account Ca Member of Group Users mann½yfa User Account enHminGac Change 

Permission & User Right, Set/Remove Programs )aneT. 

- krNIeyIg Login User Account Ca Member of Group Administrators mann½yfa User Account enHGac Change 

Permission & User Right, Set/Remove Programs )antamcitþ. 

- krNIkuMBüÚT½rrbs;eyIgCa Workgroup eyIgminGacyk User Accout Locally BIr PC d¾éT mkeFVIkar Logon / Login 

enAkñúgkuMBüÚT½rrbs;eyIg)aneT. ]TahrN_ 

 

+ rebobbegáIt/ lub/ Ek/ dak; b¤ bþÚrelxsMgat;/ User Locally in Window XP 

- tamryH Control Panel  User Accounts  Create a new Account  dak; eQµaH User  Next   Computer 

Administrator  b¤  Limited  Create Account. 

 



- tamryH Manage  Local Users & Groups  Users  Right Click New User  dak;eQµaH User nwg 

dak;elxsMgat;   Password Never Expire  Create. 

 
 

 

 

- tamryH Run  vayBaküfa [ mmc ]  Ok  File  Add/Remove Snap-in  Add  Local Users & Groups  

Add  Finish  Close  Ok  Local Users & Groups  Users Right Click New User  dak;eQµaH User 

nwgdak;elxsMgat;   Password Never Expire  Create. 

 



+ sikSaGMBIrpÞaMg User Login Locally XP 

 

- TMrg;TI 1 : KWCaTMrg; Welcome screen bnÞab;BIreyIg)an Install Window rYc. mann½yfama:suInenHminTan;Ca 

smaCikrbs;ma:suIn Server eT (Not join domain). ehIyeyIgGacpøas;bþÚrBIrTMrg; Welcome Screen enHeTA CaTMrg; 

Classic Window vij. bu:EnþCaTUeTAeKeBjniymeRbITMrg; Welcome screen. sUmemIlrUbdUcxageRkam 

 

  
   

   
 

 

- enHCaTMrg; Welcome Screen rbs; Window XP mann½y 

fa Window XP enHminTan; Join Domain b¤minEmnCa 

Member rbs; Domain eT. Window XP enHsßitenAkñúg 

Workgroup. 

- enHCaTMrg; Classic Screen (User login) rbs; Window XP mann½y 

fa Window XP enHminTan; Join Domain b¤minEmnCa Member 

rbs; Domain eT. Window XP enHsßitenAkñúg Workgroup. 

- enHCaTMrg; Join Domain (Member of Domain) rbs; 

Window XP mann½yfa Window XP enH)an Join Domain 

b¤ Ca Member rbs; Domain ehIy. Window XP enHsßit 

enAkñúg Member of Domain. 



  2.2- User Account Domain :  

- Ca User Account mYyRbePTEdlbegáItenAkñúg Window Server ehIy Window Server enaH®tUv)antMeLIgCa 

Domain Controller / Active Directory. 

- krNI User Account Ca Member of domain users KWmann½yfa User Account enHmansiT§iesµIr nwg User Account 

Locally Edr ehIyvaCa Member of Group Users. minGac Change Permission & User Right, Set/Remove 

Programs)aneT. 

- krNI User Account Ca Member of domain users CaFmµtaminGac Login enAkñúg Local PC Server )aneT. 

bu:EnþeyIgGacpþl;siT§eGay User Account enHmansiT§i Login Local PC Server )an. 

- krNI User Account Ca Member of domain users, User Account enHGac Login enAkñúgkuMBüÚT½rd¾éTeTot)an 

cMeBaHkuMBüÚT½r Clients NaEdlCa Member of  Domain (PC Clients join Domain). 

- User Account Domain GaceFVIkar Login enAkñúg PC EdlCa Member of Domain )aneRcInkñúgeBlEtmYy. 

- User Account Domain eFVIkar Login enAkñúg PC EdlCa Member of Domain nwgTTYl)annUv Applications b¤ 

Virtual Network Drive, Profiles, Resources, … Edl Server )anpþl;eGayeTAtamlkçx½NÐEdl)ankMnt;. 

 

rebobbegáIt User Account Domain:  

- cuc Start  Program  Administrative Tools  Active Directory User & Computer  b¤cuc  Start  Run  

vayBaküfa [ dsa.msc ]  Ok  Right click on domain name choose New  User b¤cucelI  icon     

 



 

-  User must change password at next logon: ebIykcMnucenH enAeBl User Account eFVIkar Logon / Login Ca 

elIkdMbUg®tUvpøas;bþÚrelxsMgat;sarCafµI. 

-  User cannot change password:  ebIykcMnucenH User Account minGaceFVIkarpøas;bþÚrelxsMgat;xøÜnÉg)aneT>  

-  Password never expires: eyIgykcMnucenHelxsMgat;rbs; User Account minecHputkMnt;eT KWeRbI)anrhUt. 

-  Account is disabled: ebIykcMnucenH User Account ®tUv)anbiT (Disable) mineGayeRbIbeNþaHGasnñ. 

Ex: 

 



sikSaGMBI  Group Account: 

- sMrab;RKb;RKg b¤ RbmUlpþúMén User Account CaeRcIn gay®sYlkMnt;nUv Permission nwg User Right. CaBiesskMnt; 

elI User Account mansiTi§cUlebIk Folder b¤minmansiT§icUlebIk Folder NamYy. 

- rebobcUleTAbegáIt Group :  Start  Program  Administrative Tools  Active Directory User & Computer  

b¤cuc  Start  Run  vayBaküfa [ dsa.msc ]  Ok  Right click on domain name choose New  Group 

b¤cucelI  icon   

 
 

 
 



Map Network Drives (Create Virtual Drive ) 

- sMrab;bMElg Folder enAelIma:suuInmYy eGaykøayeTACa Drives sb,nimitþ mYy b¤ eRcIn enAelIma:suInd¾éTeTotCa 

BiesseRcIneRbICamYyma:suIn Server pþl;eGayma:suIn Client. 

- Map Network Drives EckecjCa 3 KW Local Map / Path / Script eyIgGacyk Script dMeNIr karCamYy Group 

Policy Object k¾)anEdr. 

- Ex: eyIgmanma:suIn 2 eRKÓgdUcxageRkam. ehIyTinñn½yRKb; PCs TaMgGs;®tUvrkSaTukçkñúg PC01 tamEpñkerog²xøÜn  

 

 

4.1- Local Map (Service in PC Client): 



- kareFVI Map Network Drive tamryH Local Map eKkMreRbIenAelI Network Client / Server Nas;. eRBaHeyIg®tUv 

edIreFVImþgmYy²RKb;ma:suIn ehIyvacg;caMEt User Account EdlkMBugeRbIenAkñúgma:suInenH enAeBleyIg User 

Account enHeTAeFVIkar Logon / Login enAelIma:suInd¾éTeTot Map Drive EdleyIg)anbegáItBImunvamineTACamYyeT 

luHRtaEteyIgP¢ab; Local Map Drive mþgeTot. 

- eRcIneRbICamYy Workgroup Network. 

- ral; PCs TaMgGs;enAeBl Access eTAkan; PC01 ®tUvbBa©ÚlnUv User Name & Password rbs; PC01 Edlpþl;Camun 

sineTIbGaceFVIkar Logon / Login )an. kuMePøcerobcMRbB½n§ Security tamEpñkeGay)anRtwmRtUv. 

- eyIgcg;bMElg Folder A1 EdlsßitenAkñúg PC01 eGaykøayeTACa Vitual Drive  K: enAkñúg PC02 . 

- eyIgQelI PC02 eRbI User Account mYyeQµaHfa A1 EdlTTYlBI PC01 . 

 

- enAkñúgRbGb; Drive: erIseQµaHsMrab;eFVI Virtual Drive Edl®tUvpþl;eGay PC02 

- enAkñúgRbGb; Folder: kMnt;pøÚvsMrab;yk Data eTAdak;enAelI PC01 edayeyIgsresrCakUd b¤ cucelI Browse… 

edIm,IEsVgrkpøÚvykeTAdak;. 

-  Reconnect at logon: enAeBl User account eFVIkar logoff bnÞab;mk logon vij vanwg eFVIkarP¢ab; Connect 

Virtual Drive mþgeTot. 

 

 

 



4.2- Path: 

- ral;kuMBüÚT½r Clients TaMgGs; ®tUvEt Join Domain eTAkan;kuMBüÚT½r Server Camunsin.ehIy User Account Domain 

Login enAkñúgkuMBüÚT½rEdl)an Join Domain ehIy eBlenaHkuMBüÚT½r Client nigTTYl)an Virtual Drive Etmþg. 

- QelIkuMBüÚT½r Server sresrkUdtamryH Path . kñúgmYy User Account TTYl)an Drive EtmYyKt;. 

eyIgeRcIneRbI CamYy User Template nwg Personal Folder. sUmemIlrUbmnþxageRkam ³ 

 
 

Ex1: eyIgeFVIelI User Account mþgmYy² 

- ebIk AD User and Computer  cuc Start  Run  dsa.msc  Ok  Properties on User  A1  Profile Tab  enA 

kñúgRbGb; Home Folder erIsyk Connect:  erIsykeQµaH Drive:  ehIysresrkUddUcrUbxageRkam 

 
 

Ex2: eyIgeFVIelI User Account mþgTaMgGs; 



- ebIk AD User and Computer  cuc Start  Run  dsa.msc  Ok  Select all User  Properties on all User   

Profile Tab  Tick  enAkñúgRbGb; Home Folder erIsyk Connect:  erIsykeQµaH Drive:  ehIysresrkUd 

dUcrUbxageRkam 

 
 

 

 

\\Ns1\DATA\Accountings\%username% 



4.3- Script: 

- ral;kuMBüÚT½r Clients TaMgGs; ®tUvEt Join Domain eTAkan;kuMBüÚT½r Server Camunsin.enAeBl User Account Domain 

Login enAkñúgkuMBüÚT½rEdl)an Join Domain ehIy eBlenaHkuMBüÚT½r Client nigTTYl)an Virtual Drive CaeRcIn. 

- QelIkuMBüÚT½r Server sresrkUdtamryH Script. kñúgmYy User Account GacTTYl)an Drive eRcIn eyIgeRcIneRbI 

CamYy Folder Teams b¤ Folder Info. 

 
 

 

Ex1: eyIgeFVIelI User Account mþgmYy² 

- bnÞab;BIrsresr Script ehIy eyIg®tUv Save dak; Drive System  Windows  Sysvol  Sysvol  Domain 

Name  Scripts  Put Name [Ex:   Account.bat    or    Account.cmd  ]  Save 

 

 
 

 



- bnÞab;mkebIk AD: Start  Run  dsa.msc  Ok  Properties on User A1  Profile Tab  Logon Script  

Put Name [  Account.bat    or   Account.cmd   ]  Ok 

 

 
 

 

Ex2: eyIgeFVIelI User Account mþgTaMgGs; 

- ebIk AD User and Computer  cuc Start  Run  dsa.msc  Ok  Select all User  Properties on all User   

Profile Tab  Tick  RbGb; Logon script:  ehIysresreQµaHEdl)an Save Tuk sUmemIlrUbxageRkam 

 
 

 



4.4- Script with Group Policy Object: 

- sresrkUdenAkñúgkmµviFI Notepad dUcxageRkam³ 

 

- bnÞab;BIr)ansreskUdrYcehIysUm Save dak;elI Desktop (ex:   sale.bat  ) bnÞab;mk Copy File enHTuk. ehIycuc 

Start  Run  dsa.msc  ok  Properties on OU Sale  Group Policy  New  Put Name  Edit  User 

Configuration  Windows Settings  Scripts (Logon / off)  Properties on Logon  Add  Browse  ehIy 

Paste file Edl)an Copy TukBIrmuncUl bnÞab;mkerIsyk File enH   open  ok  ok  ok CakareRsc. 

 

 

sikSaGMBI  Profiles: 



- KWCasirIragÁ b¤ Home Directory rbs; User Account dUcCa [ Desktop, My Document, Cookie, Start Menu, 

Application Data, Local Settings, Templates … + eday Folder Desktop pÞúknUvTinñn½yenAelI Desktop, ehIyTItaMg 

rbs; Profile sßitenAkñúg Drive System  Documents and Settings  eQµaH User Login  sUmemIlrUbxageRkam. 

 
 

- Profiles EckecjCa 3 KW Local User Profile, Roaming User Profile, Mandatory User Profile. 

 

5.1- Local User Profile: 

- KWCa Home Folder rbs; User Account ekIteLIgenAkñúg Local PC enAeBlEdl User Account eFIVkar Login. 

- enAeBleyIglub User Account Nida ecal cMEnkÉ Home Folder rbs; User Account Nida KWminlubeTACamYy 

eT. KWvarkSaTukenAkñúg Drive System  Documents and Settings  Nida dEdl. 

- sUmRby½tñ kuMlub User Account b¤ Home Folder rbs;eKepþspþas; eRBaHGac)at;bg;Tinñn½yrbs;eK. 

 



- enHCakUdsMrab;eFVI Roaming User 

Profile 

- ebIk AD  Property on User A1  

Profile Tab sUmsresrkUd dUcrUb 

xageqVg. 

5.2- Roaming User Profile: 

- PC Clients yk Home Folder rbs;xøÜn ykeTAepJIrenAelI PC Server bnÞab;BIr User Account eFVIkar Logoff / Restart 

PC / Shutdwon PC. ehIyTajyk Home Folder rbs;xøÜnBIr PC Server mkbgðajenAelI PC Clients vij enAeBl 

Edl User Account eFVIkar Login. 

- begáItkEnøgsMrab;dak; Home Folder rbs; User Account nimYy² nwgkMnt; Permission elI Folder sMrab; User 

Account mansiT§cUlebIk b¤ minmansiTi§cUlebIkykTinñn½y. 

 
 

 
 



5.3- Mandatory User Profile: 

- KWeyIgcak;esar Profile enAeBleyIgykTinñn½ydak;elI Profile bnÞab;BIreyIg Logoff eBlenaHeFVIeGayTinñn½y 

EdleyIg)anrkSaTukBIrmun®tUv)an)at;TaMgGs;. 

- vaRsedognigkmµviFI Deepfreeze Edr. 

- eyIg®tUvdwgfaetI User Account mYyenH)anbegáIt Home Folder ehIy b¤ enA. 

- RKb; PC Clients TaMgGs; ham Login enAkñúg Locally & eTAkan; User Domain. 

- Tools  Folder Options  View Tab   Show hidden files and folders   Hide extensions for know file 

types  ok  cUleTAkan; Folder pÞúk Profile  bnÞab;mkbþÚr Extension én file1  (NTUSER.dat) eTACa 

(NTUSER.man). 

 

 
 

 

 

 

 



sikSaGMBI  Group Policy Object: 

- sMrab;kMnt;siT§ieTAelI User Account eRbIR)as;nUv Application & Operating System enAelIkuMBüÚT½r Client. 

- pþl;kmµviFIeGayeTAkuMBüÚT½r Client eRbIR)as;edaysV½yRbvtþi ehAfa Application Server. 

- eyIgeRbIkmµviFI Group Policy Management sMrab;eFVIkar Backup & Restore GPO. 

ehIycuc Start  Run  dsa.msc  ok  Properties on OU Sale  Group Policy  New  Put Name  Edit 

 User Configuration  Administrative Template  

 
 

 



rebobbiTcMnucmYycMnYnenAkñúg  Start Menu and Taskbar: 

- ebIk AD  Properties on OU Accountings  Group Policy Tab  New  Insert Name [Disables in Startmenu] 

 Click on Edit  User Configuration  Administrative Template  Start Menu and Taskbar  sUmemIlrUb 

 
 

 



sikSaGMBI  Application Server (APPS): 

- mundMbUgkuMBüÚT½r Client minTan;)andMeLIgkmµviFIsMrab;eRbIR)as;eT. KWmanEt Window mYyKt; 

- sMrab;pþl;kmµviFIeGayeTAkuMBüÚT½r Clients edaysV½yRbvtþi mann½yfa RKan;EtkuMBüÚT½r Client yk User Account 

Domain BIrkuMBüÚT½r Server mkeFVIkar Login nigmankmµviFIeRbIR)as;Etmþg. 

- kuMBüÚT½r Server ®tUvmankmµviFIsMrab;pþl;eTAeGaykuMBüÚT½r Client Camunsin. 

- sUmbBa¢ak;far al;kuMBüÚT½r Client TaMgGs;minEmnykkmµviFIEdlkuMBüÚT½r Server kMBugeRbI ykmkeRbIelIkuMBüÚT½r 

Client eT 

- CaFmµta Application Server va Support Et File  .msi  eT. bu:EnþeyIgGaceGay Application Server Gac Support 

CamYy File Execute [ .exe ] )anEdr. edaybMElg File Execute eTACa Zap File 

 

 

 

 



sikSaGMBI  Delegate Control: 

- sMrab;kMnt;siT§ieTAelI User Account eFVIkarCMnYs User Administrator. 

- pþl;kmµviFIeGayeTAma:suIn Client enAeBleyIg Login (Application Server). 

- eyIgeRbIkmµviFI Group Policy Management sMrab;eFVIkar Backup & Restore GPO. 

ehIycuc Start  Run  dsa.msc  ok  Right click on OU Sale  Delegate control  Next  Add  Choose 

user account for set permission  ok  Next   

 



sikSaGMBI  User Account Domain Properties: 

 

 
 

1- Copy = User Teamplat: 

 

2- Add to a group: 

 

3- Disable / Enable User Account: 

 

4- Reset Password…: 

 

5- Move: 

 

6- Cut / Delete / Rename: 

 

7- Allow PC Client Login to PC Server by Schedule Hour 

 

8- Allow PC Client Login only PC for Permit 

 

9- If PC Client Login to PC Server Error 3 or 5 Time PC Server will Disable This User Account Domain  

 



rebobkMnt;TMhMeGaykuMBüÚT½r Client pÞúkTinñn½yelIkuMBüÚT½r  Server  (Disk Quota): 

- Rtg;emeronenHeRcIneRbIenAtam salaeron b¤ sklviTüal½y (School / University). BIreRBaHsisS/ nisStiTaMg 

Gs;®tUv)anykTinñn½yrbs;xøÜn ykeTAepJIrenAelIkuMBüÚT½r Server 

dUcecñHehIyeTIbeyIg®tUvkMnt;TMhMeGay)anRtwm®tUv 

- karkMnt;TMhM (Quota) ®tUv)aneFVIenAelI Drive ehIy Drive enaHdac;xat File System rbs;va KWCa NTFS RbsinebI 

File System rbs;va Ca FAT, FAT32 vij KWGt;man Option Quota eT. 

Note: - CaFmµtaral; Folders sMrab;eFVICa Virtal Drive (Map Network Drive) sißtenAkñúg Drive mYyNa ®tUveFVI Disk Quota 

enAelI Drive mYyenaH. 

rebobGnuvtþn_ Quota: 

Ex: - eyIg Q elIkuMBüÚT½r Server  ehIyral; Folders sMrab;eFVICa Virtual Drive ®tUv)anrkSaTukenAkñúg Drive  E: 

- Properties on Drive E:  Quota Tabs   

 
 

 Enable quota management: ebIk b¤ dMenIrkar Quota 

 Deny disk space to users exceeding quota limit:  

 Do not limit disk usage: minkMnt;TMhMeTAelI User  

Account TaMgGs;. 

 Limit disk space to: cab;epþImkMnt;TMhMeTAelI User 

Account ral; User Account TaMgGs;manTMhMesµIr²Kña. 

Set warning level to: enAeBl User Account pÞúkTinñn½y 

elIsBIrtMélEdl)ankMnt;enH nwgecj Message Error. 

 Log event when a user exceeds their quota limit: 
 Log event when a user exceeds their warning level: 

Quota Entries: sMrab;kMnt;TMhM User Account tamEpñk 

epSg²Kña nwgmanTMhMepSg²Kña. 

 



rebobbMElg  File System FAT / FAT32 to NTFS: 

- RbsinebI Drive E: File Sysem rbs;vaCa FAT, FAT32 eBlenaH Quota Tab nig Security Tab minmanenAelIpÞaMg 

Drive Properteis eT. 

- eyIgcg; Convert Drive  E: EdlCa File system FAT, FAT32 eTACa NTFS File System vij. ehIy Drive E: 

mincaM)ac;dak;eQµaHeT (No Label Drive Name). 

- cuc Start  Run  cmd  ok  vayBaküfa [ C:\>convert   E:  /FS:NTFS    cuc y   Enter 

 
 



sikSaGMBI  DHCP (Dynamic Host Configuration Protocol): 

- sMrab;pþl; IP Address eGayeTAma:suInd¾éTeToteday Auto. 

- cMenjeBlevlamincaM)at;edIrbMeBj IP Address eGaykuMBüÚT½rnimYy². 

- ehIy IP Address Edl®tUv)anpþl;eGaykuMBüÚT½rnimYy² minecHCan;KñaeT ( No Duplicate IP ). 

- bu:EnþvamanKuNvib,tiþedaysar IP Address enHKWva Loop CaBiesseRcInCYbbBaðaCamYykuMBüÚT½rCab; Print. 

- sMrab;hag Internet Café PaKeRcIneBjniymeRbI IP Address Autoeday]bkrN_ Router CaGñk pþl; IP Address 

eGay. bu:EnþenAeBl Router Error KWva Effect dl; Devices epSg. 

- ´ Recommend KYrEteRbI Static IP vij vaRbesIrCag ehIyenAeBleyIg Access b¤ Browser enAelI Network 

KWelOn. 

- karpþl; IP Address eGayeTAkuMBüÚT½rd¾éTeTotman 3 rebob KWtamry³ ( Internet Sharing, PC Server, & Product 

Router / DSL Modem ). 

 

6.1- Internet Sharing:  (PC XP , 7)   

- enAkñúgma:suIn®tUvman Connection NIC 2,  (ex:   LAN1  &  LAN2 ) 

- krNIkuMBüÚT½rrbs;GñkmanEt NIC mYy GñkGac Add Virtual NIC bEnßm)an. 

- P¢ab;ExSr UTP BIr NIC of LAN1 eTAkan; Product Switch ehIymincaM)ac;kMnt; IP eT. 

- ®tUvkMnt; IP GVIk¾)anenAkñúg NIC of LAN2  (ex:  10 . 10 . 10 . 10 /8 ) 

- Properties on My Network Places  Properties on NIC of LAN2  Advance Tab   Allow other network 

users to connect…  ok  ok bnÞab;mk LAN1 nwgTTYl)an IP = 192 . 168 . 0 . 1 /24 . 

- ral;ma:suInEdlP¢ab;mkkan; Product Switch mincaM)ac;kMnt; IP Address eT. eBlenaH nwgTTYl)an IP Default = 

192 . 168 . 0 . x /24 naMeGay  x sßitenAcenøaHelx 2  254. 

- CaTUeTARtg;emeronenH eyIgmineRbICamYy Network FM²eT. 



 

 

 

 

 

 

 

 

6.2- PC Server: 

- eyIg®tUvmankuMBüÚT½rmYytMeLIgCa Window Server ehIy®tUvman NIC mYy. 

- dak; CD Window Server b¤ Copy Folder  i386 enAkñúg CD ykeTAdak;kñúgkuMBüÚT½rpg. 

- eyIg®tUv Add Protocol DHCP Server : ebIk Add/Remove Programs  Add/Remove Window Components  

Networking Service  Details   DHCP  ok  ok   b¤   Properties on My Network Places  Advanced Menu 

 Optional Networking Components  Networking Services  Details   DHCP  ok  ok 

- ebIk DHCP : Start  Programs  Administrative Tools  DHCP  b¤ cuc Start  Run  dhcpmgmt.msc  ok 

 Right click of PC Name  New Scope  Next  dak;eQµaH  Next   

- Start IP Address : bBa©Úl IP cab;epþImEdlma:suIn®tUvcab;yk  

- End IP Address : bBa©Úl IP cugbBa©b;Edlma:suIn®tUvcab;yk 

- Subnet mask  : dak; Subnet mask eGaydUcma:suIn Server 

 Next  enARtg; Add Exclusion sMrab;dk IP ecjvij  Next  enARtg; Lease Duration kMnt;eBlevlasMrab; IP 

Loop  Next  

-  Yes  : ma:suIn Client TTYl)an IP, Subnet mask, Gateway, DNS, WINs. 

-  No  : ma:suIn Client TTYl)anEt IP, Subnet mask.  

 Next  Finish  Right click on new scope  Activate  Right click on PC Name  Authorize. 

- Address Pool : bgðaj Rang IP Edlpþl;eGay Client ehIyk¾CakEnøgdk IP ecjvijEdr. 



- Address Lease  : bgðaj IP Edl Client cab;ykehIy kMBugEteRbI. 

- Reservation : pþl; IP eGayma:suIn Client esµIrnwg Static IP edayBwgEp¥kelI MAC of NIC 

rbs;ma:suIn Client. 

- Scope Option  : Add more Gateway, DNS, WINs to PC Client 

 

 
 

 

6.3- Product Router Provide DHCP to Clients = 192 . 168 . 1 . 1 /24 

 

                 



sikSaGMBI  DNS Server (Domain Name System): 

- kalBIrsm½ymuneyIgebIkemIlBt_manenAelI Website eyIg®tUvsÁal;nUv IP Address bu:Enþ\LÚvenHGñk viTüasaRsþ 

)anbegáIt Protocol DNS eday Protocol DNS enHmantYnaTIbMElgBIr IP Address (ex:  117.120.24.1) eTACa Domain 

Name (ex:  www.khmerfree.com) nwgbMElg BIr Domain Name (www.khmerfree.com) eTACa IP Address vij. 

- sMrab;kMnt;eGay User (Customers) vay®sYlcgcaMnUvGas½ydæanrbs; Website.  

- Protocol DNS EckecjCa 2 KW Forward Lookup Zone & Reversed Lookup Zone. 

- Forward Lookup Zone : sMrab;begáIteQµaH Domain nwg Sub Domain. ehIymantYnaTIbkERbeQµaH 

Domain eTACa DNS IP Address. 

 - Reversed Lookup Zone : sMrab;begáIt DNS IP. ehIymantYnaTIbkERb DNS IP enHeTACa Domain Name 

vij 

- CaGñkbegáItnUvGas½ydæan Website [ex:   www.khmerfree.com ] 

- CaGñkbegáItnUveQµaH Domain Name [ex:   khmerfree.com ] 

 
 

http://www.khmerfree.com/
http://www.khmerfree.com/
http://www.khmerfree.com/


** rebobbEnßm DNS ( Add Protocol DNS ) ** 

+ sUmdak; CD Windows Server cUlkñúg CD-Rom b¤ Copy Folder [ i386 ] enAkñúg CD Windows yk 

eTAdak;enAkñúg Drive Data [Ex:  Drive  E:  Folder Soft … +.  

1- Open Control Panel  Add/Remove Programs  Add/Remove Windows Components  Networking 

Services  Details   Domain Name System (DNS)  ok  ok  ok. 

2- Properties on My Network Place  Advanced  Optional Networking Components  Networking 

Services  Details   Domain Name System (DNS)  ok  ok  ok. 

 

1. rebobbegáIteQµaH Domain (ex:   khmerfree.com ) 

- CaFmµtaenAeBleyIgtMeLIg AD eyIgerIsykcMnucTI 2 KW  Install and configure the DNS server… eBlenaH AD 

nigbegáIteQµaH DNS eGaydUcnwg Domain rbs; AD Etmþg. eyIgmincaM )ac;eTAbegáItenAkñúg Service DNS eToteT. 

bu:EnþebIeyIgerIsykcMnucTI 3 vij KW  I will correct the problem later… mann½yfa AD minbegáIteQµaH Domain 

eGay DNS eT. 

- \LÚvenHeyIgcUleTAbegáIteQµaH DNS krNIeyIgerIsykcMnucTI 3 enAeBleyIgtMeLIg PDC / AD edaycuc Start 

 Programs  Administrative Tools  DNS b¤cuc Start  Run  vayBakü fa [ dnsmgmt.msc ]  ok  PC 

Name  Right Click on Forward Lookup Zones  New Zone  Next   Primary Zone  Next   To all DNS 

server in the AD domain khmerfree.com  Next  dak;eQµaH DNS eGaydUceQµaHbegáItenAkñúg AD (ex:  

khmerfree.com)  Next   Allow only secure dynamic update (recommend for active directory)  Next  

Finish.  Right Click on Reverse Lookup Zones  New Zone  Next   Primary Zone  Next   To all DNS 

server in the AD domain khmerfree.com  Next  dak;Et IP Network edaydUcnwg Preferred DNS Server 

enARtg;kEnøgkMnt; IP Address. 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. rebobbegáIt  Sub Domain tamrebobTI 1 (ex:  mail.khmerfree.com,   www.khmerfree.com ) 

- edaycuc Start  Programs  Administrative Tools  DNS b¤cuc Start  Run  vayBaküfa  



[ dnsmgmt.msc ]  ok  PC Name  Forward Lookup Zones  Right click on Domain Name  New Alias 

(CNAME)   enAkñúgRbGb; Alias name bMeBjeQµaH www, mail, ftp, pop3, smtp,… sMrab; Sub domain  

enAkñúgRbGb; Fully qualified domain name dak;eQµaHeGaydUcnig Full computer name  ok 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. rebobbegáIt  Sub Domain tamrebobTI 2 (ex:  mail.khmerfree.com, www.khmerfree.com) 

- edaycuc Start  Programs  Administrative Tools  DNS b¤cuc Start  Run  vayBaküfa  



[ dnsmgmt.msc ]  ok  PC Name  Forward Lookup Zones  Right click on Domain Name  New Host (A)  

 enAkñúgRbGb; Name bMeBjeQµaH www, mail, ftp, pop3, smtp,… sMrab; Sub domain  enAkñúgRbGb; IP Address 

bMeBj IP eGaydUcnig NIC rbs;ma:suIn   Create associated pointer (PTR) record  Add Host. 

 
 

4.  rebobeFVI Testing DNS cg;dwgfa etIkartMeLIg DNS & AD rbs;®twm®tUvehIy b¤ enA? 

- Start  Run  cmd  ok vayBaküfa  nslookup enAkEnøgNak¾)an. bnÞab;mkbgðajsardUcxageRkam³  

 

- Default Server: Unknown & Address: 127 . 0 . 0 . 1 = mann½yfaeyIgminTan;kMnt; IP DNS enAkñúgRbGb; Preferred 

DNS Server rbs; NIC eT. ral;ma:suIn Clients TaMgGs;minGacP¢ab;mkkan;ma:suIn Server )aneT (Clients can’t join 

Domain) 

- Default Server: server7.khmerfree.com & Address: 192.1.1.3 = mann½yfakar tMeLIg DNS nwg Active Directory 

®twm®tUvehIy. ral;ma:suIn Clients TaMgGs;Gac P¢ab;mkkan;ma:suIn Server )an (Clients join Domain = Member of 

Domain) 

sikSaGMBI  NAT (Network Address Translation): 

- mantYnaTIbkERb IP Address rvag Private IP to Public IP b¤ Public IP to Private IP, mann½yfa eFVIeGay IP 

Address Edlman Class  xusKña /  Network Address  xusKñaeGaysÁal;Kña. 



- NAT EckecjCa 2 KW Soft Route (PC Server/Application) b¤ Hard Route (Product Router). 

+ Soft Route 

1. tMrUveGay PC Server NAT ®tUvman NIC  2 b¤ 3  [Ex:  LAN, WAN, DMZ ], eyIgP¢ab;ExSBIr NIC LAN 

eTAkan;]bkrN_ Switch nwg P¢ab;ExSrBIr NIC WAN eTAkan; Internet ehIy NIC DMZ P¢ab;ExSr 

Epñk Mail Server, Database Server, Web Server . 

2. \LÚvenHeyIg Configure NAT tamryH Service in Windows Routing and Remote Access 

3. \LÚvenHeyIg Configure NAT tamryH Software Ms-ISA2006 | Ms-ForeFront TMG 

 

+ Hard Route 

4. Access Router 

5. Distribute Router 

6. Core Router 

7. Modem ADSL 

8. … 



sikSaGMBI  RIS (Remote Installation Service): 

- krNI PC Clients TaMgGs;Gt;man Window eyIgGacTajyk IOS EdlpÞúkenAkñúg Server ykmk Install enAelI PC Client 

)an bu:EnþmanEt Window TeT Gt;man Application eT. 

- eRkayBI PC Client )an Install Window rYc PC Client Gacyk IOS rbs;xÜøneTAdak;enAelI Server vij RBmTaMg man 

Application EdleyIg)an Install bEnßmeTACamYy. 

- enAeBl PC Client fµImYyeTotcg; Install Window eBlenaHeyIg nigeFVIkareRCIserIsnUv Windows EdleyIgcg;)an eday 

Window mYyGt;man Application nwg Window mYyeTotman Applications. 

  

Component on PC Server 
  

- Primary Domain Controller 
- Complete DNS with Primary Domain Controller 
- Configure DHCP for Provide IP to PC Clients 
- Add Service RIS 
- Configure RIS 
 Please put OS for apply to client [ex:   Window XP2,  Window Vista ]  
 Divide Partition in PC Client for Store OS 
 Answer file 
 Create Disk boot from NIC 

  

Component on PC Client 
  

- PC Client Must have NIC boot ROM 
- If your PC don't have NIC boot ROM, You create Virtual Disk boot CD on PC Server 

 



Additional Domain Controller (ADC)   /  Backup Domain Controller (BDC): 

- eyIg®tUvmanma:suInkuMBüÚT½r Server edIrtYCa Primary Domain Controller (PDC) Camunsin. 

- eFVIkarftcMlgral; SAM Database énma:suIn Server PDC mkdak;elIma:suIn ADC / BDC. bu:EnþminftcMlg Data eT 

edIm,IeFVIkarftcMlgTaMg Data )aneyIg®tUveRbI Option mYyeQµaHfa Distribute File System (DFS) EdlmanenAkñúg 

Windows Rsab; b¤ eRbIkmµviFIdUcCa Synchronize Professional BIrma:suIn Server PDC mkdak;elIma:suIn ADC / BDC . 

- krNIma:suIn Server PDC xUc eBlenaHma:suInEdledIrtYCa ADC / BDC nwgeFVIkarCMnYsma:suIn Server PDC vij. 

- eyIgGacykkmµviFI Mail Server [Microsoft Exchange Server]mkdMenIrkarCamYyk¾)an. 

- eyIgGacbegáItma:suInedIrtYCa ADC / BDC eRcInedayP¢ab;eTAkan; Domain (Server PDC) EtmYy. 

 

 
 

+ rebobtMeLIgma:suIn ADC / BDC + 



- eyIg®tUvtMeLIgma:suInmYyedIrtYCama:suInem (PDC / DC / AD) Camunsin ehIyebIkma:suInCanic©. 

- ehIyeyIg®tUvtMeLIgma:suInmYyeTotedIrtYCa (ADC / BDC). mann½yfaeyIgmanma:suIn Server 2 

- ®tUvyk IP rbs;ma:suIn PDC mkkMnt;enAkñúgRbGb; Preferred DNS server rbs;ma:suIn BDC 

- ma:suIn BDC ®tUv Add Service Protocol DNS. kMuePøcdak; CD Windows Server cUlpg 

- cuc Start  Run  dcpromo  ok  Next  Next   Additional domain controller  Next   

- User name : dak;eQµaH User Administrator rbs;ma:suIn Server (PDC) 

- Password : dak;elxsMgat;rbs; User Administrator ma:suIn Server (PDC) 

- Domain  : dak;eQµaH Domain (ex:  khmerfree.com) eGaydUcma:suIn Server (PDC) 

 Next  Browse…  erIsykeQµaH Domain  ok  Next  Next  Next  Next  Next  

Finish  Restart Now  bnÞab;BIr Restart rYc cuc Start  Programs  Administrative Tools  

Active Directory Sites and Services b¤ cuc Start  Run  dssite.msc  ok  Sites  Default-First-

Site-Name  Servers  erIsykeQµaHma:suIn BDC  Properties on NTDS Settings   Global 

Catalog  ok  clock  Restart BDC  bnÞab;mkBIr BDC Restart rYcehIy KWeyIg Restart PDC 

vijmþg. 

- RbsinebIeyIgtMeLIg BDC minedIr sUmeTABinitüemIl Server PDC Rtg;cMnuc Service DNS, IP DNS,  

Testing DNS, Active Directory ehIyma:suIn BDC eFVI Testing DNS & Ping eTAkan;ma:suIn PDC faedIr b¤ 

Gt;. krNIenAEtminedIreTot®tUveTA®tYtBinitüemIlenAkñúg services.msc faetIman service NamYy 

Stop Edl b¤ eT. 

-  



sikSaGMBI  Web Server: 

- sMrab;pÞúk Webpage edIm,Ibgðaj b¤ begðaH Bt_manrbs;Rkumhu‘n eGayGtifiCn)andwg. 

- Webpage eyIgGacpÞúkenAkñúg PC Server k¾)an b¤ eyIgyk Webpage enHeTAepJIrenAelI Server Hosting rbs;eKk¾)an 

. ral;ma:suInkuMBüÚT½rTaMgGs;eGayEtman Internet KWGacebIkemIlBt_manenAkñúg Website rbs;eyIg)an. 

ehIybc©úb,nñenHRKb;bNþaRkumhu‘nTaMgGs;suT§swgEtyk Webpage rbs; xøÜneTAepJIrenAelI Server Hosting rbs;eK. 

- cMEnkÉk Webpage EdlpÞúkenAelI PC Server pÞal; eRcInCa Webpage Edlman Store Database dUc Access, MySQL, 

SQL Server, Oracle,… sMrab;bBa©ÚlTinñn½yBIr Client tamryH Web client ehIymanel,ÓnelOn. 

- CaTUeTAeyIgeRbI Protocol (http [80], https [443], ftp [21], DNS [53]…) edIm,IeFVIkar Hosting, Download & Upload. 

 
Web Server 

1- Intranet : For Local only 

2- Extranet : For Brand to Multi Brand 

3- Internet : For All the World 



- sUmbegáIteQµaH Domains (ex:  www.khmerfree.com | www.cambodiafree.com | www.sabaydownload.com ) enAkñúg 

DNS Server. sUmemIlemeron DNS  

 

rebobbegáIt Intranet ( Web hosting local ). 

- eyIg®tUvman Webpage sMrab;eFVI Hosting enAkñúg Locally (Intranet), (ex: eyIgpÞúk Webpage enAkñúg Drive  E:  

Folder Web-simple  Folder khmerfree  |  Folder cambodiafree  |  Folder sabaydownload ). 

- cab;epþImtMeLIg IIS  Start  Programs  Administrative Tools  Internet Information Services b¤ cuc Start 

 Run  inetmgr  ok  PC Name  Web sites  New  Web site…  Next  dak; eQµaHGVIk¾)an (ex:  f-

khmerfree ) Next  

 - enAkñúgRbGb; Enter the IP… : erIsyk IP Address rbs;ma:suIneyIg 

 - enAkñúgRbGb; TCP Port [ 80 ] : mincaM)ac;bþÚreT enHKWCa Default Web Browser * IE, Firefox,…+ 

 - enAkñúgRbGb; Host header…  : sUmbMeBjeQµaH Domain (ex:  www.khmerfree.com ) 

 Next  Browse…  erIsyk Folder EdlpÞúk Webpage EdlsßitenAkñúg Drive  E:  Folder Web store  

Folder khmerfree  ok  Next  Tick ykTaMgGs;elIkElgEt Write  ok  Next  Finish  Right click on f-

khmerfree  Permission  Add  Everyone  ok  ok  Properties on f-khmer  Documents Tab Add  

bBa©ÚleQµaH Main file browser (ex:  index.htm, index.html, index.php, default.php,…)  ok  ehIy Move up 

eLIgeTAelIeKbg¥s;  ok. 

 

Note: - krNIeyIgcg;begðaH Web site eRcIn ehIymaneQµaH Domain xus²Kña. eyIg®tUvbegáIteQµaH Domain enAkñúg DNS 

eGay)aneRcIn ehIyeFVIkarbegáIt Hosting Webpage enAkñúg IIS edIm,I Point eTAkan; Domain Name TaMgenaH.

http://www.khmerfree.com/
http://www.cambodiafree.com/
http://www.sabaydownload.com/
http://www.khmerfree.com/


Introducion of Mail Clients & Mail Server: 
 

 1. Mail Clients: KWCakmµviFImYysMrab;eFVIkar Send / Receive / Check E-mail. CaeTAkmµviFI Mail Clients EdlRKb; 

sßab½neBjniymeRbIKWkmµviFI Outlook Express (Build-in Windows) nwg Microsoft Outlook 200x (Build-in Ms Office). 

 

  1.1- Introduction of Program Outlook Express: 

 - sUmemIlrUbxageRkamenHKWtMNageGaykmµviFI Outlook Express  (Icon                      ) 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.1.1- rebobyk E-mail Address EdlbegáItenAkñúg Mail Server / Web Base eTAbBa©ÚlkñúgkmµviFI Outlook Express. 

- sYrfaetIenAkñúgRbB½n§ Network rbs;eyIgman Internet b¤ Mail Server eRbIehIy b¤ enA? 



- Ex 1: \LÚvenHenAkñúgRbB½n§ Network rbs;eyIgman Internet eRbIehIy bu:EnþGt;man Mail Server eRbIeT. 

ehIy Internet EdleyIgkMBugeRbIenH KWrbs;Rkumhu‘n angkornet, Connection Internet KWCa ADSL,  512 . 

- \LÚvenHsYrxøÜnÉgfa etIeyIgman E-mail Address eRbIR)as;ehIyb¤enA? RbsinebIKµan E-mail Address sUm 

eTAbegáIt E-mail Address enAkñúg Website [ www.gmail.com / www.everyday.com.kh / 

www.angkornet.com.kh / www.khmerfree.com / … + Camunsin. Ex: eyIg)anbegáIt E-mail Address dUc 

teTA [ it.nida@gmail.com / hengnida@everyday.com.kh / info@khmerfree.com / …+. cMNaM : ®tUvdwg 

GaRs½ydæan POP3,  SMTP,  IMAP rbs;Rkumhu‘n Internet Camunsin.  

- POP3 (Post Office Protocol of Version 3) = Port (110) : CaRckmYysMrab; Receive & Cut SMS 

TaMgGs;BIr Web hosting / Mail Server ykmkpÞúkenAkñúgma:suInxøÜnÉg. 

- SMTP (Simple Mail Transfer Protocol) = Port (25) : CaRckmYysMrab; Send SMS ecjeTAeRkA. 

- IMAP (Internet Mail Address Protocol) = Port (143) : vaRsedognig Protocol POP3 Edr bu:EnþvaRKan;Et 

Copy SMS BIr Web hosting / Mail Server mkbgðajeyIgEtbu:eNÑaH. CaTUeTAeKeBjniymeRbI Protocol 

POP3 nwg SMTP. Ex: \LÚvenHeyIgyk Website www.gmail.com mksikSa eday Protocol POP3 KW 

pop.gmail.com  nwg Protocol SMTP KW  smtp.gmail.com  . 

 

- cMNaM: ´ Recommend eGaybegáIt E-mail Address enAkñúg Website www.gmail.com l¥CaeK. pÞúk)an 

SMS eRcIn/ manel,ÓnelOn. bnÞab;BIr)anbegáIt E-mail Address ehIy sUmyk E-mail Address enH eTAeFVI 

kar Login enAkñúg Website www.gmail.com bnÞab;mk cucelI Settings  Forwarding and POP/IMAP  

Enable POP for all mail  Save  Close or Logout. 

- bnÞab;BIeyIg Enabe Port POP3 enAkñúg gmail rYcehIy sUmyk E-mail Address enHeTAbBa©ÚlenAkñúgkmµviFI 

Outlook Express. 

- sUmebIkkmµviFI Outlook Express  Tools  Accounts… Mail Tabs  Add  Mail…  enAkñúgRbGb; 

Display Name sUmdak;eQµaHGñkeRbI  Next  enAkñúgRbGb; E-mail Address sUmbMeBj E-mail Address 

EdleyIgbegáItenAkñúg Website www.gmail.com [ex: KW   it.nida@gmail.com  ]   Next  enAkñúgRbGb; 

Incoming Mail (POP3, IMAP, HTTP) ®tUvbMeBjeQµaH Domain Name POP3 [ex: KW  pop.gmail.com ] 

nwgenAkñúgRbGb; Outgoing Mail (SMTP) ®tUvbMeBjeQµaH Domain Name SMTP [ex: KW   smtp.gmail.com ]  

Next  enAkñúg RbGb; Account name ®tUvbMeBj E-mail Address BaküeBj [  it.nida@gmail.com ] 

http://www.gmail.com/
http://www.everyday.com.kh/
http://www.angkornet.com.kh/
http://www.khmerfree.com/
mailto:it.nida@gmail.com
mailto:hengnida@everyday.com.kh
mailto:info@khmerfree.com
http://www.gmail.com/
http://www.gmail.com/
http://www.gmail.com/
http://www.gmail.com/
mailto:it.nida@gmail.com
mailto:it.nida@gmail.com


ehIyenAkñúgRbGb; Password ®tUvbMeBjelxsMgat;enAeBlbegáIt E-mail Address enAkñúg Website 

www.gmail.com  Next  Finish  cucelI E-mail Address pop.gmail.com  Properties  Advanced 

Tabs  sUmemIlrUbxageRkam 

 

- KuNvibtþi : 

- enAeBl Internet dac; eyIgminGac Send / Recevie SMS enAkñúg Local / Global )aneT. bu:EnþeyIg 

Gac Check Message SMS )anFmµta. 

 - emeraK Spam gayvayRbhareRcIn. 

 - cMNay Bandwidth Internet eRcIn.  

 

1.1.2- rebobyk E-mail Address eRcIneTAbBa©Úlkñúg User Identities EtmYy/ kñúgkmµviFI Outlook Express . 

- kalBImuneyIgman E-mail Address  it.nida@gmail.com ehIy \LÚvenHeyIgman E-mail Address mYy 

eTotKW info@khmerfree.com . ehIy´cg;yk E-mail Address enHeTAbBa©ÚlenAkñúgkmµviFI Outlook 

Express bEnßmeTot. bu:EnþmunnigbBa©Úl®tUvsÁal; Domain Name POP3 & SMTP rbs; Website 

http://www.gmail.com/
mailto:it.nida@gmail.com
mailto:info@khmerfree.com


www.khmerfree.com Camunsin. [POP3 = mail.khmerfree.com  /  SMTP = mail.khmerfree.com] nwgsÁal; 

Domain Name ISP CamunsinKW [POP3 = mail.angkornet.com.kh / SMTP = mail.angkornet.com.kh] . 

- cab;epþImyk E-mail Address  info@khmerfree.com eTAbBa©ÚlenAkñúgkmµviFI Outlook Express 

- sUmebIkkmµviFI Outlook Express  Tools  Accounts… Mail Tabs  Add  Mail…  enAkñúgRbGb; 

Display Name sUmGñkeRbI  Next  enAkñúgRbGb; E-mail Address sUmbMeBj E-mail Address EdleyIg 

begáItenAkñúg Website www.khmerfree.com  [ex: KW   info@khmerfree.com  ]   Next  enAkñúgRbGb; 

Incoming Mail (POP3, IMAP, HTTP) ®tUvbMeBjeQµaH Domain Name POP3 [KW mail.khmerfree.com ] 

nwgenAkñúgRbGb; Outgoing Mail (SMTP) ®tUvbMeBjeQµaH Domain Name SMTP [KW mail.angkornet.com.kh] 

 Next  enAkñúg RbGb; Account name ®tUvbMeBj E-mail Address BaküeBj [  info@khmerfree.com  ] 

ehIyenAkñúgRbGb; Password ®tUvbMeBjelxsMgat;enAeBlbegáIt E-mail Address enAkñúg Website 

www.khmerfree.com   Next  Finish  CakareRsc. 

 

 

 

1.1.3- rebobbegáIt User Identities eRcIn nwg dak;elxsMgat;enAelI User Identities enAkñúgkmµviFI Outlook Express. 

- krNIeyIgbegáIt User Identities eRcIn edaysarEtkuMBüÚT½rrbs;eyIgeRbIKñaeRcInnak; CaBiesseRbIkmµviFI 

Outlook Express eRcInnak;. dUcecñHehIyeyIgmincg;eGayGñkd¾éTGacebIkemIl SMS rbs;eyIgeT. 

- ebIkkmµviFI Outlook Express  File  Identities  Manage Identities  

http://www.khmerfree.com/
mailto:info@khmerfree.com
http://www.khmerfree.com/
mailto:info@khmerfree.com
mailto:info@khmerfree.com
http://www.khmerfree.com/


 
 

 

 
 

1.1.4- rebobbegáIt Address Books (Contacts) kñúgkmµviFI Outlook Express 

- Save Tukçral; E-mail Address gay®sYlepJIr SMS eTAkan;Gñkd¾éT 

- ebIkkmµviFI Outlook Express  Tools  Address Books  File  New Contact bMeBjBt_manrbs; 

GtifiCnEdleyIgcg; Save Tukç. b¤cucelI Contacts  New Contact . b¤ R-Click elI SMS EdleK)anepJIr 

eBlenaHeyIg nigeXIj User Main Identities EdlCa User 

Default. RbsinebIeyIgcg;pøas;bþÚreQµaH User Identities 

enH nwg dak;elxsMgat; sUmcucelI User Main Identities  

Properties dak;eQµaHfµIGVIk¾)an  Require a password 

edIm,Idak;elxsMgat;  Ok  Ok 

 



mkeGayeyIgenAkñúg Inbox  yk Add Sender to Address Book . b¤cucelI SMS EdleK)anepJIrmkeGay 

eyIgenAkñúg Inbox  bnÞab;mkcucelI Reply CakareRsc. 

- krNIeyIg)anRbGb; Contacts ®tUvcucelI View  Layout…   Contacts  Ok 

 
 

 

 

 

 

 

 

 

1.1.5- rebobbþÚrTItaMgpÞúk SMS BIr Inbox eTAkan; Sub Folder epSgEdl)ankMnt; enAkñúgkmµviFI Outlook Express 

- CaFmµtaral; SMS EdlTTYl)anBIxageRkA KWsßitenAkúñg Inbox TaMgGs;. bu:Enþ\LÚvenHeyIgbegáIt Sub 

Folder fµIedIm,IpÞúk SMS. sUmbegáIt Sub Folder enAkñúg Inbox dUcteTA 



 
 

  
 

1.1.6- rebob Backup E-mail Address 

- sUmbegáIt Folder mYysMrab;pÞúk E-mail Adress Camunsin. Ex: Folder Name [SMS] dak;kñúg Drive  E: 

- ebIkkmµviFI Outlook Express  Tools  Accounts  Mail Tabs  erIsyk E-mail Address EdleyIgcg; 

Backup  cucelI Export  erIsyk Folder Name [SMS] enAkñúg Drive E:  bnÞab;mkcuc Save CakareRsc 

- R-CLick elI Inbox  New Folder…  enAkñúgRbGb; Folder 

Name sUmbMeBjeQµaHGVIk¾)an ehIycucelI Inbox  Ok. 

- cab;epþImpøas;bþÚrTItaMg  ebIkkmµviFI Outlook Express  

Tools  Message Rules  Mail…   Where the message 

is from the specified account: erIsyk E-mail Address enAkñúg 

RbGb;TI 3 KW E-mail Address rbs;eyIg  Ok   bnÞab;mk 

 Move it to the specified folder erIsyk Folder Edl®tUvpÞúk 

enAkñúgRbGb;TI 3 KW Sub Folder Bank  Ok  Ok . 

sUmemIlrUbxageqVg. 



 
 

 
 

 

1.1.7- rebob Backup Address Books (Contacts) 

- eyIgcg;ftcMlgral; Address Books (Contacts) rbs;GtifiCnTukç karBarenAeBl OS b¤ Hard Disk xUc. 

- begáIt Folder mYysMrab;pÞúk Address Books (Contacts) . Ex: Folder Name [Address] dak;kñúg Drive  E: 

- rebobTI 1 : ebIkkmµviFI Outlook Express  File  Export  Address Book  Text File … Export  

Browse  erIsyk Drive  E:  Folder [Address]  ehIydak;eQµaHenAkúñgRbGb; File Name  Save. 



   

- rebobTI 2 : ebIk Explorer  Drive System Ex:  C:  Documents and Settings  User Login Ex: Nida  

Application Data  Microsoft  ehIy Copy Folder Address Book Tukçkñúg Drive  E:  Folder [Address]. 

 

1.1.8- rebob Backup User Identities nwg Message Rule 

- sUmbegáIt Folder mYysMrab;pÞúk. Ex:  Folder Name [User-Iden] dak;kñúg Drive  E: 

- cUl Run  regedit  Ok  My Computer  HKEY_CURRENT_USER  Identities cucelI File  

yk Export  erIsyk Foler Name [User-Iden] enAkñúg Drive  E:  dak;eQµaHenAkñúgRbGb; File Name  

Save. 



 

 

1.1.9- rebob Backup Message (SMS) 

- sUmbegáIt Folder mYysMrab;pÞúk SMS. Ex: Folder Name [Message] enAkñúg Drive  E: 

- ebIkkmµviFI Outlook Express  Properties on Inbox cUleFVIkar Copy Address BIredImrhUtdl;cugbg¥s; 

enAxageRkam This folder is store in the following file:  sUmemIlrUbxageRkam 



  
 

- bnÞab;BIeFVIkar Copy Address ehIy. sUmebIk Explorer  ehIy Past Address enAkñúgRbGb; Address 

bnÞab;BI Past ehIysUmlubBakü  Inbox.dbx ecj TukçRtwmEt Outlook Express  Enter 

 

- eBlenaHvanigbgðaj File dUcxageRkam  sUmeFVIkar Copy File TaMgGs;enH eTAdak;kñúg Folder Name 

[Message] enAkñúg Drive  E: 

 

1.1.10-  rebob Restore User Identities nwg Message Rule 

- sYrfaetI File User Identities EdleyIg)an Backup TukçBImundak;enAkEnøgNa? 

- sUmkuMebIkkmµviFI Outlook Express 



- cUl Run  regedit  Ok  My Computer  HKEY_CURRENT_USER  ehIylub Identities ecj  

bnÞab;mkcucelI File  yk Import  erIsykeQµaH File EdleyIg)an Backup TukBImun enAkñúg Foler 

Name [User-Iden] enAkñúg Drive  E:  Open. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

1.1.11-  rebob Restore Message SMS 

- sYrfaetI Message (SMS) EdleyIg)an Backup TukçBImundak;enAkEnøNa? 

- ebIkkmµviFI Outlook Express  Properties on Inbox cUleFVIkar Copy Address BIredImrhUtdl;cugbg¥s; 

enAxageRkam This folder is store in the following file:  bnÞab;BI Copy Address ehIy sUmbiTkmµviFI. 



  
 

- ehIyebIk Explorer  ehIy Past Address enAkñúgRbGb; Address bnÞab;BI Past ehIysUmlubBakü  

Inbox.dbx ecj TukçRtwmEt Outlook Express  Enter 

 

- eBlenaHvanigbgðaj File dUcxageRkam  kuMeFVIGVITaMgGs; sUmebIk Explorer mþgeTot eTA Copy Message 

(SMS) EdleyIg)an Backup TukçBImun mk Past Can;BIrelIvij. 

 

1.1.12-  rebob Restore Address Books (Contacts) 

- sYrfaetI Address Books (Contacts) EdleyIg)an Backup TukçBImundak;enAkEnøgNa? 

- ebIk Outlook Express  File  Import  Other Address Book  



 

Text File (Comma Separated Values)  Import  Brownse  erIsyk File Address Books (Contacts) 

EdleyIg)an Backup TukçBImun  Open  Next  Finish. 

 

 

 

1.1.13-  rebob Restore E-mail Address 

- sYrfaetI E-mail Address EdleyIg)an Backup TukçBImundak;enAkEnøgNa? 

- ebIkkmµviFI Outlook Express  Tools  Accounts  Mail Tabs  Import  erIsyk File EdleyIg)an 

Backup TukçBImun  Open. 

 
 

 

 

1.1.14-  rebobkMnt;TItaMgpÞúk SMS enAelI Mail Client pg nwg enAelI Mail Server / Web hosting pg 

- ebIk Outlook Express  Tools  Accounts  Mail Tabs  erIsyk E-mail Address  Properties  

Advanced Tabs   Leave a copy of message on server  Ok  Ok 

 



 
 

-  Remove from server after : kMnt;cMnYnéf¶ lub Message (SMS) cas;² bnÞab;BIéf¶Edl)anTTYdl. 

-  Remove from server when deleted from ‘Delete Items’ : enAeBleyIg lub Message (SMS) enA 

kñúg Delete Item eBlenaHRbB½n§dMeNIrkarnigeTA lub enAkñúg Web hosting / Mail Server Edr. 

 

 

 

 

 

 

 

 

 

 

 

 

1.1.15-  rebob Enable  or  Disable File Attach 

- eyIg)anTTYl File Attach BIGtifiCnehIy bu:EnþeyIgminGacebIkemIlBt_manenAkúñg File Attach enH)aneT 

edaysarEt File Attach enHmanemeraKP¢ab;mkCamYy. dUcecñHehIykmµviFI Outlook Express minGnuBaØati 

eGayebIk File Attach TaMgLayEdlmanemeraKmkCamYyeT. 



- cMNaM : cucRbsinebI File Attach enH mansarHsMxan;etIeyIgKYrEtebIkemIlEdrb¤eT? cMnucenHeyIg®tUvEt 

ebIkemIl RbsinebIeyIgminebIkemIl File enHeT eyIgmindwgBt_manGVITaMgGs;. 

- ebIk Outlook Express  Tools  Options  Security Tabs   edaH Tick, Do not allow attachments 

to be saved or opened that could potentially be a virus  Ok . sUmemIlrUbxageRkam 

 

 
 

 

 

 

 

 

 

 

1.1.16-  rebobbMlas;TItaMgpÞúk Message (SMS) enAkñúg Drive System ykeTAdak;enAkñúg Drive E:  Safety 

- begáIt Folder mYysMrab;pÞúk Message (SMS). Ex:  Folder Name [store-SMS] enAkñúg Drive  E:  . 

- ebIk Outlook Express  Tools  Options  Maintenance  Store Folder  



 
 

 

Change  erIsTItaMgfµI KW Folder Name [store-SMS] enAkñúg Drive  E:   Ok  Ok  biTkmµviFI Outlook 

Express ehIyebIk Outlook Express mþgeTot. 

-  

 

 

 

 

 

1.1.17-  Receipts 

-  

 

1.1.18-  Signature 

-  

 



1.1.19-  f 

1.1.20-  f 



1.2- Introduction of Program Microsoft Outlook 2007: 

 - sUmemIlrUbxageRkamenHKWtMNageGaykmµviFI Microsoft Outlook  (Icon                               )  

 

 
 

 

 

 

 



2. Mail Server: 

- mantYnaTIdwkCBa©Ún Message (SMS) BIr Local to Local,  Local to Global,  Global to Local. 

- RKb;RKgBt_manTaMgmUlrbs; E-mail,  Message (SMS),  Security,  … 

- gay®sYl®tYtBinitü Message (SMS) in Local & Global, enAeBl Send / Receive E-mail elOn. 

- kat;bnßykarcMNay Bandwidth elIRbB½n§ Internet eRcIn nwgPaB Error enAeBl Internet dac;. 

- kat;bnßyemeraK Spam, Worm, … )aneRcIn. 

- enAeBlEdl Internet dac;eyIgk¾GacepJIr Message (SMS) enAkñúg Local & Global )anEdr. bu:Enþ SMS EdlepJIr eGay 

Global ®tUv)anrkSaTukenAkñúg Mail Server bNþúHGasnñ enAeBl Internet up Mail Server nigepJIr SMS enHecjeTAkan; 

Global. 

 



Database Server    

- KWCaRbePTma:suIn Server sMrab;pÞúkTinñn½y   

- enAeBlEdl Application Client bBa©Úl Data,  Data enH®tUv)anbBa©ÚneTAkan; Application Server ehIy Application 

Server GacCa SQL Server,  Oracle Server, … CaBiess Database RKb;RKg éføePøIg/ Tiwk>>>.l. 

 

 
 

 

 

 

 

 



Introduction of Proxy Server (Microsoft Internet Security and Acceleration): 

- Cama:suInmYyedIrtYCa Firewall & Internet Sharing mann½yfakarBarBBYk Hacker & Virus BIrxageRkA cUl 

mkxagkñúg nwgEckrMElk Internet eGayeTAbNþajkuMBüÚT½r. 

 - kMnt;siT§ieTAelI IP Address or User Account NamYymineGayeRbIR)as; Internet. 

- kMnt;TMhMeTAelI IP Address or User Account eRbIR)as; Bandwidth Internet eTAEpñkerog²xøÜn. 

- tamdan IP Address or User Account NamYyeRbIR)as; b¤ Download Webpage eRcInCageK. 

- biTGas½ydæan Website dUcCa Website  sex or video CaedIm. 

- begáIt VPN & DMZ edIm,IRbB½n§suvtþiPaBelIma:suIn Server mYycMnYn nwgeFVIkarbBa¢aBIrxageRkA cUlmkxagkñúg. 

 



Print Server: 

- CaRbePT]bkrN_kNþalmYyEdlGacP¢ab;CamYy Printer )aneRcIn. ehIy]bkrN_enH®tUv)anP¢ab;eTAkan; LAN 

- minxVl;BIrma:suInkuMBüÚT½rNamYybiTenaHeT k¾eyIgenAEtGac Print )anFmµta. 

- CaFmµta]bkrN_ Print Server manP¢ab;CamYy IP Address b¤ eyIgkMnt; IP Address eGayvatam Software. 

 



Clients / Server  or  Server Base: 

- eyIg®tUvmanma:suInmYyedIrtYCa Server sMrab;RKb;RKgelIma:suIn Clients CaRbePT Network xñatFM. 

- ral;Tinñn½yrbs; Clients TaMgGs;®tUv)anrkSaTukkñúgma:suIn Server gay®sYleFVIkar Backup. 

- ma:suIn Server man Capacity FM ehIyFn;. 

- mansuvtþiPaBCagkartP¢ab;tamryH Peer to Peer Network 



 How to Create Virtual Printer:  

- eyIgman 2 kuMBüÚT½r KW PC01=192 . 2 . 2 . 30 /24  nwg PC02=192 . 2 . 2 . 40 /24 / 

- \LÚvenHeyIgyk PC01 mkbegáIt Printer, 

- cuc Start  Settings  Printers and Faxes  Add a printer  Next   Local printer…   edaH tick enARtg; 

Automatically… ecj  Next  Next  erIsyk HP enAkñúgRbGb; Manufacturer  ehIyenAkñúgRbGb; Printers 

erIsyk Model NamYyrbs; Printer k¾)an  Next  Next  Next   No  Next  Finish  Ok. 

- bnÞab;BIr Setup Driver Printer ehIy sUm Share Printer enH edIm,IeGaykuMBüÚT½rd¾éTeTotGac Print )an. edIm,I 

Share  Start  Settings  Printer and Faxes  Right click on Printer  Sharing…   Share this Printer  

ok CakareRsc. 

 

 
 

- QrelIkuMBüÚT½r PC02 edIm,ITajyk Printer BIrkuMBüÚT½r PC01 mk Print 

- Start  Run  \\192.2.2.30  ok  bnÞab; Right click model printer  connect…  Yes  ok 

- eyIgcg;dwgfa etIeyIg)an Add Printer cUlkñúgkuMBüÚT½rrbs;eyIgehIyb¤enA cuc Start  Settings  Printer and 

Faxes  eBlenaHeyIgeXIj Model Printer 

 

 

 

file://192


sikSaelIkmµviFI  Ultra ISO b¤ Power ISO 

- Ultra ISO / Power ISO CakmµviFImYysMrab;begáIt Virtual CD-Rom, ftcMlgral; Data on CD ykeTAdak; enAkñúg 

HDD begáIt)anCa File ISO (ex:  XP2.iso ), enAeBl CD Windows XP2 xUc eyIgGacyk File XP2.iso enHeTA Restore 

/ Burn elI CD Blank )anvij eBlenaH CD Blank køayeTACa CD Windows XP2, niyayrYm kmµviFIenHvaRsedog 

nigkmµviFI Nero Burn Edr. bu:EnþvaxusRtg; File ISO GacykeTA Setup enAkñúgkmµviFI VMWare )an. cMEnkÉ File 

Nero vijminGacykeTAeRbICamYykmµviFI VMWare )aneT. elIkElgeyIg Setup kmµviFI VMWare erIsyk Full b¤ 

Setup Version fµI eTIb File Nero Gac Support CamYy VMware )an. 

 



sikSaelIkmµviFI  VMWare 

- VMWare CakmµviFImYysMrab;begáIt Virtual PC eRcInenAkñúg Windows EtmYy. ehIy Virtual PC enHeFVIkar 

TMnak;TMngKña)antamryH Connection Network. CaBiessvamanRbeyaCn_cMeBaHGñkeronmuxviC¢a Network. 

- kar Setup Window enAkñúgkmµviFI VMWare man 2 rebob³ tamryH CD Windows Boot & File ISO. 

 rebobbegáIt nwg tMeLIgma:suInkuMBüÚT½r nwg Windows enAkñúgkmµviFI  VMWare 

 - eyIg®tUvman File WindowsXP.iso Camunsin. [Ex:  File WindowsXP.iso enAkñúg Drive E:  Folder XP2 ] 

krNIebIeyIgminman File ISO eT eyIg®tUveRbIkmµviFI Ultra ISO or Power ISO edIm,I Burn CD Windows yk 

eTAdak;kñúg HDD begáIt)anCa File Window.iso 

- ebIkkmµviFI VMWare V6  File  New  Virtual Machine…  Next  Next  erIsykRbePT Windows  

Next  erIsTItaMgpÞúk Windows CaBiesseyIgpÞúkkñúg Drive suvtþiPaB [Ex:  Drive  E: ]  Next   Use host-only 

networking  Next  kMnt;TMhM HDD sb,nimitþ CaTUeTAkMnt; 20 GB  Finish   Do not show this page again 

 close  enAkñúgRbGb; Command  Edit Virtual…  CD-Rom   Use iso image  Browse  erIsyk File 

WindowsXP.iso enAkñúg Drive  E:  Folder XP2  Open  erIs Floppy  Remove  Ok  enAkñúgRbGb; 

Command dEdlcuc Start this virtual… edIm,Icab;epþIm> 

 
 


