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Microsoft (Windows) & Open Source (Linux)
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ssnp Basic Computer Network

1- 155161t Computer Network?

- Network: AMInMUMAS G Gamwanin Suamoguaimimieimwanmm inugneid
ﬁ[lﬂ']mtﬁﬁl’ﬁ ﬁ'ﬁ"l.ﬁ"lﬂjﬁ[lﬂﬁmﬁjﬁi NHWS S4 588 (Such as: Files, Voice, Video, E-mail, Print, ...) 4
2- 1HifigIt Data?

Data: AENHIAIIE U G hAMNAYiBaueMATMUIGiE 1 Data MBS Files, Voice, Video, E-mail,
Image, Text, Lhidyd
3- ﬁajﬁ‘}"lﬁai Network Topology.

Network Topology BENHf & gwﬁﬁifﬁsﬁmﬁ: 84 guAinf iMwmedmAdey SHANUIM MyBINM
mew 9 stheofafism SagpigaiFmn |

Network Topology Standard %‘[ﬁﬁiﬁfﬂm G [UIAg & Bus | Star | Ring | Mesh Topology
&am : Topology %ﬁﬁiﬁmm 3] T.Gjﬁ % Physical Topology & Logical Topology ‘1

- Physical Topology - Bedteiglies Hardware WG (Cable | NIC | PC | Printer | Switch | Router | ...

- Logical Topology - Bedtelighies Software YGT ( Share | AssignIP | Set PC Name | Ping | Workstation
.
3.1- ﬁ?ﬁ‘pﬁai Bus Topology

- MISMUMYIHS Bus Topology MDISHIREWIUIAMS WLITMYS Terminator ARAT 1183 aHHEME

ISISHBHUFUMSNSNS 1 EBUITeRNmY
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Buckbune able ? i
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- LU%?H%Bji%ﬁm'ﬁ Star Topology
- Samettie 84 afmin BN uig Network 155
tj[lﬂ?ﬁﬁiﬁﬁ'j Bus Topology
- WIS NSIg) Network AMBW SN NESTAM Computer GiH I BSEIANIMIIG 4
- DMRIRYATIGISTINN Network BISTEMN
- Miusnieng g Sgwmeiiieda hwanii[iigy Network ity |
gm Agjiigem o MUMYItE Bus Topology 188 THANTI{HTIES 4
3.2- ﬁ?ﬁ‘pﬁai Star Topology

- MISMUMYITS Star Topology MSMFANSNLI ey Si1 1At Bus Topology 1 (I BIBIUSHATING

Computer

HUB

Computer

Computer

Printer

Computer

ﬁjﬂﬂﬁjﬁjﬁiﬁffi Star Topology
- mmlﬁgmgﬁm:ﬁtéjﬁ Computer {j Peripheral
- [Wiie eI 100 16
- amettie 84 Safimin SnUig Network g1diEs 84 b
- 18108 Computer AMBWMSTONBIUSMAEN Computer éf@tgjmg 9
ﬁﬂﬂ?ﬁﬁiﬁﬁﬁ Star Topology
- [ STIEMTauHIAN Hub 18110RT Computer 13 Transmiton 1{81E 11T Data Flow, Broadcast,
Collicsion 1 TG GBI TR UDUMSTEMISIOR Transfer 4
- 538 Computer iR pInMUMStgetiv Msiuigslis 10 161 25 Fiydi
5- [UIAGISMISMT Network.
5.1- LAN = Local Area Network : LAN [NUEMBItI3ig}1 Network UTP, [imsim[{isigeii

RBAN{RY QHUSY. HMITEERRAN: Small Building, Wity ERfjssal]s. intw geudidh Simstinitn |
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5.2- MAN = Metropolitan AreaNetwork : MAN %mﬁ”lij_,ﬁgﬂjﬁfs LAN E1S8t5 NG LAN

thifEeigifusigpoim 4




5.3- WLAN = Wireless Local AreaNetwork : WLAN @ﬁﬁ]ﬁiﬁjgiﬂjﬁmﬁmmﬁj (Signal) im[ij%Siﬁ:Imfii[ﬁ

18} Network UTP 16, inmsgiigjt Sumsdinemwry] iwinjéimstonaGns 4

Internet
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Router

To Internet

? Cable/ADSL Modem
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PC with USB Wireless Adapter K
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-
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\
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(54-108Mbps)

Single Access
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to 253 Clients Ry —
Multifunction
. Print/Copy/
Database Scan/Fax
Server

The ideal and cost effective Network solution
for a Home Office to a Corporate Office




5.4- WAN = Wide Area Network : WAN ij“lfiﬁ“l’tﬁ[ﬁ% ISP (Internet Service Provider) TN

u 2 [x}
v

g Isp 15ET g ans WdiémAdsum iy Stmedivaury] 1 mmEsubumibs site yw

1g1MS site Ytigln Meiwsninmspefeifs isifusmsipismigmomatinmsmonsias.

Internet

DSL/Cable
Modem

_

Network
Router

E. E.

~—— Computers
g equipped with
network adapter
(77
Notebook
Cpmpute{ equipped with
Qqunpped Wi wireless
wireless adapter PCMCIA card
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5.5- VPN = Virtual Private Network

: VPN [T HILe ISP 383 U138 Connection 18¢hMsuifatog

U Biegifmn 07 Site Gew 161M8 Site BTG, MITEIIMBIIE Mobile (Remote Access) I VPN Site to Site.

Unauthorized host

How VPNs Work

Virtual private networks use two things
to connect external hosts securely:
authorization and
encryption.

Authorized host with
VPN client/gateway
software,

which handles
authorization and
encryption

oA, i AR EEEEEERER
SN EEEEENEEERERR

Cable Network with ™™ Head Office
Network Based VPN




sszsjzsésaﬁe Local Area Network (LAN):

oJ

6.1- iﬁ?ﬁﬁfmsﬁiﬁsﬁmjgimﬁsﬁs itﬁﬁiﬁﬁﬁ?Sﬁﬂjéﬁﬁﬁﬁfm[‘jﬁfmS Operating System (Windows) 9

1 1 1
v

6.2- NN BIglne tmsthAmmesa&gum 4

v

6.3- 181un]G1[giensauRINI Network Card TR [ Install Driver Network Card %1 ¥
6.4- [BIE818]1 Network UTP RI45 BURNAITMT Connector RI45 TR [IIAGENIg) 18411 UHTBAIIA

611 Network Card 187518159 1918 Network Card i87t1j8156

o

6.5-‘[§ﬁ’ﬁsﬁlp Address 841 Subnet Mask 181713 Network Card (Ex: 192 . 168 . 168 . x /5¢) 1 Bl : NAIFe)]&1
AMHEIMYASEH 1P Address BHEN 1
6.6- NN GIEIReMSIRUUMPUN NEYMADIEY § Workgroup

6.7- [ﬁfﬁﬁﬁ%ﬁji%%f@ji Connection, Check Firewall, Check Servicesin Windows [Start or Stop]

J

6.8- %‘G’ﬁﬁﬂjﬁ%géﬁiimﬁii@ﬁmjgiéEE‘riGjﬁ Share Resource (Data) such as: Drives (HDD, CD-Rom, Flash),

2

Folders, Printer(fs’ﬂ.ﬂ:l: RTHBI G Share File St

o

6.9- MR EAMWAGEETIRNEIETG Access Resource (Data) from other PCs

]

Printer



Notebook PC with  proSafe Gigabit

oJ =3 o

7.1- WbnginsnAshinysts Wi egsinEiud tinlging Operating System (Windows)

b ]

7.2- NAIRNGIGMHE it Eigsm 4

v

7.3- 1910 G157 E188UAINT Network Card 1T {5 Install Driver Network Card 1 ¥

7.4 [GIE1SGUAINN HUB, Access Switch

7.5 [GIE1818]1 Network UTP RI45 BURNAIMT Connector RI45 IR IIAGEIEH [T 1 UNTBAING
fi1 Network Card 18711]8159 191MS8aURAINT Access Swtich |

7.6-‘[§iﬁsﬁlp Address & Subnet Mask ‘181{_1;«‘:] Network Card (Ex: 192 . 168 . 168 . x /,,) 9 GAM : mﬁﬁmﬁs
AMHAIUMYASEH 1P Address BHEN 1

7.7- naifin B piiemsigu U gwm MEymiding sy § workgroup

7.8- mfﬁﬁaéﬁjiéﬁ'mf%i Connection, Check Firewall, Check Services in Windows [Start or Stop]

a o J

7.9- ‘iﬁﬁﬁmﬁgsStﬁtmtﬁimﬁmﬁsé?gtgjﬁ Share Resource (Data) such as: Drives (HDD, CD-Rom, Flash),

=
2

Folders, Printer (BAM: $t53BSHIG Share File TNS1G)

J o

7.10- mﬁtﬁﬁmmmﬁ?jssmmﬁmjéié?g Access Resource (Data) from other PCs

=%
)

k- &)

sam ISiﬁﬁﬁjﬂJéiiﬁ%ﬁﬁ%ﬁﬁmaig Physical & Logical.

Desktop PC Desktop PC -
with with - Physical: fi§ifMiIt LS Hardware 'é'ﬁﬂ'] HDD, RAM, CPU,

GA31 GA311

VGA, Main Board, NIC, Hub, Access Switch, Access Router,
Modem ADSL, Printer, Cable, Connector, ...

-
-

GS108

GAs11 Desktop Switch - Logical: BROMITENS Application U Software §%ti 0S=
Operating System (Windows XP, 2003, 2008, Vista, 7, ... Eﬁ
B | B | ‘ Microsoft Office, Adobe, WinRAR, VB.Net, ...

Notebook PCs with  Desktop PC
WG511T with
GA311



BEgsig Ry NG ISA Card, PCI Card IR [HIMSIAINMGISH I5A
Slot J PCI Slot 18110 Mainboard, ig NIC SIBSS[HIMSMUBANYL Main Board TAYH 1 1IN EISNGUDS

Data §11 PC tiy 191 PC YtUiG]H MuItseigji Network UTP ¥ NIC SGHIEEITNIUIIAG & Interface (Port) 4 Wireless
- Speed= 10/,0o Mbps | 100/100 Mbps | 1000/1000 Mbps

- Model= 3com / Realtek RTLxxxx / D-Link / Pro-link / SiS900 Based PCI FE / VIA Ethernet/ ...

RJ45 Port
Desktop View

RJ45

/Connector
N
N\

1333

RJ45 Port
/Laptop View

scvn (0

q ! y)) N Wireless
} Notebook Card

PCMCIA

Local Area Conneckiaon
_'!3 Limited or no conneckivity

I 5i5 200-Based PCI Fast Ether. ..
L i s ask Ether

: Network Connected msémmttﬁﬁﬁsmsﬁsﬁ IP Address & Subnet Mask

18 4 T61605518 Network Card SMTTHIH IP DHCP Private Address %iﬁji [169.254 .x.x /6] 1

Local Area Conneckion
Acquiring nebwark, address
T__ ™ 55 900-Based PCI Fast Ether. .. o o o s o~
— : Network Card ‘ISSW?TIIS Connected $UMS S TNSTiSH IP Address $U101T




--":'Qﬁ Local Area Connectian
(= X Mebwork cable unplugged
M 5i5 900-Based PCI Fast Ether,

' : Network Disconnect ms%ﬁjﬁ]ESQémS@ﬁ%BJI Network UTP 18 9

= 2 Local Area Connection
= Connected, Firewalled
M 5i5900-Based PCI Fast Ether. .

¢

' : Network $10 Firewall 188tuthBsHgeMsINt Pcs Si619f anebithi

U wRaRaNiaT pc suaitiumeis 1 Gig pcrpitiumemsmisigmmnananifi pcs igiginms 9

=

c Local Area Connection

"_*f" Connecked, Shared

e A 515 A00-Based PCI Fast Ether... ) o o oo o
_— : Network Internet Sharing H18Sti 1 PC ‘iSSﬁC]ﬁiﬁﬁﬁﬂj'ﬁ IP Address S

Internet NG PCs Bigigiamui(d meimaian 4

Local Area Conneckion
. Disabled
M Si5 900-Based PCI Fast Ether.., v a
== : Network Disable H183HI%1US Network Connection ﬁi[lﬂ']%ﬁ'lﬁjg 9

- MAREMN § U6 Error MY NIC: fgJTissitiumen]s b ipjigsennimy. auibugy |

XP2 / Vista / Window 7
{workgroup)

PCOL = 192.2.2.30 /24 PCO2 = 192.2.2.40 /24

 GYETHITUEMNT T PCO1 MIBSUNH Data 0 PCO2 MSHHM 11ig PCO2 T BIMBANWH Data 03

PCO1 TMMSIS. IRUAMAIBHRNIBRTNGE?

GIE0NIG © : O Error NIC, O Error Cable, O Error OS, O Firewall OSBlock, [ Firewall Anti- Block, [ Stop Services

(Y EIBUIUSNN §gjfiss pco1 BSaNe Pco2 81 Pco2 BRENA PCOL 18, IRUAMBRNTHARLENE?

G160 S 10 : O Error NIC, O Error Cable, O Error 0S, [ Firewall OSBlock, [ Firewall Anti- Block, [ Stop Services



miall PC IURIHTUHSINS NIC U NIC Disconnect t5HBSMEIGH Server PDC WIS UAEIE GIRBSMG
gigjimaisr 1 gusatwiiimwibhuds Nc Ui g fuig] UTP Network M Loop back. T8TINRSETH

w5 NIC TIMET 9 NIC TRUITHMS TIEMSSRES Connection 15 (Active Connected)

1- ( UiEﬁﬁ )ﬁmjﬁ Control Panel > Add Hardware = Next > ® Yes| have... 2 Next = Scroll down choose Add a
new hardware devices 2 Next 2 ® Install... 2> Next =2 Network Adapter = Next = Microsoft 2 Microsoft

Loopback Adapter 2 Next = Next > Finish 9

] Local Area Conneckion ¢
Acquiring netwiark, address

' Microsoft Loopback Adapt - o
Ly MRS RReRhanh ATSREEr : 1888 Icon Network Microsoft Loopback Adapter 18 03TNS Add UM A

2-( Flljﬁ) o Manage = Device Manger 2 Network adepters = Rightclick on NICyou want to delete choose
Uninstall - ok - ok.

= Computer Management E| E| E|

Q File  Action Miew indow  Help ;lilJ
¢ mEHE 2 = W
Computer Management {Local) = pCzzz
- @ System Tools + J Compuker
+ Event Yigwer +-ige Disk drives
+ Shared Folders + § Display adapkers
+ E Local Users and Groups +-i= Floppy disk controllars
+- & Performance Logs and Alerts +-i=y IDE ATASATAPL controllers
E;, Device Manager +-< Keyboards
- @ Starage +- ") Mice and other pointing devices
+ Removable Storage +- @ Monitors
Disk. Defragrmenter --EE Netwnrk adapters
Disk. Management 5 : i
+ & Services and Applications =E) Realtek RTL8139 Famlly F‘CI Fast Ethernet WIC

B8 Realelk RTLE139 Family PCI Fast Ethernet MIC #2
B8 5i5 900-Based PCI Fast Ethernet Adapker
B& vrMware Virkual Ethernet Adapter For YMnet1
B& vMware Virkoal Ethernet Adapter For YMnets
- Ports (COM & LPT)
+ ﬂ Processars
+- 8, Sound, video and game controllers

+- b Swstem devices
F 5 + Universal Serial Bus contrallers




HUB: thaumininanu s nimivamaiojmisimw madnnidsh 84 anaim 4

- Speed 10 / 100 Mbps
1hi1 2 PC BSMBLMS Data 16730
- Haft Duplex N
IGIBAHNNUTRYINSIS
AT Package 860 PC B1G1G7R
- Broadcast
IETRIMI YIS Collision & Data Flow
MiG395518 Package 1IN Data
- Collision

Error U Hub H14

Computer

HUB

Computer
Computer

Printer

Computer

Access Switch: thauninfiramustssnimuvamminjgihifEsimw mednnids 8 anwm 4

(3}
v

- Speed

10/ 100 / 1000 Mbps

- Full Duplex

1911 2 PC MIBUINS Data 16736

iglunnmnuingwne

- No Broadcast

BRANIML Package BA) PC Bigig]a

BSIFIHING Collision & Data Flow

@smiﬁsgﬁiﬁs Package iﬁﬁ-ﬂtﬁ Data Error

- No Collision .

U Hub it
_ Store & ﬁ?ﬁjﬁﬁj MAC Address 1§11 Source &
Forward Destination $TNMTINSIGIMEGaTIE 9 ¢
 Through Put MHAMITUAIJAIIB]T Network UTP Straight &

Cross Over

Desktop PC
with
GA311

B

Desktop PC
with
GA311

GS108
ProSafe Gigabit
Desktop Switch

Notebook PC with
GA511

- e
Notebook PCs with  Desktop PC
WG511T with
GA311

Router: ?ﬁmaﬁﬁmﬁgme‘mﬁi Hub / Switch i’"lﬁ']SEiS’lE’rﬁ}ﬂﬁ Share Internet, ‘Eﬂi IP Auto, Routing from In ot Out, ...




+ Router D-Link Broadband G-Plus 54 Mbps:

- DefaultIP 192 .168.0.1/,4
- User Name admin
- Password empty
D-Link DIR-450(EV-DO)

- Provide DHCP Provide IP auto to others PC
- NAT Connect between two Network Address
- InternetSharing Provide Internetto others PC
- Indoor/ Distant -

/ 80 > 100 m D-Link
Vector Building Networks for People

- WAN (Internet) =1 D-Link DIR-451(UMTS/HSDPA)

- Default Port - LAN (Internal) =4

- Reset (Clearconfiguration) =1

WLAN / No WLAN

‘ - D-Link DI-614+
l.' Enhanced 2.4GHz Wireless Router

Cable/DSL Modem Home Advanced 00 Status elp

DI_514 614+ to connect to your ISP (Internet Service Provider). The DI.614+'s easy setup
: el will allow you to have Internet access within minutes. Please follow the setup
2.4GHz Wireless Wireless wizard step by step to configure the D614+,

Broadband Router

—_—

q Computer 3
. ﬁ WL-520

Burdding Metworss for
I: Wizard The DI.614+ is an Wireless Broadband Router ideal for home networking and
small business networking. The setup wizard will guide you to configure the DI-
—

Run Wizard

o

Help

Computer 1

DFE-530TX+ ‘

Computer 2

DWL-650




+ Router Link-sys Broadband G-Plus 54 Mbps:

- DefaultIP 192 .168.1.1/,,
- User Name admin/ empty
- Password admin

- Provide DHCP

Provide IP auto to others PC

- NAT

- InternetSharing

Provide Internetto others PC

- Indoor/ DistantVe

80 > 100 m

- Default Port

- WAN (Internet) =1
- LAN (Internal) =4

- Reset(Clear configuration) =1

WLAN /No WLAN

Internet

Network
Router

<
P

R N

Wireless
Access s >
Point
- Computers
“Rgacat equipped with
— network adapter
N ‘.\ .y',l \IIV —
L. .
Notebook
Computer p y
equipped with eq‘;;f’r‘;fgsg"“
wireless adapter

PCMCIA card

INTERNET

Home Wireless Networking

' Cable Modem

{ or
. DSL Modem

Warebess PCI Card
[

-
5 o
-
-
%/
E&uum
’,.

Wireless Notwork #C Caxd
WeCin)

: Etbarfast Wirelass AP +
Cable/DSL Rost er with

| 4-Port Swtch

] BEFWI154)

I

We ebess Nohroek Atagtes
| (Wusa11)

i
p— y

p

P 9SS




+ Router TP-Link Broadband G-Plus 54 Mbps:

- DefaultIP 192 .168.1.1 /4

- User Name admin

- Password admin

- Provide DHCP Provide IP auto to others PC
- NAT

- InternetSharing Provide Internetto others PC

- Indoor/ Distant

Vector 80 - 100 m

- WAN (Internet) =1
- Default Port - LAN (Internal) =4

- Reset(Clearconfiguration) =1
WLAN /No WLAN

Wired
Wireless
TD-8810 TL-WN910N
ADSL2+ Router Wireless N Cardbus Adapter
— N |
TL-WN821N

Wireless N USB Adapter %

/ ) (<<\ I />>>
Y Wirél'ess N ﬁotnter
e \ TL-WN951N
L )f}:'f' _! Wireless N PCl Adapter

b
é

:
" =




+ Router Link-sys Access-Point G-Plus 54 Mbps:

- DefaultIP 192 .168.1.245 /,,
- User Name admin/empty
- Password admin

- Outdoor/ Distant

200 2 400 m
Vector

- LAN (Internal)=1or4
- Default Port

- Reset (Clear configuration) =1
WLAN /No WLAN

INTERNET

Home Wireless Networking

/” Cable Modem \
( or J
DSL Modem

Waebess PCI Card
WMP1)

4
% We elecss Nohroek Adagtes
- (WUSB11)
Wireless Notwork #C Caxd
—els './

Etberfast Wirelass AP
Cabie/DSL Rost er with
4-Port Switch
BEFWI1S4)

P A8y

Wi Cin)



+ Router D-Link Access-Point G-Plus 54 Mbps:

- DefaultIP 192 .168.0.254 /,,
- User Name admin/ empty
- Password admin

- Outdoor/ Distant

200 2 400 m
Vector

- LAN (Internal)=1or 4
- DefaultPort

- Reset (Clear configuration) =1
WLAN /No WLAN

S Router

Access Pomt

\/,.. .

Print Server

PCI Adapter

PC Card Adapter

Wireless Network

USE Adapter
{laptop, desktop)

‘ Compact Flash : g

for PDAs Printer



+ Router TP-Link Access-Point G-Plus 54 Mbps:

- DefaultIP 192 .168.1.245 /5,
- User Name admin/ empty
- Password admin
- Outdoor/ Distant
utdoor/ Di 200 - 400 m

Vector

- Default Port

-LAN(Internal)=1o0r4

- Reset(Clear configuration) =1

WLAN /No WLAN

RJ-45 Ethemet
pon

h

| ————
Modem WA-S01ND :\N Ay;fgo‘lND
router As Wireless fszepgitzfss g
. Laptop with Wifi

Laptop wath Wifi Wireless pninter




SHRPPIHREYY  Nework R HBIBRBEYY newwork

(Transmission Media)

- UBU]SISsDnTIe)l Network MSTE M {i1iG § Coaxial Cable | Twiseted Cable | Fiber OpticCable

1- Coaxial Cable : BENIIIAGIgIMUIHAINSA TGUMGIISIBAAMI, TISHAMMMINIIN (Signal) 518

inwigignniime B wadigimd gmimisnsmw ymitssiunie 1

INSULATION
COPPER MESH
OUTSIDE INSULATION

: %Sji Coaxial 118 I uing & Thin Coaxial Cable | Thick Coaxial Cable 9

1.1-Thin Coaxial Cable : I8JIIS8MBHMUMSHING 96 16 LMY BNC Connector

A8 i
¥ ot L

2-Twisted PairCable : {IIAGISJIRANHINMSWHIRHRNT & MU LAN FUBIIe;IMS ¢ § U {58y



1tTig Twisted Pair IGATH ) & UTP (Unshielded Twisted Pair) BENIgJIIHITSIANIN:

iG{51 STP (Shielded Twisted Pair) AENTSIiEAIMSIANIN:IGHIENS 4

2.1- UTP (Unshielded Twisted Pair)

- 10 BASE-T

- e uavmimasiigrsns

- fjsuCpRIngms S

a o

=3

- ‘Ej_ﬁﬁ‘lgtﬁ ConnectorRJ45

G35047 10 /100 Mbps

- witsisminmarhutagé 8u foj8r Bebati 900 67

- HTIRIRY (EIY]ID )

Lﬁiﬁgfe‘ji Network S2Ri UG RN Category

-Cat1 = WINYUMSEIIAH (Voice Only) = BiNtWISizIR: 80 > 100 m

-Cat2

-Cat3

-Cat4

-Cath

- Catbe =

-Cat6b

-Cat7

4 Mbps

10 Mbps (Ethernet)

20 Mbps (Ethernet)

100 Mbps (FastEthernet)
100 / 1000 Mbps

100 / 1000 Mbps

10 /100 / 1000 Mbps

= Binwisisigs
= Binwigiuigs
= Binwigivigs
= Binwigivigs
= Binwigivigs
= Ginungisige

= Einusisige

80 > 100 m

80 > 100 m

80 2> 100 m

80 2> 100 m

80 2> 100 m

80> 120 m

100 = 130 m

i

g

i

il

g

wigjrity



IUjuRuie]i Network

—> 1Cable =8Pin Standard A Standard B

> 8Pin _g ﬁjﬁﬁj + Left + Right + Left + Right
1- WG 1- WG 1- WO 1- WO

MIfUig) Network iGHIGM B - e 5 5

[UifG fStandard A & Standard B [3-wo = e e

-W = White 4 b 4 b 4 b 4 b

-0 = Orange 5- Wb 5- Wb 5- Wb 5- Wb

-G = Green 6- O 6- O 6- G 6- G

-b = blue 7- WB 7- WB 7- WB 7- WB

-B = Brown 8 B 8 B 8 B 8 B

o o

Gam : igj1 Network § Siimiin ¢ igpdiams hw ¢ igmmeBsgmimmaennifis s & wom
Wmgithmsianiss o, b, m, & ISANWEG (Connector RIAS) 1 MSBWH 18§ 0. b BNUTF MIUMS
Package (Send) 84 M, ﬁﬁﬂm@mmgm Package (Receive) WINUN G %Bjﬁgjﬁ Rislasn UGN

WHIGNUMBWANGENUYUIIG]H (More Connector RI45) 9 DHIBSHNIE) Network HlI iHUMBMUM

YW HIRSTNEIMetss b 1Fj wmUiisIgsigimEauRILi Hub or Access Switch GIgIBMUNI pC to P

RSEMIE! G 1fH Yiganammsin oty |

IUUMUIsH Network UTP 183 (Cross) 84 {501 (Straight)

-PC>PC = Cross (Old System Unit) / -PC-> PC = Cross or Straight (New System Unit)
- PC 2 Hub / Access Switch / Access Router / Modem ADSL = Straight
- Access Switch = Access Router / Modem ADSL / CISCO Router = Straight

- Hub = Hub = Cross / Access Switch = Access Switch=Cross / PC = CISCO Router= Cross

Straight ({0l ) Cross Over ( %giﬁ) Rollover ( ﬁqnm ) Loop back ( UIETNEi )

1->8




1->1
222
323
6>6

1->3
226
321
6->2

2>7
326
4->5
5>4
6>3
722
8>1

1->3
226




85551965428 Standard System Phone (PABX / IP PBX).

<J =4

- NUAIMAWENTMU NS GIHmA RN hwiiiue extension B, M, ¢ effgjénn
Gam AuMISMAGMaRTSARNIG (Free Charge), Tigiiumumumywuig 023, 012, 011,... 18]

garigsingignnyiipudls UigRRMUWMYHYM (Charge Money).

ISP + LAN + WLAN + Telephone System

( Telephone L
From Telec / Ca t
Line Fef
Port
P - |
Port Line —
| Pd
E
=~ Telep}
\gﬁ elep
Modem
Port LAN
Port WAN () Linksys Adcess Point i .
\ I LAN = 192.158.168.7 /24 . Design Room .
PPPOE S -Ax ) [ s
POESw = T —~{()
~  ww
((.)‘i (« ,}- Linksys Broadband g & S
\ \ Port LAN = 192.168.168.6 /24 ) =
= == o [’;@ @ Lo
L1 L3 a @
_ _ i s
“wl “ul ) o
l"q?#f i - I‘r*\’-'“f”f, ” = Printer
L2 L4 .5
£ 1
n
. : e
Main Switch = @
a /:
Ser Room Sub Switch

Printer

\&é

File Server
192.168.168.1

Backup Server
192.168.168.2

Printer




Main Phone & Extension Phone:

- Main Phone: thAsgIB ot memithgwaunind pasx iMAMTAGgIRHURNG HT
[infigunIni PABX 188181 1 iTiEMI Un call 166 & 990 Sunwivefigwsisumite U iTnag
R{WIAGGIRSN Main Phone BIHATIN U HONMBIIRE BRNTUENAMSIET |

+ Main Phone: RUISJIGIRINGEs & 18)1 1wy MUIGIMS Jack port § 9

UHiumemumumaunial PABX aintis call 15 & 8gw

- Extension Phone: m[,ﬁtﬁggiﬁﬁgmjfjiu
+ Extension Phone: RUTJIgIRIEIHgS b g1 (wunims gufims whtihaisiisg b, m isnne

[0 TNwmUIEmS Jack port SHFSAMS |




how to configure pabx



(=)
gﬁﬁé} Peer to Peer Network / Workgroup

o J

- AmipguiissaGthiBeshwmiwtuanaming ihwtgssnGdsluti 00 191 o 1jl

- NN GISHHBNSAGUTT M MefNGIAMYNTME T g {0ENRHMeI8 (NoPC Server).

1
v

- HAMSKIHMO[UNSMINI System & Data 9

o J

- G108 ANIEINS Capacity G5 4 INWgwRGY INONSTIwR |

1
£

- NIGBITA PC Clients [HIMSIANGRIRIIZS NN 1171938 1

o Iy

- A s s NEGO)EREw i Applications itwied] Yigibumusls U GUANHmS |
- THINEIN [ RE SHUHE Operating System (Window) 1521 U Data MHUH 4

- {UtfS Windows [9x / 2000 Pro / XP Pro / VistaUltimate / 7 Ultimate ] 1

- (iguaIsid 1T Administrator MSUIGHIGHILH MBEMBUSWMGCH (Error) NSIGS 4

- I‘Eﬁgﬁﬂjjls User Account Administrator SHENATRISAINERAISet Password

- tsﬁmmtﬁms Login IS1ij'ﬁﬁ:ﬂJ§i %‘Ilﬁﬁﬂﬁj Userg TNt User ﬁiss ﬁ?éiﬁjiﬁﬁ Group Users | PowerUsers

- whugi Ue y ijustguingogudguisinudagsr guth B8 AlertProgram, Regedit, Group Policy, ..

)

- 8 AutoRun (Autoplay), Installation Program Antivirus Internet Security, USB Security Scanner
- Training staffs how to use Flash Drive, How to open Documents, Show icon / symbal Virus, Other Application 9

- Peerto PeerNetwork /Workgroup %m‘[‘ﬁiﬁg Network Star Topology.

FC 1 = 192.168.168.31 /24 FL 2 =192, 168,168,532 /24 PC 3 = 194,168,168.33 /24
/jl":J T -
L:.;_ e e ’
— .7____|___- L ?f___':j || HPLasarlet 1200 Saries PCL

| HP LaserJak 2200 Series POL

Eﬁ!‘e‘; @ WD 1o 2500 Series PCLSCe
=

Access|Switch

© = =

PC 4 = 192.168.168.34 /24 FC 5 =192.1608.168.35 /24 PC 6 = 192.168.168.36 /24




reslorsningRanial R0 guRgRAYa

- hgighninuiafssgimmsinbnmwnsfe gl eimelgmfuogenmparops Salyin pc

a o

iBEjamwningms 54 8w

- Properties on My Computer = Computer Name = Change 2> iS1ij'i§LﬁHfi Computer Name ﬁ%ﬂﬁﬁ’lﬁm@s

Samisntsngér > ok > ok > Ok > Restart PC.

sam : - m'jﬁmjésétﬁﬁfﬁﬁs[yimﬁmms@ﬁgm (No Duplicate PCName), i BIBRIJ USRI

Computer Hame Changes

Y'ou zan change the name and the memberzhip of this
computer. Changes may affect access bo nebwork resources.

Computer name:
PC50 |

Full computer name:
PCRO.

More...

tember of
() Domair;

(%) Work group:
|WEIF|KGF|EILIF' |

o | [omen ]

& Workgroup |:| |§|

3

File Edit ‘Wew Favorites Tools  Help .1.
e Back - \_/I lﬁ /:\J Search ‘H_:‘ Folders *
address |9f§ workgroup V| Go
Folders £ —
(& Desktap ad R0l

Ei My Documents g
5} My Computer -
= ‘:{ My Metwork Places
= @ Entire Netwark
= €% Microsoft Windows Metwark
= {3’1 Workgroup L4
iy Poii
o Pooz

Pcoz




5655555%53?’5 IP Address %‘3 Subnet Mask G@ig‘@ Network Card :

- Properties on My Network Places = Properties on Local Area Network = M Internet Protocol (TCP/IP) =

Properties 2 U tifi Mouse gms'ﬁ%%gjmr;n NIC iBnsigiBaiEg > Properties > MInternet Protocol (TCP/IP)
- Properties 2>
- O Obtain an IP address automatically: [UE3SiTitHHwHAGSHISsMaSw R Fnjérumninmsitn egr P

Address {11 6] Server § fl18URIAA Router HBILI: DHCP.
- ©® Use thefollowingIP address: S8 HIHNASE 1P Address ‘iﬁ'][ﬁ%Sﬂﬁ 9
- Defaultgateway: RN [BH YWIR NTSBHMUIAN Internet I G165 1P Network (i8It 4
- Preferred DNSserver: 1S [P ﬁiﬁjﬁ]ﬁs‘is Serverta‘i:ﬁ Joindomain 195 IP DNS TURT ISP ‘IE‘Eﬁ Browser

thIN8 Website (ex: www.khmerfree.com / www.google.com )

- Alternate DNSserver: fiS5 1P JURIBIEIS Server U IP DNS 1156 ISP & B 1B gjanigy 191inasite Ip
Preferred DNS Server 8%

- Advanced...: 55N Add IP Address, DNS, tﬁimmgﬂ Connection NIC fﬁ?gtﬁ 9

Internet Protocol (TCP/IP) Properties

General |

You can get IP settings assigned autoratically if your netwark, supports
thiz capability. Othenwize, vou need to azk your netwark, administratar for
the appropriate [P zettings.

(") Obtain an IP address automatically
{(®) Uze the following IP address:

P address: | 192168 . 163 . 31 |

Subriet mask: | 255255255 0 |

Default gateway: | . . . |

{®) Use the following DMS server addresses:
Preferred DMNS zerver: | . . . |

Altermnate DMNS server: | . . . |

[ ak. H Cancel ]

wOfseE Tt sSwHamege SuSgNm g W


http://www.khmerfree.com/
http://www.google.com/

=3

- Bxt: ubuEnsingéi 3 1{jH A PC-Account, PC-Sale, PC-Hr ithmiBG NN foydigit m anwm y
7 9 RGIHISSIENAI SIS PC-sale 1TNUIE Test 1G1MS PC-Account §4PC-Hr DIENEIE T Hii 4
- Start > Run-=> cmd - ok U Start > Programs > Accessories - Command Prompt >

- Imagel: UiNENANIW [Reply from 192.168.168.31: bytes=32 time<lms TTL=128] msémmfgm'jgw

e ICAWINDOWSAsystem 3 2emd . exe

Microsoft Windows BP [Version 5.1.268H1
C(C» Copyright 1985-2881 Microsoft Corp.

C:s»Documents and Settings“NiDAkping 192.168.168.31

Pinging 192.168.168.31 with 32 hytes of data:

Reply from 192.168.168.31: hytes=32 time<ims TTL=128
Reply from 192.168.168.31: bhytes=32 time<ims TTL=12Z8
Reply from 192.168.168.31: huytes=32 time<ims TTL=128
Reply from 192.168.168.31: bhytes=32 time<ims TTL=128

Ping statistics for 192_.168_.168_31:
Packetz: Sent = 4, Received = 4, Lost = B8 (8% loss).

- Image2: TNEENIM [Request time out.] BNSEIBSANMENS 1thtseans 1P 18s881({, PC TS, Firewall

o C:AWINDOW Ssystem 3 2hcmd. exe

Microzoft Windows AP [Verszion 5.1.26801
CC» Copyright 1985-2001 Microsoft Corp.

C:“Documents and Settings“NiDAPping 192_168_168_.33

122 _168_.168_.33 with 32 bhytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 172.168.168.33:
Packets: Sent = 4, Received = B, Lost = 4 {188x loss).

- Image3: ﬁiﬁ]mfﬁﬁm [Destination host unreachable.] msétjjmﬁswmdmtg TENLIRINT IP Address f;iﬁim

Network Address Slﬁ‘i“ﬁ'l 9

e C:AWINDOWSvsystem 3 2emd. exe

Microzoft Windows AP [Version 5.1.26801
CC» Copyright 1985-2001 Microsoft Corp.

C:~Documents and Settings~NiDAPpping 192.168.1668.1

Pinging 192.168.188.1 with 32 hytes of data:s

Destination unreachable.
Destination unreachable.
Destination unreachable.
Destination unreachable.

Ping statistics for 192.168.188.1:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss>.




Ex2:

C:\>Ping
C:\>Ping
C:\>Ping

C:\>Ping

C:\>Ping

192.168.100.20

PCO02-Sale

khmerfree.com

www.khmerfree.com

192.168.168.31 -t

1§ Test SNYIMHS IP Address
1§ Test ustusinmenio]&s
1 Test WMBINTE DNS

: T@ Test fN1BII8 Address Website

. MG Test BEIANIMITHBIADT AISENES Key Ctrl +C


http://www.khmerfree.com/

BHNEQ  PAddress 22 HGIEHRNSY 1P Address V4=32bitand

V6=128bit

- indAsswemitmwigingeins Suquniiiywigs nienEmidnnden B aupwn

DRENT 9 10 1P Address V4 TGHIGEI 5 Class & Class A, B, C, D, E 9

IP Address Class: A ( Default Class Full)

-RangIP =0-> 127 (Note: 0=NetworkID; 127 =Loopback Address (Localhost))
- Start IP =1->126
- Network Address = 1byte
- Mask bit/ CIDR = 8bit f{|||||\||100000000-00000000»00000000 }={N-H-H-H}
- Subnet Mask =255.0.0.0
- Host Address = 3 byte
A
- Host Bit - 24 bit {””"'"KOOOO0000’00000000’00000000\}={N—H—H—H}
- Total IP =2°* = 16777216 IP

+ Form IP Class A for Assigninto NIC

15126 0> 255 0> 255 TS 254
- IP Address
10 1 1 1
TTTT TTTT 0000 0000 0000 0000 0000 0000
- Subnet Mask
255 0 0 0

+ Form IP Class A foruse in E-book or Exercise

-IPAddress =10.1.1.1/;
-NetworklD =10.0.0.0

- BroadcastIP =10.255. 255 . 255




255
LEEETTT

7 6
I I

128 64

= Decimal
= Binary

5 4 3 2 1
| | | I I

32 16 8 4 2

firwgiumEt [ yMsigHIHT Subnet Mask

0000 0000 =0
| 000 0000 = 128

| |00 0000 =128 + 64 = 192

| | 100000 =128 + 64 +32 =224

|11 0000 = 128 + 64 + 32 + 16 = 240

[11] 000 =128 +64+32+16+8=248
[1111]00 =128 +64+32+16+8 + 4=252
[I111110 =128+64+32+16+8+4+2=254

[T T =128+64+32+16+8+4+2+1=255

ﬁﬁjﬁ‘[‘:’i’fﬂiiﬁ 1 Decimal to Binary 84 Binaryto Decimal?m

Ex1: G0N0 Decimal 81t Binary

168 = 10101000 (128+0+32+0+8+0+0+0)
192 = 11000000 (128+64+0+0+0+0+0+0)
216 =11011000 (128+64+0+8+4+0+0+0)

Ex2: THUH0T Binary 1G1th Decimal?q]

10101100 (128+0+32+0+8+4+0+0) =172
11101010 (128+64+32+0+8+0+2+0) =234
+ Example

1- 10.1.1.1/;

2- 10.2.2.2/;

3- 10.1.2.1/¢

4- 10.2.3.1/;

5- 10.1.1.1 /¢

6- 11.3.3.1/;



IP Address Class: B( Default Class Full)

- NoRang IP
- Start IP =128 2 191
- Network Address =2 byte
f_)%
- Mask bit/ CIDR = 16 bit {{!I11 1TV TTTTTIT- 00000000 -000000% 3 - { N — N—H — H }
- Subnet Mask =255.255.0.0
- Host Address =2 byte N
- Host Bit - 16 bit {||||||||-||||||||foooooooo-oooooooo\}:{N_N_H_H}
-Total IP = 2" = 65536 IP
+ Form IP Class B for Assigninto NIC
TZ8 S 19T U 255 0> 255 TS 254
- IP Address
172 1 1 1
ITTT TTTT TTTT T 0000 0000 0000 0000
- Subnet Mask
255 255 0 0
+ Form IP Class B for E-book or Exercise
-IPAddress =172.1.1.1/4
-NetworkID =172.1.0.0

- BroadcastIP =172.1.255.255

+ Example
1- 172 .1.1.1 /4
2- 172 .2.2.1 /4
3- 172 .1.2.1 /4
4- 172.2.3.1 /4
5- 172 .4.1.1 /4
6- 173.1.3.1/4



IP Address lass: C( DefaultClass Full)

- NoRang IP
- Start IP =192 2 223
- Network Address =3 byte
A
_ Mask bit/ CIDR = 24 bit {f|||||m-||||||||-|\|\||D-oooooooo}={N_N_N_H}
- Subnet Mask =255.255.255.0
- Host Address = 1byte
- Host Bit - 8bit {||||||||—||||||||»||||||||‘-00000000‘}:{N_N_N_H}
- Total IP =2® =256 IP
+ Form IP Class C for Assigninto NIC
975 223 U 255 0> 255 TS 254
- IP Address
192 168 168 1
TITTTTT] T T T T 0000 0000
- Subnet Mask
255 255 255 0

+ Form IP Class C for E-book or Exercise

- IP Address

192 .168.168 .1 /,,

- Network D 192 . 168 .168 .0

- BroadcastIP =192 .168 . 168 . 255

+ Example
1- 192 .168.1.1/,,
2- 192 .168.2.2 /5
3- 192 .168.3.1 /5
4- 192 .168.2.1/,,
5- 192 .168.3.3 /.4
6- 192 .168.1.2 /5



Subnet Mask : %ﬁﬁiﬁmm 2 Class & Class Full & Class Less

Class Full : Hth DefaultIP Address & Subnet mask %ﬁﬂijLﬁﬂﬁﬁMﬂﬁiﬁ']m Network Path LML 9

+ Class A
- Start IP =1-> 126
- Subnet mask =255.0.0.0
- Mask bit/ CIDR = 8 bit
+ Class B
- Start IP =128 > 191
- Subnet mask =255.255.0.0
- Mask bit/ CIDR =16 bit
+ ClassC
- Start IP =192 > 223
- Subnet mask =255.255.255.0
- Mask bit/ CIDR = 24 bit

** Example: Which IP Address Class Full & Less **

10.1.1.1/¢ = 172 .16.1.1/, = 192.1.1.1/6 =
10.1.1.1/s = 172 .16.1.1/s = 192.1.1.1/; =
10.1.1.1/45 = 172 .16 .1.1/4;5 = 192.1.1.1 /45 =
10.1.1.1/4 = 172 .16.1.1/4 = 192.1.1.1 /4 =
10.1.1.1/4 = 172 .16.1.1/4 = 192.1.1.1 /4 =
10.1.1.1/5 = 172 .16.1.1/5 = 192.1.1.1 /5 =

10.1.1.1/, = 172 .16.1.1/5 = 192.1.1.1/5 =



+ Class Less: M1 Subnet Mask U Mask bit 863f11 Default Class Full 1 1TNUITEIINWIBES 1P Address 1%

IRSIGHY U Bwus 1 U Class Less IBAIBMM B & Subneting & Superneting *

+ Subneting: fiflN Subnet Mask / Mask bit BT Class Full SUTI®) Subneting ﬁﬁtﬁi@imtﬁ ‘E‘%S IP Address
Stwge U 5t 1 MsBwtitiuwn 1P Address 1 Network iG1GIUHIBIIM Subnet / Group &89 1 i{BSt ity

Network Security § ST Link (site) BtiGH Link (site) BLIIG]H U 1B Link (site) 4 MIMNT Hacker

* JUH3 (Syntax)

- Subnet bit : BYSUNNI U BS8 Subnet bit IBAIEHHEN Host bit

- Host bit : B8 SIUBHIS[IRANSIIED (Host bit)

-ValidSubnet = 2" : IfGGS{HIS IP 37U 1 STAW n 16375SS Subnet bit

-ValidHost = 2"—2: INGS8 IP Address IHRI{TMSAHEWHE 1 SHHIL n 1TSS Host bit

- Mask bit / CIDR : BESULNM U BS8 Subnetbit (U U TIURIEM BHN Subnet Mask

- Subnet mask o ERREIHUImE g SIUmBMBKN Mask bit/ CIDR

- Total IP : 256 — Subnet mask: i'ﬁﬁ’%& IP Address ﬁjgﬁij:'ﬂ‘gfﬁ Group

- Network ID WA Total BRMMTURNAUYW 10w YHug ieiuns b

~» o™ =

185105 Total ¥ 1P 188tHHES MBUAIGIASHSIHY NIC SIS TIgIDuwH 1P 188 1GHTISHE Cisco
‘Q‘Eﬁ"l Routing, Access-list, ... I
- Broadcast IP - AT BRI MBI RIGIRSMSIAY PCs SIS 9

- Start IPfor Host or PC : Tiimuainmgifiasisiny pcs 4

Note: fiflfl Subnet mask § Mask bit {{TTURIAH{IIENES 1, 2, 3 HERANNFIESE Network D&

Broadcast IP 18 9 1til Default Network =0 Eiﬁ Broadcast IP= 255



+ Superneting: 10N Subnet mask / Mask bit ﬁ‘fjm'ﬁ Class Full SUTI® Superneting Itﬁﬁjigimﬁiﬁgs IP Address
THSIGIH U 158 9

* JUBS (Formula)

- Superbit : BeSIUen iRt [U [UAISIY Subnetbit
- Host bit : B3RS AT

-ValidSuper =2 :IfiGES{iHI8 IP WU

- Valid Host =2"-2: iﬁf«igs IP Address %ﬂmilﬁmSQﬁgﬁiLﬁﬁ

- Mask bit / CIDR : GESURNA U B88 Subnetbit 330 U BIUHIB BHD Subnet Mask.

- Subnet mask o BRngRulmmw g Siunisguni cor

- Total IP : 256 —Subnetmask: iﬁi‘oj%S IP Address iU
Example:
192.2.2. x /57, 193.3.3. x/30, 194.4.4. x/,s, 172.16. x.x /3, 168.8.x.x /15, 10.X.X.X /14 X.X.X.X/s
180. X . X . X /11, 192.2.% . %X /21, 200.20.32.66 /55, 1.1.1.1/, 2.2.2.2/,
196.116.116.x 197.117.117.x 186.168. X. X 150.150. x. X 20. x . X.x
255.255.255.248 255.255.255.240 255.255.224.0 255.255.128.0 255.254. 0.0
f3 SR N IMHENIED

- How many IP foruse on the Network persubnet?
- How many Subnetor Group in one Network?

- How many Subnet bit for borrow from host bit?

- How many Host bitafter borrow from Subnet bit?
- What is Subnet Mask?

- How many Mask bit / CIRD?

- What isIP for Network ID?

- What isIP for Broadcast IP?



a o a .
HHRNPARESSHENN  643IBT Firewall
- Firewall (i NUGTANGNGR Hacker B4 virus firgnn{iiilg srusnasBghuisinupiigiua i«
1T Firewall %ﬁﬁiﬁfﬂm 9 % Firewall Software & Firewall Hardware.
1+ Firewall Software ‘HTS‘LjEﬁ”I (Build-in OS, Ms ISA, | net protector, GFl, Antivirus Internet Security, ...)
2+ Firewall Hardware ‘i:i“lS'léﬁm( CISCOPIX(ASA), Watch guard (Fire Box-X), Sonicwall, ISA,... )

o

- mg}tgi‘[‘ﬁfjﬁ[lgmj’[ﬁﬁﬁ]miﬁﬁm Banking, Organization, Government,... %‘Iﬂfﬂ%tﬁﬁi[’ﬁ Hardware Firewall

L]

i Software Firewall 1iN8 8, SAMMWIHHEE, 10S RISV, S Functions TIESENT Control, ..

1+ 1itgfuiths 84§11 Firewall 19114 Windows XP2 841 Window 7 /

¥ i .
cl Local Area Connections

_ (R a f9 e 5 E F Connecked, Firewalled
tSQmSHgfﬂ@tumﬁﬂmﬁmmﬁ Firewall i__l“ Whware Wirual Ethernet &dap. ..
- 1Tifi Control Panel > Windows Firewall > ® Off (not recommended) - ok U Right clickon iconNIC

Sateiein Change Windows FirewallSettings 2 ® Off (recommended) = ok

- §Am © : GIFEIBSE Firewall On MSBWENTA § MAtNT AN pes Bisiginamuanagasuti pc

IR Firewall 818 1 1118 PC M1 Firewall I8sMBGNNIRGSEMWTI pCs Big1giAMSHHM 1

- B B - hgieliluninpates frewall on meBwmAw iiwHgMAEN pcs Sigginms

wAGEENI PC ITAIDHMS 1 TNESEWIRM [HIFUME Network 5718 Firewall Scan

- M m : PEsHDuGs Firewall 10D NISTABSANMG Network 1675 HHNIHIGHFHOSH] Firewal
T,Siﬁﬂ Program Anti virus t’d‘m‘h Kaspersky Internet Security, Trend Macro Internet Security,... ¥ Services

Firewall 1URIPITATES igH giﬁ?ﬁmﬁmmﬁﬁgﬁj Service 183 Windows WG ( Server & Workstation, ... )



2 + 11U 841 27 Firewall iS‘]ﬁﬁﬁﬁ?E Anti Virus Internet Secuirty

-G 9. Iﬁ?ﬁtfﬁﬁtﬁﬁﬁ‘[ﬁa Anti Virus Kaspersky Internet Security 7 T:iﬁf?iﬁ‘j]

-G ifiﬁiﬂ?ﬁﬁiﬁﬁﬁ?g Anti Virus AVG Internet Security 2009 Hﬁﬁ?ﬁﬂ

-Gm: Iﬁ?ﬁtﬁ?ﬁﬁjﬁﬁﬁ?g Anti Virus McAfee Internet Security T:iﬁffiﬁﬁ

W McAfee

SecurityAlliance:

-GG Itisiﬁiﬁ?jﬁtﬁﬁﬁﬁ?ﬁ Anti Virus Trend Micro Internet Security ‘i:iﬁf?iﬁ‘j’l

TREND

CRO

-G & tBMUBHIWAAEIE  AntiVirus Symantec ﬁﬁﬁ?ﬁp



symantec.

-8d :iﬁ?ﬂtﬁ?ﬁtﬁﬁﬁgﬁa Anti Virus Panda Internet Security ‘Hﬁﬁéjﬁﬂ

‘es

GP10

-Gl :ifiﬂtfﬁﬁﬁiﬁﬁﬁ?% AntiVirus Nod32 Internet Security Hﬁﬁ?ﬁ‘}]

o~ eT
se N3 \fr:% NOD 32

Antivirus an antivirus system

-Gd: ‘itﬁﬁiﬁﬂjﬁtﬁﬁﬁg?g AntiVirus ZoneAlarm Internet Security ﬁﬁﬁ?ﬁ‘}]

Z0INE

ALARM



wejsioalinaagsuwanesaidnianla win

Share Data

- Share B5NUTBAIIA U 88w MifaBiunndy inmieisnéidiegs 1910 Network |

=3
]

- Share %ﬁﬁiﬁmm b 13 & : Default Share Windows 8% Share Permission

: ést‘atssmtﬁlﬁgmtmtﬁﬁméié?gtgjﬁ QU ianaINIfa&ruaEy thw i

)

mt’amﬁmmmmgi User Name & Password i}tg 9 ﬁgﬁi%ﬁlﬁgﬁmﬁﬁ_‘mﬁ

HNiDA Properties

General | Sharing | Cuztamize General | Sharing | Cuztamize

Local sharing and zecurity Local sharing and zecurity

[ l@ Toshare this folder with other users of this computer [ l@ Toshare this folder with other users of this computer

_)ﬂ anly, drag it b the Shared Documents falder. _)ﬂ arly, drag it to the Shared Documents falder.
To make thiz folder and itz subfolders private o that To make thiz folder and itz subfolders private so that
only you have access, select the following check box, only you have access, select the following check box.
[] Make this folder private [] Make thiz falder private

Metwark, sharing and zecurity Metwark, sharing and security

_-# Az a secunity meazure, Windows has dizabled remote _-# To zhare this folder with both network, ugers and other

3"‘3 access to thiz computer. However, you can enable 3"‘3 uzers of this computer, zelect the first check boy below

remote access and zafely share files by running the and type a share name.

Metwark, Setup "Wizard.

[] 5hare this falder on the netwark,
[If you underztand the security risks bub want o share] |

files without running the wizard, click here.

Learn more about zharing and security, Learn maore about zharing and security,

j__} YWindows Firewall iz configured ta allow this folder to be shared
with other cormputers on the netwark.

Wiew vour Windows Firewall settings

[ OF. H Cancel ] [ 1]8 H Cancel ]

- BW Properties on Drive or Folder - Sharing Tab = Click If you understand the security risks but.. 2> ® Just

enable file sharing > ok 2.

¥ Share this folder on the network: (391637 84 Read only [ PC GWMHAIGAIBA MS Drive / Folder MS{IG
{figin Copy Data 166 Bit MBI HANIISIAY Filelmyinme |

M Allow network users to change my files: ﬁ?éiﬁz‘ii 8% Full control Lﬁﬁ PC g‘iﬁﬁﬁ’jgmﬁﬁmé Drive / Folder
‘meTjE‘f Copy, Delete, Edit, Cut, View file tﬂsmﬁﬁg - ok

- [FGiN8sBSWS Option Security Tab 16 9



G Explorer = Tools = FolderOptions = View = [1Use simple filesharing (recommended) = Ok

J

- Share Permission: AR B18  grgimstnmanne rnmanififa éuaithy BiOwaIUMLgT User

)

Name 84 Password MH838 iGumsgaFiinGrumtinms 1 iwhuinméni security Tab B8Nt

[urfssRguigy 1 gy iimniuaiiha 4

DATA Properties

General | Shanng | Security | Customize

P

— Y'ou can share thiz falder with other uzers an your

= nebwork. To enable sharing for this folder, click Share thiz
folder.
() Do not share this folder

Comment;

Uszer limit () M awirmum allowed

() Allows this number of users:

To configure gettings for offine access, chck
Caching.

s

w
To set permissions for users who access this
folder aver the netvaark, chck Permizsions.

Caching

Windows Firewall iz configured ta allow this folder to be shared
with other computers on the network.

Wigw your Windows Firewall sethings

[ ] H Canicel H Apply

- O Do not share this folder : Itﬁﬁ%ﬁ Share folder 1381G

- © Share thisfolder : Itiaiﬁmﬁiﬁﬁ Share folder 1588 9

- Share name : REMANSBAMIET drive or folder SIS Share 9

- Comment : BENSYCNAUIZEIL drive or folder RIS Share
- ©® Maximum allowed : ‘Lﬁﬁ PC SWIHTHGITN drive Ufolder gﬁmm‘fﬁmswm 9

- O Allow this number of users : RSHEES PC M1GITH drive or folder M8 UMS AN GiFinOUTHYW 4

- : MéywRnyfsigiis Intussiw yns



Permissions for DATA

Share Permizzions |

Group or uzer names:

ﬁ Eweryone

€ MDA [PCEINNIDA)

[ Add... ][ Hemowve ]
Permizzionz for Everpone Allona Dermy
Full Control | ]
Change ] ]
Read O
[ k. ] [ Cancel ] [ Apply

]

- Everyone: Lﬁﬁ Users Q‘iﬁﬁfﬁimiﬁﬁjﬁﬁﬁsmjﬁ
MBTHUIDE drive or folder IHAITS Share 198

BS[UMS User AMtIgTHs 4

- Add/Remove: ﬁ%gﬁ 9] ﬂ;ﬁ%f User or Group ivng

H]Sfﬁ%tﬁﬁ drive or folder.
-Allow: HSEME /- Deny: BSHSEME

- M Full Control: 1% Create, Delete, Edit, View,
Copy, Cut File.

- M Change: ¥1% Create, Delete, Edit, View, Copy,
Cut File.

- VI Read: H1% Copy & View datainfile only.

- TN S8 Ms Option Security Tab 9




DATA Properties

Permission Entry for DATA

General | Sharing | Secuiity | Customize Object
Group or uger names: - -
— — Mame:  [MiDaA [PC-DATAVNIDA)
ﬁi Adrinistrators [PC-DATAMDminiztrators)
L A NIDA (PC-DATAMNIDA] Apply onto: | This folder, subfolders and files v
€7 SvSTEM e
Permizsions: Allow Dery
Full Contral O -
Traverse Folder / Execute File [
List Folder / Read Data [l
[ Sl ] [ (e ] Fiead Attibutes ]
Permizzions for Ml Al Deny Read Extended Attributes O
. . v
Full Contral O o Create Files / Wiite Data [
Moy O Create Folders / Append Data [l
Bead & Exacite 0 wihite Attributes ]
List Folder Cantents O Write Ewtended .t'-‘-.ttrlbute.s |
Faad 0 Delete Subfolders and Files [
Wite H Delete [l
€ il Brreiccricnnr b Fiead Pemizsions ]
F il L. ¢ 4 4 seth [ PR o DU S (] 1 b
or special permizsions or for advanced settings, o .
click Advanced, fdvaneed 0 Apply these permiszions to objects and/or Clear &
containers within thiz container anly
[ 0K ] ’ Cancel ] ] ] [ Cancel ]

- Full Control
- Traverse Folder/ Execute File:
- List Folder/Read Data

- Read Attributes

- Read Extended Attributes
- Create Files / Write Data

- Create Folders/Append Data :
- Write Attributes

- Write Extended Attributes
- Delete Subfolders and Files
- Delete

- Read Permission

: User MG BRMBI0NIBIGS

 User i16 U BRHGIA

:User 16 U BRMGHMSGIH 4

User G J BSMBITHITAIGEBINY Folder 811 1BRIGSBIHY File

J

StIfY Folder S 1BATGSBIMY File 4

=3 =3
1 1

J

: User M1 § BSME10HIBUG3EMISIHY Main FolderorFile IURISS 4
. /1 {j BSHG Properties 19110 File &Folder 811 MG Copy GEBWIIHNIG 4

: User H1G T\.'l; %SH"IEUIEiﬁ File ISiﬁﬁ Main Folder iﬁfﬁgs 9

User H118 T\.j %Si—ﬂﬁmgﬁﬁ SubfolderiSiij'ﬁ Main Folder ﬁjﬁ'jgs 9

a o

G3801I591i43 Main FolderorFlle TU9E528 9

=3 % o
1 w

:User H1G U %SHWEE"]&EQI Read only, File Hidden, ...
:User 1B U %Siﬂtiﬂjﬁ Files, SubfolderiSiij‘ﬁ Main folder ﬁjﬁjgs 9
:User 1B U %Smﬁﬂ?ﬁ Main Folder mfﬁgs 9

: User M1 § BSMEITHIBAS Permission 116528 MSIG



- Change Permissi

- Take Ownership

on

: User H1G %SH“IE‘E”Iﬁ‘ﬁgi Permission ﬁjfﬁgStﬂSIQ q

: User GGIU § BSSGRIITAHMITRYInGmsIumes 4

File

@ Back - \_’J

Edit  Wiew  Favorites

[_I

-

Tools  Help

=

P ) Search

‘ E_i‘ Faolders

'

-0

%]
'tr

Address |[Fj CDATA

Folders
=

= |25 Accountings
a1
1L A-admin
I3 Teams

= L) Designs
o
) o2
) o3
1L D-admin
[ﬁ Teams

= I23) Professionals
=P
=) P2
IC2) P-adrmin
[h Teams

(>

= |25 Sales-Marketings

)51
) 52
) 53
I 54
[ ]
I 5-Admin
[h Teams
= I25) Secretary
) EL
=
[h Teams

I Teams-aLL

| K

el
v

el
v

el
v

el
v

el
v

el
v

Accountings

Sales-Marketings

Designs

Praofessionals

Secrekary

Teams-aLL




VIR

Data

Vs

-

- Sharing Tab = ® Share thisfolder = Permissions = Everyone = M Full Control = ok

]

-
- Security Tab = Group Administrators = M Full Control

- Security Tab = Group Users - M List Folder Content
\

- Security Tab = Group Administrators = M Full Control

- Security Tab = Add Group Accountings = M List Folder Content

\

- Security Tab = Group Administrators = M Full Control

Al — | ~Security Tab—> Group-Accountings>-MListFelderContent

Teams ——

Teams-ALL

- Security Tab = Add User A1 > M Select Permission.

\

- Security Tab = Group Administrators = M Full Control

—SeeyrityTab—>Group-Accountings>-M List FelderContent

\_

- Security Tab 2> Add New Group Accountings = M Select Permission

)

- Security Tab = Group Administrators = M Full Control

—SeeyrityTab—>-Group Users > List FolderContent

- Security Tab = Add New Group Users 2 M Select Permission

o

~

)




- as%mrf’mmrgmﬁnﬁmsﬁsﬁmg'éiﬁ?g Wl Eens e EeuYEgemges 4

- Lﬁf[ﬁﬁagﬁj Connection NIC (Cable Network Plug or Connected) ‘IB1§:§ﬁﬁJ§ﬁUﬁ:‘iit§ﬁ 84 ﬁmgéigmtgjﬁ
IRl RaMmI A KT 4

- [BI[ERTRA] 1P Address 1hitfji G161 SURIBUARE 1P Address 18174 Network Tgtugidity g 1814

- Iﬁﬁmf”@ Testing Connection tﬁ'lfﬁi‘[,ﬁ Command C:\>ping PC Name or IP 9 ﬁiﬂﬁ%B@ﬂLﬁW ﬁgﬁighﬁﬂj

Firewall OS & Firewall Antivirus, IP Address, Reinstall Driver NICin Device Manager, Check Servicesin Window

- Type the name of a program, folder, document, ar
e Internet resource, and Windows will open it For wou,

Open: |u192.2.2.4n o VPCO2 v|

/ [ ok ][ cacel | [ Browse.. |

iiﬁjﬁ§ 9 - iliti Start 2 Run > - ok

& My Computer

File Edit YWew Faworites Tools  Help

<) </ Ll‘_ﬁh /.._\J Search H_" Folders '
Address | 1Wi92,2.2.40 or Y\PCOZ
Falders X Files Stored on This Computer
@ Deskiop
h:i My Documents = Shared Documents
= -j Ty Compuker .’_’J

S WIN-SP (C2)

e My-DATA (D)

=& ServerS (E:)

=& Serverf (F:)

it D Drive (G} = s -

i D Drive (H:) E“‘\‘*‘

[} Control Panel

[5) shared Documents J—

[C3) MiDA's Documents w ServerS (E:)
& My Network Places

2l Recycle Bin

ﬁﬁjﬁg Iﬂ _ iﬁﬁ Explorer EN Devices with Removable Storage - Enter

Hard Disk Drives




iiﬁjﬁ§ m - 1A Explorer > My Network Places = Entire Network = Microsoft Windows Network 2>

Workgroup > i1eatRmeRej&rigmbntsnanami 4

% Workgroup X
File Edit \iew Fawarites Toals  Help E"
@ Back = \._.) l.ﬁ p Search ‘E’T‘ Folders *

Address |,ﬁ‘ Workgroup V| G0

Folders * -
@ Deskbop Pcll
B My Documents

Eﬂ My Computer -
= % My Metwark Places Peoz
= ﬁ Entire Metwork

= &% Microsaft Windows Metwark
= # B

¥ Pc

¥ poiz
% YMware Shared Folders

[

| [

J o o

ﬁﬁjﬁ§ ¢ -i0n My Network Places = View workgroup computers - ﬁfﬂmﬁnﬁﬂjgﬁﬁmmﬁﬁiﬁﬂﬁmi 9

2’ Wo rkgroup

File Edit “iew Favorites Tools Help

@Back - '\-._.-:‘I l.ﬁ pSearch H__ Falders v

Address | gy workgroup

5

Metwork Tasks

& add a network place

.;3 Wiew netwark
connections

Set up a home or small
office network,

Sek up a wireless

nebwork Far a home ar
=mall office

Wigw workgroup
computers

Show icons For
nebworked UPRP
devices

4P, |

e




- Bt Services IBAIESENTISIHN Windows 83NT T8 § 18n[UNgHinAimIgEgsiues windows

* Services

File  Action Miew Help
&= EX
Services (Local) Marne | Descripkion | Skatus | Startup Type | Log on As | i

%##Id_ﬁtringl BE44F030 1., ##Id_Strin... Started Automatic Local Swstemn
%.ﬁ.crunis Scheduler2 Service Skarted Autamatic Local Systemn
%.ﬁ.dnbe LM Service AdobelM 3., Manual Local System
%.ﬁ.lerter Motifies sel,.. Disabled Local Service
%.ﬁ.pplicatinn Laver Gatewaw... Providess... Started Manual Local Service
%.ﬁ.pplicatian Management: Provides s... Manual Local Swstem
%.ﬁ.utumatic |lpdates Enables th...  Started Automatic Local Swstemn
%Backgmund Inteligent Tra... Transfers ... Manual Local System
%CIientBE Started Autamatic Local System
%ClipBDDk Enables Cli... Disabled Local Swstem
%COM+ Event Swskem Supports 5., Started Manual Local Swstem
%COM+ Syskemn Application Manages t... Manual Local Swstem
%Cumputer Browser Mainkains a. .. Aukomatic Local Swstemn
%Cryptngraphic Services Provides th,.. Started Automatic Local System
DiZOM Server Process Lau. ., |F'r|:|\-'i|:|es launch Functionality Far DICOM services, |J|:al Jyskem
%DHCP Clienk Manages n... Started Autamatic Local Swstem

%Distributed Link Tracking Cli... Maintains li... Started Automatic Local Swstem
%Distributed Transaction Co... Coordinate. .. Manual Metwork 5. .. b

iExtended  Standard ,.-”'

- DNS Client :PC Client H11s Li %SH’]E Join Domain 1§18 PC Server, Access Internet.
- DHCP Client :PCClient Qgﬂj 3] %BQ%EU IP Address Auto ?1 PCServer, Router, Model ADSL.
- Server - meBminéidissin Semuanuwnananitiignduatisnee tig

J

soydiumtimmneamunonatifnitisgiansaygm 5udsmuiGmigIeduT permission or User

2

Right 181160 User Account TNSI21 ST AIHHHMBSHNG Share Data TSIG ¢

- PrintSpooler  PC IUEITHY U PC B191G]ABIMBIEMI Install Driver Printer U Print 181G ¥

- Messenger  pC U S MEIRIaNT (SMs) tEntuigl P Bigiginmais |

- WindowsAudio : PlayVideo MSHYEN UigHS §) 63153 1 itHINS DriverSound HYM

- Workstation : 6 Change Workgroup, 117t PC juRIIGY B4 pc BigiginBamuy mIsmnday

s nnRaninim 187im 1glunmeig

- Plugand Play ASHORITEGTMENS Flash drive YEURIAAIRJHOMBILIS USB 4 PC1EMI Detects



XP2 / Vista / Window 7

{warkgroup)
PCOL = 192.2.2.30 /24 PCOZ2 = 192.2.2.40 /24

- 181I06Y PCOL AUNMANRANINT PCO2 NUINN Message BBEUR]ME

Connect to PCO2 Connect to PCO2
.FTﬂI\%
Connecking to 192.2.2.40 Connecting ta Po02
£ 5
Password; | Password: |
[ Remember my password [ ]Remember my password
[ O l [ Zancel ] [ Ok, ] [ Cancel ]

- 1815 User name: BeHgEMatwiGisin g uiputing gigimwiiumein g umusiunnpst

Password 8 1 IHUAMAIBRANTH?
- Message 8110188 RUNMAIHHTT PCO2 BSHISMS Share Data (Folder, Drive, Printer) AMYIIG 4

fyHIGIAUT PCo2 SUNEIIEMI Share Drive or Folder AMM 4

- UIUYRHIE Test QUNWANKANIGING]H



- 18100 PCO1 QUNUBHANKENINT PCO2 DTN Message BBSURNY

Connect to PCO2 Connect ta PCO2

Connecking to 192.2.2.40 Connecting bo Po02

User narne: | | 5§ w | Lser name: | | 5§ w |

Basswiord: | | Password: | |
[ ]remember my passwaord [ ]Remember my passwaord

- 181581 User name & Password: HSEMETMWITEH § wpufiinmsnym 1 [HuAmusnnig?
- Message W4ii0188 RUAMATHANT PCO2 MSHSEGT Permission & UserRight 1 BNSBLITING PCs 811
HESIS OGN RTAANINT PCO2 [HIUCNAT User name & Password 1136 PCO2 TSRS 1GUMGHR

1giwfAn[aNITgIng Pco2 NS 4

- LﬁfﬁWﬁiFﬁSﬁ%‘fﬂﬁiSﬁﬂ? User Account{ ex: User Account=NiDA & Password=admins168}.

- Lﬁ"i Disable User Guest.

- i0n Explorer = Tools = Folder Options = View = 118 Tick [J Use simple file sharing... > ok

- I‘E‘ifﬁ"lﬁtmgfﬁmﬁmﬁﬁﬁ User Account{ ex: User Account=NiDA & Password=admins168}.
- % Start - Run > secpol.msc = ok = Local Policies - Security Options =

- Account: Guest account status: %ﬁﬁi {Enable = Disable } > ok

- Network access: Sharing and Security...: 17830137 Classic- local users... > ok = close
- U% Start > Run - gpupdate = ok

- 18108 PCO1 SUNWIHNRENINT PCO2 DTN Message BBSURY



W192.2.2.40 is nok accessible, ¥ou might not have permission ko use this netwark,
resource, Conkack the adminiskrator of this server to find out if vou have access
permissions,

Logon Failure: user account restriction. Possible reasons are blank passwords nok
allowed, logon hour restrictions, or a policy restriction has been enforced,

\Pe0z is nok accessible, You might nok have permission to use this network resource,
Contact the adminiskrator of this server bo Find out iF wou have access permissions.,

Logon Failure: the user has nok been granted the requested logon bype at this
compuker,

- Message S1ih01S8 %ﬁﬂ{_ﬂﬂjﬁﬁai PC02 ﬁ"lfigf User Right TMtIanIie User Account BSENF Password

: ATTIY PCO2 SGTENAIISEINEISIIG User Account $8R3 PCO2 REiRI[Y
UTNTNATUBARINEISIG User Account T sy BABIIG PCOL TMEYH TTNUNEMISMURIRINI 07 PCO2
G 1 1ewiseh 84 ﬁﬁ']mﬁﬁimtﬁitﬁﬁﬁmmgf UserName & Password 1116 PCO2 > B BUCNE User

Name and Password i15i3 PCO2 ﬁitit]iﬁ ok 'L‘hﬁ"lﬁtmti 9

: AITIHD PCO2
- NRISESING § BShASHNGIT User Account 8 TigiBmAwISEMENT User Account 1810
ﬁnﬁ:é?991rgtﬁﬁég§tﬁ'ﬁiﬁ‘:ngéisﬁﬁitn?ﬁ[giﬁrgmtmef&mﬁiﬁi y
- BT Start > Run = secpol.msc > ok = Local Policies = Security Options =
- Account: Limitlocal account use of blank passwords to console logon only: t‘gs'ﬁ: { Enable - Disable } > ok
- BT Start > Run - gpupdate = ok
- BRI Po1 Tk sunEmisuunnnans 01 pco2 ingii v inmimeh 84 uinmilinmusidi
ﬁmsfli User name & Password 1163 PCO2 > ﬁgﬁﬁﬂ;ﬂj User Account Itﬁtﬁi?ﬁ Ok mmiILﬁjﬁ 9

Message Error & 1 User name, Password {515 §eni[my

Iy ) o 5 a y o y o [
- RITITEY PCO2 ENATRISEING 9] YIRS User Account fitNS 4



- 131 Enable User Guest 9

- i0n Explorer = Tools = Folder Options = View = M Tick Use simple file sharing... > ok > 1N T@ﬁﬁ

Logoff fi0jG1 4 — uMUunags Av 185 pco1 TeEl NN ARHAEIRDRNINT PCo2 Hing]e ¥

- 181100 PCO1 SUNEIRNAENINT PCO2 TN Message BBSUN[NY

W192.2.2.24 X]
6 119z2.2,2,24

The netwark location cannaot be reached, For information about network,
troubleshooting, see Windows Help.

WPCOZ is nok accessible. vou might not have permission ko use this network, resource,
Contact the administrakar of this server ta find ouk if vou have access permissions,

The network name cannat be Found,

- Message Z1nidits Fuamasnt pco iths Tick L (pittsn clientfor Microsoft Network s NIC

: QWIS PCO1 TGIENF Tick Mlﬁ{’] Client for Microsoft Network 181111 NIC TENMmii{eat

- AUIHD PCO1 TR BN BW RS Pcs Bigigin



- 181100 PCO1 QUNEBRNAENTNT PCO2 DTN Message HBSURNY

x]

W192.2.2.40

Windows cannok find 11192.2.2.40°, Check the speling and try again, ar try searching
For the item by clicking the Start button and then clicking Search.

@ YWPcoz

Windows cannok find the netwaork path, Werify that the network path is correct and the
destination computer is nok busy ar turned of f, IF Windows still cannat find the network,
path, contact wour network administrator,

- Message 2En1Ss %ﬁﬂmmﬁﬁﬁ PC02 188 Tick D Lﬁﬁﬁsl’ﬁ File and Printer Sharing for Microsoft Network

18113 NIC

¢ WITIES PCO2 TGIENA Tick Mlﬁ"iﬁ File and Printer Sharing for Microsoft Network T,S”iiji’.i NIC

M §

oJ

- QITTHD PCO1 MR U BURGERINT PCO2 HiG]H 4

=3



- 181INRY PCO1 SUNWHDAENINT PCO2 DTN Message ESURNY

W£192.2.2.40 X

@ 1192,2,.2.40

The network location cannok be reached, For information abouk network,
troubleshooting, see Windows Help,

*.....

*eh | - MessageError 188 & AT PCOL

J =4

qentuRaginfi pc Bigigln |

=

WPc02 X
@ 'II'IIP'EI:IE / *

The netwark lacation cannok be reached. Faor infarmation abauk network,
troubleshooting, see Windows Help,

Windows cannot Find 1192.2.2.30', Check the spelling and try again, or try searching
for the item by clicking the Start button and then dlicking Search.

"oooo.....

> Message Error 188 & It

PCO2 QUNMIHEZELINT PCOL.

WPCO1 X

@ Windows cannok find "1\PCO1", Check the speling and try again, ar try searching For the >4

item by clicking the Skart bukton and then clicking Search, /

- Message SNIIIISS %ﬁ%nmﬁﬁﬁ PCO1 18 Tick D Lﬁﬁﬁslﬁ Internet Prototol (TCP/IP) iBﬁjﬁ NIC

: AT PCO1 1GTENT Tick Mlﬁﬁﬁgﬁ Internet Protocol (TCP/IP) T8TFiINIC TNIMIT{RUE



- 18100 PCO1 QUNUIRNKENTNT PCO2 NN Message BELNH{NY 4

W192.2.2.40 X

@ W192.2.2.40

Windows cannok find the netwaork path, Werify that the network path is correct and the
destination computer is nok busy ar turned of f, IF Windows still cannat find the network,
path, contact wour network administrator,

Windows cannok find "\Poc0Z', Check the speling and try again, of kry searching for the
item by clicking the Skart button and then clicking Search.

- Message SNBSS %ﬁﬂmmﬁﬁa PC02 Eﬁ’tﬂs Stop Services igmmijnﬁ]{ } A

J

HI0N PCO2 Stop Service [ ] DISBE PCO2 MG 11T Internet, Print, E-Mail, SMMGANIHSSEN

=

J

fis pes Bigiginmanym 1 Gig pes AigiginBemuane g aunturdgsuti pco2 Meig

=

- PCs é?gtgjﬁtt':s Testing [ping] BHMS PCO2 ANFIHYM S - PCO2 Eﬁimsﬁg Option Share

: FUTIRY PCO2
- ﬁgﬁi;jﬂﬁgﬁg’ﬂj services T,Sﬁjiﬁ Start = Settings = Control Panel = Administrative Tools = Open

Services U UW Start - Run = services.msc=> ok 2> fgﬁ%ﬁjﬁiﬁmﬁjﬁ] serveriSﬁj‘fﬁ’[‘ﬁHﬁB’]ﬁﬁﬁ T Start

- server [ start] [automatically]

ugitimsiniy g [elsguomopETnn guss start > Run > gpupdate > ok
Note: BSBISSMBEMAGNSIGHENGH Y HiusiNwayBuils Script §EUNRIMBIRE] Start Services W Auto

- iﬁﬁﬁﬁ?g Text Documents (notepad) B run - Notepad ['_|[E|P5_<|

File Edit Format Wiew Help

> UG08 Script 1T [ Save thing | N6t start neflogon
net start server
Batch File (Ex: Fix.bat / Fix.cmd) net start worlkstation

> UITHNHHE Start > Run > gpupdate 2 ok net start ::priﬂt spooler'f .\
“ ! net start "“windows audio



- 18100 PCO1 QUNURNKENTNT PCO2 DTN Message BBSUR]E

11192.2.2.40 is nok accessible. You might not have permission to use this network
resource, Contack the administrator of this server ko find oot if you have access
permissions.,

The netwark name cannot be Found,

Windows Explorer [z|

WPcOZ2 is nok accessible. You might not have permission ko use this network resource,
Contact the administrakar of this server ta find ouk if vou have access permissions,

The network name cannat be Found,

W192.2.2.30 (| | wecoi X

@ 11192.2.2.30 @ WPCO1

Mo network provider accepted the given network path. Mo networlk, provider accepted the given network, path.

- Message SNIIITSS %ﬁ%nmﬁﬁa PC02 Eﬁtﬂs Stop Services gtﬁmmsm{ }4
GAM : TN PCO2 Stop Service | ] DISEtI PCo2 BSHG 1T Internet, Print, E-Mail, 488
QMuHGgEm R pcs Big1giAMSIS SUBSME Join to Domain of PC Server SIS 4

9 o a o

- PCs é?gtgjm@ Testing [ping] BAMS PCO2 ANAIGHIM UigHsmMuRMEgawisiin igiunmaig

(3] N

: RUIITRY PCO2
- fgﬁigmtﬁiﬁm services ISiﬁi’] Start = Settings = Control Panel = Administrative Tools = Open

Services U W% Start = Run > services.msc > ok 2> %fgtﬁiﬁmﬁjﬁ] workstation IS‘iﬁiﬁLﬁHﬁmﬁf‘qﬁ T Start
- Workstation [ start] [automatically]

ugitimsini U [Eelsautng@oiiis auys start > Run > gpupdate > ok

Note: BSBISSHIGSINAGMSIGHUING]H1 DN BUIRS Script §ESRNN FUSSEINENIMS 0



- 18100 PCO1 QUNUIRNRENINT PCO2 DTN Message BBSRR]E

Cannot delete Serial: Access is denied.

Q

Make sure the disk is not Full or write-prokected
and that the file is not currently in use,

Cannot copy Game; Access is denied,

Q

Make sure the disk is not Full or write-prokected
and that the file is not currently in use,

Error Deleting File or Folder [‘S__<| Error Copying File or Folder, E|

"'_-, IUnable ko create the file Mew Texk Du:u:ument.t;zt.'
L]

Arccess is denied.

Save As
Seriall
! Cannok access this file,
Check security privileges over the network drive,

Unable to create file E' Motepad

Py oooo‘

Cannot create the 'l,'l,pn:lilz'l,D.ﬁ.T.ﬁ.'l,Serial.Ext File,

N

°
Make sure that the path and filename ate carrect,

3

192.2.2.40

Q

permissions.,

Access is denied.

11192, 2.2, 40 data is nok accessible, You might not have permission to use this nebwark
resource. Contack the administrator of this server to find out if vou have access

4..00000..0

- Message STE5188 %@Sfﬁé Delete, Cut,

Create, Edit File Name, EditInfoinFile, ...

3

Q

permissions.,

Arccess is denied.

Mpc0ZDATA is not accessible, You might nok have permission to use this netwark
resource. Contack the administrator of this server to find out if vou have access

_*

and Security

- Message £1iflii8s RUAMAIHANT PCO2 MS Share Data f3GIAIT Read only Huiusiiity {8

Bans ., 6. Ui, ME. 19154 Folder or Drive IBAIMSASHTMLI Access 191818

- Folder 188 PC #1808 Share
BRTHWIGY B
1w UigBemubniBums
- MSIGHRIRH Folder 18319

R UNSRIBUENESE Share

Gitioigin

u



: PWITIE PCO2
- pesiTubustnw pes Sigigin e uilin, oy, A, Past, Cut MS ATERIIGINM Folder or Drive
19131837 Full Control

- fgﬁtgimﬁagﬁjisitﬁ Folder or Drive [f¥GSE Share & Security Tab.



&?ﬁgﬁﬁiﬁ@%@ige Windows XP / 7 / 2003 / 2008

o J

1+ hostname : Uﬁfﬂﬁﬁﬂiﬁ%ﬁﬁﬁ?Sﬁﬂ G188 ﬁiftﬁtliti Propertieson My Computer 2>

1
£

Computer Name = Change 2 ‘iﬂﬂjis1851ﬁﬁ'lmiﬂij1sﬁﬂjéi 9

- C:\>hostname

2+ ping 63N Testing 1iR061 07 U 1{58 SNRENMM U 55 9 Wt command ping

19SS parameter §ELNH{MY SHIBAWRNUIANBRTENA 9

XP2 / Vista / Window 7
{workgroup)
|:<-’=_”;|'___1 _:';]___'x
PCOL = 192.2.2.30 /24 PCO2 = 192.2.2.40 /24

- QIITE PCO1 testing to PCO2
- BB Start 2 Run = cmd = ok
-c:\>ping 192 .2.2.40 T c:\>ping pc02

-c:\>ping 192 .2.2.40 U -c:\>ping pc02

-c:\>ping 192 .2.2.40 -t

3+ ipconfig : (INTWNEASNSAT 1P, Subnet mask, Default Gateway HHTHIISTURITETH
- C:\>ipconfig
- C:\>ipconfig /all  UANMOTHSSHENT NIC

- C:\>ipconfig /release : fJTJ IP%ﬁWG%ﬂJ‘mSﬁi DHCP
- C:\>ipconfig /renew : %fg-ﬁiﬁ 5} Wi 1P @ 017 DHCP

- C:\>ipconfig /registerdns: §3111 Save or Refresh DNS ﬁ§1ﬁﬁim8%ﬁ%ﬁjgﬁ

4+ net view  iNTUINIRmei 0SB UM Network

- C:\>net view



5+ arp -a

6+ cls

7+ exit

8+ md

9+ cd

10+ cd..

11+ cd\

12+ rd

13+ copy con

: U] IP & MAC Address 153t G1gisn sl unmens um 4

-C:\>arp -a

 iNTARIMNTS Screen THIWIANE 4
- C:\>cls

 NTMABMNINGIE g 599

- C:\>exit

: (3 NTUIHE Folder 4

-C:\>md Data
-C:\>md Data\Sale

: fﬁﬂﬁigﬂﬁ@ﬁﬁ Folderor Directory 9

- C:\>cd windows
- C:\widnows>cd system32
- C:\windows\system32>

 (NTWRIBNT Path Folder BHOY Path 9

- C:\windows\system32>cd..
- C:\windows>cd..
-C:\>

: ENTHRIBNT Path Folders G111H6d BRRBIIG Drive 9

- C:\widnows\system32>cd\
-C\>

: ANURIT Folder G189

- C:\>rd Data\Sale
-C:\>rd Data

- NTUIHE File 9

- C:\>copy con keygen.txt
write text here = afterwrite finish press key F¢ forsave



14+ del : sl Ui File

- C:\>del data\cv.doc
- C:\>del data\*.txt

15+ dir

16+ copy

+lusrmgr.msc : BNT Ui, WU, 8. A U UIIAIBHING 1 181 User Account 18154 Manage

- C:\>lusrmgr.msc U G Start > Run = lusrmgr.msc = ok

+ nusrmgr.cpl : NG ﬁtgﬁ‘ﬁ, Iy, Gg, A 5} ‘L‘jﬁﬂjgfﬁt’ﬂﬁ 9 10f User Account ’Ismﬁ Control Panel

- C:\>nusrmgr.cpl T BE Start > Run = nusrmgr.cpl - ok

+firewall.cpl : 65T i U 1£he(udgeaifmn 1 181 Firewall 19113 Control Panel

- C:\>firewall.cpl U %% Start 2 Run > firewall.cpl > ok

+ ncpa.cpl : ’iﬁﬁljglﬁ Network Connections ‘Ig?:ﬁﬁ.%ﬁ IP Address 9 10T Network Con- ISﬁjﬂ Control Panel

- C:\>ncpa.cpl U B Start > Run = ncpa.cpl = ok



+net send 3 nGi§ians (sms) intmigineGidisigia
- C:\>net send 192.2.2.40 hinida, where do u study?

J

+ mstsc  BINGITARYTE Remote Desktop ItBUMIAIMSRaGidigigin

2

-C\>mstsc U By Start - Run = mstsc = ok

- Start = Programs = Accessories 2 Communications 2 Remote Desktop Connection

+ copy - (INUBAIM File or Folder
- C:\>copy e:\i386\NTLDR c:\ [ex: drive e: isthedrive cd-rom]
- C:\>copy d:\*.doc f: [ex: drive f: isthe Flashdrive]
+ gpedit.msc : ﬁ%ﬂﬁiﬁﬁﬁﬁ?% Group Policy "Lgﬁjﬁ‘ﬁ 9] 10 Application & Services OS.

- C:\>gpedit.msc § UT Start > Run - gpedit.msc > Ok

+ gpupdate - INT Save / Refresh Group Policy ﬁg”lﬁ?]itﬂS%ﬁ%Lﬁgﬁ 9

- C:\>gpupdate U BT Start > Run > gpupdate - Ok

+ dsa.msc : f&ﬂﬁiﬁﬁﬁ‘iﬁg Active Directory Users and Computers, T.Eﬁj‘iﬁiﬁﬁ User, Group, OU,

Reset Password User, Rename User, Map Drives, Profiles, ...

- C:\>dsa.msc U Gy Start - Run = dsa.msc—> Ok

+ dnsmgmt.msc : f&ﬂﬁiﬁﬁﬁ‘iﬁ% Domain Name System (DNS)

- C:\>dnsmgmt.msc U BT Start > Run - dnsmgmt.msc - Ok

+ dhcpmgmt.msc : ﬁ%ﬂﬁiﬁﬁﬁﬁ?% Dynamic Host Configuration Protocol (DHCP)

- C:\>dhcpmgmt.msc U U Start > Run - dhcpmgmt.msc - Ok

+ inetmgr : ﬁﬁﬂﬁiﬁﬁﬁﬁ?% Internet Information Services (11S)

- C:\>inetmgr 1J G Start 2 Run = inetmgr - Ok



+ IYUMALSEING fiG o: Ftfsinh 8I0S or cMOS
- §16N2 System Unit Branch Name B ( 1BM, COMPAQ, HP, SONY,...) Fi{Jl Key F1/ F2/ F10 iR H]GAIfA
BIOS or CMOS |
- N8 System UnitBranch Name WG (1BM, COMPAQ, HP, SONY,...) %‘I[fi Key Del / Delete ‘Ig‘iﬂ?jﬁﬂjﬁﬁ
BIOS or CMOS |

- BGWIAA System Unit 1URIZI[T Model COMPAQ THIEE Key F2 SHEJUAIH BIOS > Power on System
Unit or RestartPC - G Key F2 Bt Itgﬁ‘l;jﬂj‘dm BIOS = System Security = Password Security = Enter >
MATIEGINE > Enter > Esc > Save with Exit.

- HIANUTHAEIUSMING HUMEERA Cable Power IBINT System Unit UNTBHERAT Battery 156
Rt M0 ING UNTBATNA Cable Power ITIITH System Unit UNTIUBRING[HIMS Clear 1516 |

1N TH System Unit BA T Battery E«iﬂﬁfﬂ )|

- B Start - Run -> syskey = Ok - Update > ® Password Startup - ﬁmﬂﬁﬂj%&ﬁ']ﬁim ijiﬁ[ﬁﬁﬁ
Password = Ok = Ok.
Startup Key E|

* Pazsword Startup

Requirez a pazsword ta be entered during system
shart.

xxxxxxx

Password: |

BRI

Confirm:

" Sustem Generated Password
~

| ] | Cancel




ISSI‘GQ]?Q] - Start 2 Run = Syskey = Ok = Update 2 ©® System Generated

Password > Ok > UDAIBANRELIDHNNSHMANYES > 0k > Ok.

- fNYIlI: Control Panel = User Accounts = t:itiiﬁj Account B HsahATS NG > ‘Bl"l”j Createa

Password 2> ﬁmﬂjiWBﬁﬁmﬁﬁﬁLﬁﬁﬁ Type a new Password = Create Password.

- fNBINI: Manage 2 Local Users & Groups = Users = Right Click on User 1205 BUNATISEHING > set

Password... > Proceed = ﬁmﬂjiﬂjefﬁmﬁ - Ok.

£ Computer Management

EBX]

Q File  Action Miew Window  Help == x|

& f=af £
Computer Management {Local) | | Mame | Full Mame

=1y System Tools 7 vmware_u.. _ vmware_user
* Event Viewer 7 administrator
+ % Shared Folders MG cuest
T Local Users and Groups EHelp.ﬁ.ssistant Remote Deskiop Help Assi...
oo

&4 Performance Logs and Al
EF Device Manager

- @ Storage

R ble 5t
+ @ emovable Storage

< ?

W

%SUPPORT_SB. v CM=Microsoft Corporation, ..

- ﬁmﬁm‘?mgmmef&mﬁ User Account Itidiiﬁmmﬁ User Administrator Lﬁ‘[fiﬁ‘ij?% ERD Commander {j

Active Password ﬁﬁjﬁ‘fﬁmmaf&mﬁ 9

YT Manage = Local Users & Groups = Users = Right Click on User

IEHIUL NG > SetPassword... > Proceed > BSFIMENAIUISHIINGIG > 0k > Ok.



- UIBIIIEIMSHGH Window XP JHITTIN 1 IR NG Strong Password [GIMSTAIEI Auto,
@iggﬁﬁﬁﬁmmﬂﬁﬁﬁmﬁﬁ User Account T,S”iij:iﬁ Control Panel = User Account H‘ISE?H Manage = Local user
and group FHUTHGHENE Password i’diﬁ’lS #8th7 Password ﬁms q ﬁ@giiﬁstﬁ?ﬁtfﬂiﬁ[‘ﬁﬁg Strong Password
TR SENSSTNUIHHUE User Account [HITHOBENIMWITHIUIMUILE WiNG HAES, 6.
e, iNwmetgsumsemd)ingl BEfimwmsaifmmsiinn User Login

BT Start > Settings = Control Panel > Administrative Tools = Local Security Policy > U%E Start > Run >

secpol.msc = ok = Account Policies 2 Password Policies >

- Minimum Password Length: ﬁSﬁﬁ%SiWBﬁ}mﬁ x Character 9
- Password must meet complexity requirement: giﬁi Enable 11T Disable

- Ok -> % Start > Run > gpupdate - Ok WIMIT I

# Local Security Settings

File  Action ‘jew Help

EX
@ Security Settings Palicy Security Setking
-8 Account Policies B¥)Enforce password histary 0 passwords remen. ..
)P assword Policy Maximum password age 42 days
+- 4 .ﬁ.-:ccu.u!ﬂt Lockout Palicy Minimum password age 0 days
+- (8 Local Policies ¥ Minimum password length 3 characters

+-[_] Public Key Policies
+-[_7] Software Restriction Policies
+ g IP Security Policies on Local Computer

Passwu:uru:l st meet complexity re... Disabled
Stcure password using reversible e.,,  Disabled




- UW Start > Run > secpol.msc > ok = Account Policies = Account Lockout Policies 2>
- Accountlockoutduration  : FIUIS MBUBIIUCNAIRIBEIMNGSHS
- Accountlockoutthreshold  : iSHBESYMSHH IFNAUTCNAIUIBAIMNGSA Disable User
-Resetaccountlockout counter after: ﬁgﬁﬁiﬁgm G User Eﬁtﬂs Enable?q’l

- Close -> Start > Run > gpupdate > ok TMIT{HIE 4

¥ Local Security Settings |Z| |E| E'

File Action  Yiew Help

es B XB 2

@ Security Settings Policy Security Setting
=& Accourt Policies _ ] ccount lackout duration 2 minukes
+- (@ Password Policy ﬁ.u:u:u:uunt lockout threshaold 3 invalid logon attempts

Eag } A ccount Lockout Policy
+-[_& Local Policies
+1-[_7] Public Key Policies
+-|_7] Software Restriction Policies
+ ,g IP Security Policies on Local Computer

Reset account lockaut counker after 2 minutes




- Server AMMANGWHAMNIL 18 U HAFUEY 1 BNUHE0E §9 38RUnmafns, Resource (Data)
TWIGIESANE  Client edEimuituming  Tiwnepigniimasgiw  Bumimid
Hacker 4

- Server AmEIRSANIGIgW UIAGEUTMSIUNY §it Capacity & 1 WIwMsAURIAft B No MUty
'thiﬁ"l RAID Card (Smart Array), Hot Plug, HDD SCSI, Tap Backup, ...

- mﬁ?S Server @ims*&mﬁiﬁﬁmgm Windows 2003, 2008 Server / Open Source (Redhat, CentOS, Ubuntu)

o

- Server (HIMSIUMIEAIGM{IIAG Server 880 9F 1M AT (AHIUE Server Byt ORSIEMIET 4

- server i AU RO EHAGMS BuG5EW GMYUIURMIAS Client WtIMSIHMNZE |

- Server I{ESIIMYW Network §9 Ma8wHSUMANIHES Miiwai{ESi{IMEW Banking, Organization,
Government, Hospital, Hotel, Middum or Enterpise Building, ... IﬁWﬁj[‘ﬁﬁLﬁﬁ Users NTITHIT, NUMS F 4

- Lﬁﬁg Network Server ﬁmsmﬁ’ﬁmmmﬁﬁjﬁg Network Peerto Peer (Workgroup) thsms'fﬁ User Account

Domain %ﬁ‘igtﬁﬁfi %ﬁﬂjmﬁt‘[‘fﬂj‘[‘mfﬁ Network Resource (Data) fiti Domain Server TS 9



1- Primary Domain Controller (PDC) / Domain Controller (DC) / Active Directory (AD) / Server Base:
%rhﬁ"ﬁfﬁsm ﬁgﬁiﬁﬁgfﬁ f&ﬂﬁlﬁﬁ[‘ﬁﬁﬂﬂf SAM Database (Object, OU, User, Group, Domain, Script, Profile,
Database) 1URIRNjET Clients SHRNJET Server BiGigiHq INWNWRNET Clients 54 Server Gt

MEHRAMU 191M&0]51 Server PDC/DC/AD 4 Page 73

2- Additional Domain Controller (ADC) / Backup Domain Controller (BDC): ﬁ%ﬂfﬁf@ﬁ“ﬁ Backup NEY Active

Directory (Domain) U SAM Databse aiﬁ']ﬁjs Server PDC/DC/AD 9 ‘U:%gﬁ%% Backup Data 1S 1slinRuiEey

J

AnjGadigm Ppc/DC/AD 88 inmimeRnjEiitigm Apc/BoC 188 SinFmitgainul FhanEophn

#I081i0]81 Clients e 1 Page 113

]

3- File Server  AINORANGEZRITE IS Clients TNIWHHMMN [RIUBBTIRS Clients

y & v o o o "o o
tﬁﬁﬂﬁﬁﬂiﬁﬁmﬁimmﬁgs Server UGNTIAN Server IR BRAT{UBIEIAIS Client BULIAMTIWS 9 Page 78

4- Mail Server : (INURA YRUEHNGUAME E-mail 5T U8 Send/Receive, MBEMSWIREMANHIAS
ClientSend/Receive SMS, i11t1§ Backup/Restore E-mail, fﬂfﬁigtﬁ Bandwidth Internet, 1511060 Internet 2t

" o [+ =3 aa D) =) o o )
B18JS Client TH1E Send SMS S«tﬁ[‘g‘jﬁmSﬁJ SMS tﬁmmsggmmtﬁmﬂ ©TNe Mail ServeriS%EﬁtﬂSij]mﬁ

M8&fnj&1 Server PDC/DC/AD RIFANSEN Join Domain HERN]EI Client i1 4 TsTuadigiith PoC/DC/AD 18

5- Client/Server : Bediigings Clientxp | 7 SHH1ES Server 2003 | 2008 | Linux 1 B8 Client

A AT YwNIMIAS Server NS Server AMHMBWHUSIHIHUMIAS Client MSIHIR U

FHMS 1 NUMAD esInuingéi clients M{GLIGHGHNE1 Server gt 4

6- Database Server  : GINURANG Database FHed NIHITS Clients IWUIMSUIAGIEN muTtrenyln
[PUHY Database FWMIMTNIHIIS Client IGIHAIS Server MHILIS (ODBC) SQL Server, Oracle NIl ¥
16Ne Database Server T.S%Eﬁtﬂ.’ﬂ@i‘ﬁgi ﬁ"léﬁ'ﬂjéi Server PDC/DC/AD FUfiflNSt Join Domain ‘éﬁﬁmjéi

Client 3837 1 Betusdigjith PDC/DC/AD 16



7- Application Server : NURAAEIFID MATHIWIGIHIAS Clients WhwwUiH 1 MeswHnmwiwgs

Client SHATBSHING Setup AHIHIG

8- Proxy Server IBIHIAS Firewall %4 SHthuIs BNURA U HOEHBHBUNG Internet

TG 68 Clients, B U 101 NAS Clients MEIT Internet, 6 Website, i85 Speed / Bandwidt

Internet, ...

Hiens ProxyServeriSﬁﬁfmS@ﬁim ﬁ']éﬁ'ﬂ'jéi Server PDC/DC/AD RTINS Join Domain ﬁﬁﬁﬂjéi Client

127 1 Betusdigjith PDC/DC/AD G Y

9- Web Server : fﬁﬂﬁl}ﬁ Intranet, Internet, Database ijjﬂﬂsm Web Application @‘imsﬁmﬁiﬁmm

il?Ti Web Browser Imtﬁi‘[ﬁm%ﬁtﬁ Protocol ( 1IS, DNS, HTTP, HTTPs, FTP, Appach, Warm, Xampp, ...) Page 116

10- DNS Server



- BigmEIS server SyMATYA 1TIRSNTEOENSTNR[S Clients & Server Hig1g]
- Bt Directory Services YsiZR [AU FIGIG Domain G1gHU 1 111t Domain 188 [HIMSREDIGIM PCs

AIIFHIISTIG Network

- 'L;Eﬁﬂ[a'ﬁ Master of SAM Database %t [Object, Computer, OU, User Account, Group, Printer, ..] By

SAM (Security Access Managements)
-DC/AD Sgfnslinmuithifigi Windows Server ENIE{T Command [ depromo] U BRIEHILLS
Configuration Your Server Wizard / Manage Your Server 9

- I‘L}jﬁ@ﬁ User Account & Password 18156150 Login (Authentication User Account and Password)

- Server Name = Serverl (PDC)

- Domain Name = khmerfree.com
P Address = 192.168.168.1 /,

- Preferred DNS = 192,168.168.1

SIM School
012 300 610
- X X *) 1;—:
Main Switch o !
All Clients use IP Network - [
192.168.168 . x /,, ol : [_IIs L \®

-
el S Printer

i =={(+))
-!_ ‘]
...‘ <\‘° 4 \ \.o
o
- = Printer




Step 1:

Step 2:

Step 3:

Step 4:

1- PC+ Windows Server 2003 R2

2- In System Unit have NICand NIC must connect (Network cable plug) (Active)

3- Set IP Address/Subnet mask/ Preferred DNS Serverin NIC

4- Add Protocol DNS, Don’t forgetinsert Disk Windows Serverinto CD-Rom Drive or Copy folderi386 into HDD
5- Use command [ dcpromo ] for promote to Active Directory (Domain Controller)

6- Testing DNS and Domain Controller (Active Directory)

7- Create Reverse Lookup Zone in DNS and Update DNS

8- Convert 2000 active mode to 2003

9- Disable System Stronge Password

10- Change User Administrator & Set Password User Administrator & Enable Remote Desktop & Restart PC

o J o o

Iduitinmsmgsinjéniiwyis! iNwmassnjGrnemssigi Windows Server iTltuyist 4

1 1
) £

ry s psnEs i EnumitiNms Network Card 1WIST 1WitH NIC I Connected 1TtLYIST 4
FJURSH IP Address/ Subnet Mask/ Prefered DNS Server It WS (U [HHGINUING Network iBRimsniss

ﬁﬁjﬁ Add Protocol DNS Server
+ Note: Network Card [}rjﬁﬁ Connected Etﬁ[‘giﬁSﬁ IP / Subnet Mask / Prefered DNS Server ﬁ"I‘ElTSfGS q
+ ﬁgﬁﬁ"lﬁ CD Windows Serveriél?ﬁi;’i-ﬂ CD-Rom {j Copy Folder[i386 ] IS’]E}& CD Windows biif3 191'&151181?3;1‘,3
Drive Hard Disk [Ex: Drive E: = FolderSoft—>...] 9

- Add/Remove Programs = Add/Remove Windows Components = Choose on Networking
Services.—> Click Details > ¥ Domain Name System (DNS) only = ok = ok = ok = RestartPC.
Properties on My Network Place = Advanced = Optional Networking Components = Choose on Networking.

Services = Click Details = M Domain Name System (DNS) only = ok = ok = ok = RestartPC.



Step5: ﬁijjﬁ‘fﬁ(.}j'ﬂ Domain Controller/ Active Directory
- UGIGE1 Restart PC 11Tt (WIS BHTISAJIBA 1P Address/ Subnet Mask/ Prefered DNS Server BHig]a,
1B AREIE DNS Server RIS Add §5 SuGhdmfimifwphts gisl v miiifsiid
1- UG Start > Programs - Administrative Tools - Manage Your Server > Add/ Remove aRole > Next > ©
Custom Configuration = Next = Domain Controller (Active Directory) > Next = Next
2- BB Start > Administrative Tool = Configure YourServer Wizard - Next > © Custom configuration > Next 2>
Domain Controller (Active Directory) > Next 2 Next
3- BT Start -2 Run-> ﬁtﬁmﬁjﬁ’l dcpromo = ok 2 Next 2 Next =2 ® Domain controllerfora new domain 2>
Next > ® Domainin a new forest > Next => ﬁmmm@s Domain 181@;«':3 L‘UH‘U Full DNS name {ex:

khmerfree.com} > Next > Next 2 Next 2 Next 2 Next = Next = Finish > Restart Now 9 ﬁgﬁi'ﬁﬁﬁﬁ?ﬁ

Step 6: iiﬁjﬁi§ Testing DNS Server with Domain Controller (Active Directory) fg"lﬂjgﬁiﬁtﬁ §I81 (Intergrade Service)
- B Start - Run -2 cmd =2 ok 2 c:\>nslookup

- UgWﬁai Restart ﬁmjéﬁtﬁﬁi ﬁgﬁi@iaﬁﬁjigﬂj IP Address/Subnet Mask/ Preferred DNS Server ijﬁig‘jﬁ 9

Step7: ‘U‘EE“lﬁ Revered Lookup Zone in DNS Server
- mﬁiﬁﬁiﬁﬁ DNS Server B Start - Run 2 dnsmgmt.msc - Reversed Lookup Zone - New Zone - Next >
Next > Next 2 UMY IP Network ID [Ex: 192 . 168 .168 . ] - Next = Finish = Close 1

- BT Start 2 Run > cmd > ok > C:\>ipconfig /registerdns

Step 8: ﬁijjﬁﬁﬂiﬁ Windows 2000 mix mode to Windows 2003 (Raise Domain Functions Level)
- UW Start > Programs - Administrative Tools = Active Directory Domainand Trust > U % Start > Run 2>
domain.msc 2 ok = Rightclick on domain name - Raise domain functionallevel > {TR30I Windows Server 2003
- Raise...»> ok 2 ok> ﬁgWﬁ‘Hﬁ Rightclick on Active Directory Domain and Trust = Raise domain functionallevel

> {76003 Raise... > ok > ok ‘L‘J’"Iﬁ"lﬁLfLiﬁ 1 GG Start > Run - gpupdate = ok



Step9: iiﬁjﬁmﬁ U 1the Strong Password in Windows Server 2003 R2 (DC / AD)
- UUNHDUMSHIGHE Window Server Stand alone 1§18 Domain Controller 5Tt 4 A5G Strong
Password mfmstﬁﬁimﬁj Auto, 'léi'g%ﬁﬁtiﬁmmﬂﬁtﬁﬁmﬁﬁ User IS1§H Active Directory User & Computer
%mﬁmﬁmtﬁttﬁtﬁﬁtgmtmaf&mﬁ HAJIGE, 6. 108, 1Wwnssss 0 eifgjing 4
- ﬁ@itsstﬁﬁtmtﬁwstﬁﬁg Strong Password 188156]] MeBm D EsShieHingfns Seudtimne

o v d
INHRTmS > BT Start > Programs = Administrative Tools = Domain Security Policy = Account Policies 2>

Password Policies =

- Minimum Password Length: "giai 7 Character $G1th 1 Character?q] 9
- Password must meet complexity requirement: ;ﬁ'ﬁs 1810 Disable

= Ok > B Start > Run = gpupdate - Ok

'fii Default Domain Security Settings - 0] x|

File  Action Miew Help

&~ | BE| X FE| 2

@ Security Settings Policy  / | Policy Setting

E@ Account Policies EnFu:uru:e password histary 24 passwords remembered
% Password Palicy (28] Maximum password age 42 days

" Account Lockout Policy Minimum password age 1 days

- BIEF Kerberos Policy dinimurn password length 0 charackers

g Lacal Policies F‘asswu:urd riusk reet complexity requirements  Disabled

[+]- =& Event Log

Stu:ure passwords using reversible encryption Disabled

[+

: -8 Restricted Groups

@ Swskem Services

@ Reqgiskry

@ File System

&Y wireless Metwork (IEEE 802.11) Policies
I:l Public Key Policies

[#1-[_] Software Restriction Policies

g IP Security Policies on Active Direckory {

4| | 2l | 0
| | |

Step10: 11UfUTIANE User Administrator SunufuthAeSingml User Administrator Sifilin Remote

- 10 Active Directory Userand Computer > ‘q"fji[ﬁ Domain Name - ‘qmﬁi Users = R-Click 150 User Account
Administrator {1ftIfi Rename > MATANSTZATARAER G > Ok > UTYA R-Click HHIAIE User Account § >
37 Reset Password > QNRTUSEINEEN HAJIGE. G + 108 + RBHACM. 0T 8 >15 gligjingl > ok

- Properties on My Computer = tifi Remote Desktop = M Remote Desktop = Ok > Ok = 1{NtI Restart PC.



- ﬁgﬁmﬁj NIC Connect (Active) ‘I‘LﬁUjL‘sﬁ Disable Stronge Password

- Bl Start > Run 2> ﬁﬁjmﬁjm dcpromo = ok = Next = ok = M This serveris the last domain... 2 Next =2
Next > M Delete all application... > Next > tsigﬁLﬁﬁﬁ New Administrator Password StH4EH B1RIAISENHA TS
FatAiwssmaans Gigpdstuiuhfmsting neSusuiunfisiul User Administrator UIGHIIGY

M8EANT Domain 11ty 9 AIANNTHEShAUSENG U thiweanHidwhuinm & Eror §

Il Active Directory Installation Wizard x|

The password does not meet the minimum password length requirement of the passwaord
policy on khis computer, Enter a longer password,

Bk iitiueuIUe SNGBHY[ET U StrongPassword B BIGHHS Strong Password 1981 U
UGS NI im: 106 System > Next > Next > Next > Finish > Restart Now 9 Iitjjuiithe Stronge

Password fgﬁi%ﬂj Step9



- MMGHUNTNGIMSHEH Domain 5 1 ITIWNSINTINTREANGNSIUA Clients GiIHAIHHN :

- SAIGHID User Account i Data IHIAIS Server MuiEMTfi92 4

- B8 Server Al Virtual Drives tNI{FRIGHHIHINS Clients MUY [RRIWANAMNIYANAUTHINS Server 1

- ASRGUIAMMNAIGIET User Account 'L;%ﬁ Data iﬂ?ﬁxlffjs Server 9

- ASHINRAIITANIGIET User Account $ST50160 Login tgmmffjs Server 9

- B IP Address THILIIGIBIAIS Clients ENEIEILO[ITE 4

- ﬁgﬁéiﬁj User Account ‘I‘[ﬁ‘[ﬁlﬁﬁ%f Application & Operating System tgimﬁﬁgfmimﬁﬁﬁﬁ[ﬁﬁﬁ]s 9

- D108 Server MGTHU[FHIMMINGIUE User 18 & Profiles B1S8LIR Client tifi Profile 1UE5881F1 PCServer.

- IFTHWHIAS Clients {EMINSHUfUIfui howsaiimn pata

R
°°*
[ ]
L] e °
- Server Name = Serverl (PDC) &~
- Domain Name = khmerfree.com
P Address 192.168.168.1 / 4
- Preferred DNS = 192,168.168.1
‘\’.—
|
[
L’r
Bl SIM School
012 300 610
P =) 4 +3 .7: NCE
Main Switch o
All Clients use IP Network A T .
192.168.168 . X /5, [l L\®

. ) | @ 20
- | 5|
= Printer Printer




- ‘Ifi?ﬁ‘[;ﬁfg’lﬂ‘i IP Address & Domain Name Iﬁﬁiﬁﬂgéi Server ’L‘J"]‘EITS'L’TTS 9

- 1i61781 Client [GIR 85 1P 1G] Network Address MBI G1Server USTBALIT 1P TUAIAJEI Server
wRAsmEin NIC \fsﬁmﬁjéi Client [§i¥158G Preferred DNS Server.

- Start > Run > cmd > NWMNA]H nslookup TRFTISISTINENIAIINS Domain khmerfree.com U ‘Itﬁﬁgmt@ PC
Serveri%Wiﬂ@W% Domain Name. [ex: khmerfree.com]

- Properties on My Computer = Computer Name = Change 2 ® Domain ﬁmmmijws khmerfree.com

iSﬁj'«:ﬁLﬁHﬁ = Ok > UMY User Administrator & Password JUE0 PC Server > ok > ok > ok > yes.

Yau can change the name and the memberzhip of thiz
computer. Changes may affect access to network, resources.

Computer name:
FC-EO

Full computer name:
PC-50,

bember of
() Domain;

khmerfree. com

More...

) 'wWorkgroup:

- Itfd'jﬁﬁiGjﬁ DNS & Active Directory ‘iSﬁFﬁHﬁfijS Server 58 ‘fﬁﬁ[‘gﬁ Y

- PCClient fiSH 1P 8fJ Network Address ﬁ"l‘ij[ﬁ PCServer g%Eﬁ;ﬂﬂj PC Server 831 PC Client BSTMSHIf
IP Address 1158 PCServer HﬁﬁSﬁiS1Lﬁ§i Preferred DNS Server 1511;71‘3 NIC 9

- PC Client ThT Firewall U Antivirus block Network

- Services %mﬁ%sts‘iﬁ'ﬁ PCClient mfms%‘ﬁ@ﬁm DNS Client, Server, Workstation,...



- ﬁﬂgéi Client I2RIHUGANH Domain 1G1Th Workgroup?qj Eﬁ Login User Account Locally ﬁ?giﬁjigﬁ User
Administrator

- Properties on My Computer = Computer Name = Change 2 ® Workgroup ﬁmmm@sﬁﬁms
thgiglibinEsinhinms® workgroup tsig:ﬁﬁjm’j ® Workgroup > ok > %Stﬁmﬁﬁrgmﬁtg > ok >

ok = yes.

- ﬁﬁtﬁi@ﬁ']iﬁlﬁigi@?}ﬁ Screen User Login T1$14 Welcome Screen?m

Computer Hame Changes

Y'ou can change the name and the membership of this
computer. Changes may affect access o netwark resources.

Computer name:
PC50 |

Full cormputer name:
PC-50. khmerfree. com

tare...

b ember of
) Domair:

| / |

(=) Workgroup:
|WEIHKI3HEILIF' |

[ k. H Cancel ]




- (NUGA User Account / Group / Sub OU Tty igtigfutijustuigimuigniifuogs mwpgainify user
Account NAIMIF S5 Permission & User Right 181165 User Account IL%Lmﬁigi Application & Operaing System

191U NS Clients U REBIGGIGI User Account 1 MITSHAI User Administrator 1 TENEITE MBI Group

Policy Objects & Delegate Control 9

- iiﬁjﬁgmi@mgﬁﬁ OU : Start = Program > Administrative Tools = Active Directory User & Computer uus

Start > Run—> ﬁﬁjmﬁjm [ dsa.msc] = ok - Rightclickon Domain name choose New = Organization Unit {J

=l

5t icon B AB[E |

New Object - Organizational Unik x|
Create inc khmerfree. coms

M arne:
IM p-Uzers

Ex:
+ Please design flow chat below

£# Active Directory Users and Computers 10| x|
@ File  Action Wiew  window  Help - ||5I |E|
= P b, | | =l L
&= BmEl s e XHFRR 2E|BRBETEE
Active Directory Users and Computers [nsl.khresfree, com) My-Users 5 objects
-1 Saved Queties . = —
EI@ khrnerfree. cam e - bES — - =Sl
-] Builtin Accountings Organizational Unit
D Computers Designs Organizational Unit
@ Diamnain Conkrallers Sales-Marketings COrganizational Unit
-] ForeignsecurityPrincipals Secretary Organizational Unit
|’_‘| sers Professionals Crganizational Unit

=




- ith Object U {81000 Yt 63N Login 19116 &1B 1T {Iadg! Application, Operating System,

Permission & User Right 1Nt User Account %ﬁﬁtﬁmm [y % User Account Locally & User Account Domain 9

. Hth User Account %ﬂﬂjmstﬁﬂﬁﬁ@ﬁﬁms Install Window % 'éﬁ’m User

[ Administrator & User Guest] B 9 NS Computer Administrator I—ﬂtﬁﬁgﬁ User Account U%gﬁiﬁﬁ'ﬁ

J

Locally ﬁﬂjéi 9 {HHIBSMBUIR User Account Locally Iuaing Login iSﬁj'ﬁﬁﬂtjGié\{ gtgjﬁmmg 9

2

- HI0N5H Login User Account 1 Member of Group Users H1SBHIT User Account $88BS#H1G Change
Permission & User Right, Set/Remove Programs T1S1G 94

- HINNIEH Login User Account T1 Member of Group Administrators 88Ut User Account 188H1T Change
Permission & User Right, Set/Remove Programs msmﬁ%‘g 9

- ﬁiﬂﬁﬁﬂtjéﬁﬁﬁ'ﬁtﬁﬁm Workgroup RTHBSHIGUIH User Accout Locally tipc Big ‘Hﬁtgﬁ']i Logon / Login

isintfnGiruainbumeisy agwnind

- > UserAccounts - Create a new Account > 1fi 1RI18 User > Next > ® Computer

Administrator J ® Limited = Create Account 9

-2 User, Accounts |Z| |§| |X|

Learn About ’ ".' User Accounts

@ User accounts
@ User account bypes

3] switching users Pick a task...
Change an account
Create a new account

Change the way users log on or off

or pick an account to change

NiDA Guest
i 1‘j Computer administrator a Guest account is ofF




- - Local Users & Groups = Users = Right Click New User > ﬂ”lﬁiﬂijn User 81

R TISATING > M Password Never Expire = Create.

L Computer Management ._ E|E|
Q File  Action Miew Window  Help — & J
¢ @@ 2

Computer Management (Local) A | | Name Full Mame
= ﬁ& System T':":'!s @_vmware_u... __wIwWare_user__

* Event Viewer 3 administratar

Local Users and Groups

+ % shared Folders @Guest

EHelp.ﬁ.ssistant Remote Deskkop Help Assi. ..
oo
%SUPPORT_SB. v CWN=Microsoft Corporation, ..

E Device Manager

- @ Skarage

+ Removable Storage
ﬁ . 1 d b

< S

[
b

- > ﬁﬁjmﬁjm [ mmc] - Ok - File > Add/RemoveSnap-in = Add - Local Users & Groups 2>
Add = Finish = Close = Ok = Local Users & Groups = Users =>Right Click New User > ﬁ?ﬁtﬂij’]% User

SMAIISEANE > M Password Never Expire = Create.

‘iti Console]

File Action View Favorites  Window  Help

® o @ £

i Console Root\Local Users and Groups (Local)\Wsers

[ Console Rook Marne Full Mame Descripkion
- ﬁ Local Users and Groups (Local)

Q_vmware_u. L NIWare_user_ WMware User
LT g.ﬁ.dministratnr Built-in account For administering the.
(3 Groups mGuest Built-in account: for guest access ko t,
%Help.ﬁ.ssistant Remote Deskiop Help Assi...  Account For Providing Remate Assist,
MDA

QSUPPORT_SB... CM=Microsoft Corporation..,  This is a vendor's account For the He,




- G118 9 : FMNSI Welcome screen UMWNIEIHMS Install Window 159 NSBWHIELISETINSH

fﬁmaﬁiﬁfﬁ‘kﬁfﬁﬁ Server 1S (Not join domain) 9 Itﬁﬁitfﬁtﬁi—ﬂﬁ'ﬁﬁﬁgiaiéi{ﬁ Welcome Screen 188iG1 TGl

” o

Classic Window 167 1 UigfgighimnmSwuiiEil Welcome screen 1 jBIBRIIULEERNNES

- tssméiﬁ Welcome Screen iU Window XP T:ﬂSé[ﬁ

Windows

.
To begin, click your user name —m E]

1 Window XP $83BS318 Join Domain g%s%ﬁsm

Member §155 Domain 1G9 Window XP iSSﬁjﬁiS‘]ij‘ﬁ

Workgroup.

] Turn off computer

Log On to Windows

- 133thG1¥ ClassicScreen (Userlogin) U0 Window XP ‘H’]Eé[ﬁ

Comrgt 1585 201 : ' 1 Window XP 8383918 Join Domain g%s‘fﬁsm Member

Username: | MDA U0 Domain 16 9 Window XP IS%ﬁjﬁtSﬁjﬁ Workgroup.

Password: | [TITTTITTITT)

’ oK ] [ Cancel ] [Shut Down...] [Options << ]

Log On to Windows

'y
Copyright £ 1985-2001 ' me

Microsoft Corporation

- 133tSi¥ Join Domain (Member of Domain) TUE

User neme: [ A1 Window XP HSEIH Window XP 183H8 Join Domain

Password: | LTTTTTTYS

U W Member iU85 Domain $TNES 9 Window XP iSSﬁjﬁ

Log on ko KHMERFREE

%P3 (khis computer)

iS’]Q’H Member of Domain.

[ [ol4 ] ’ Cancel ] [ﬁhut Down...l lgptinns £ ]




- 1 User Account Eiﬁjlﬁiﬁ?r%ﬁﬂjmgiﬁi.@ﬁﬁﬁ Window Server 5Nt Window Server tms@msﬁté}'aﬂw
Domain Controller / Active Directory

- 7300 User Account £1 Member of domain users HENS8HIM User Account ’ISS‘H’]Sﬁ?E}Iﬁji 811 User Account
Locally%ﬂi inehth Member of Group Users 9 HeMG Change Permission & User Right, Set/Remove
Programs TNS1SG

- 130 User Account 1 Member of domain users SN GiNBS#1G Login 1811t Local PCServer 1SS

o

ﬁ%smﬁmtagn’m?gtmw User Account IS%B’]S?E% Login Local PC Server 118 9

J

- 100 User Account T Member of domain users, User Account 188515 Login iS1§'ﬁﬁj’C1J§i§§9’I§jﬁti]S

2

ﬁtm%ﬁmjéi Clients AMIBRIT Member of Domain (PC Clientsjoin Domain)
- User Account Domain #1551 M7 Login 181711 PCIHRITY Member of Domain MSI{BSAMNMTHEL 4
- User Account Domain Igﬁ']i Login T.S’ﬁjiﬁ PC I2RIT Member of Domain §tﬁg§mtﬂs§i Applications I

oJ o

Virtual Network Drive, Profiles, Resources, ... %‘dﬂi Server msgm}tmmmmﬁmgemmmmsﬁsﬁ 9

a

- UT Start > Program - Administrative Tools = Active Directory User & Computer JB% Start > Run >

ﬁﬁjmﬁjﬁ] [ dsa.msc] = Ok = Rightclickon domain name choose New = User g‘qmﬁj icon g« M

New Dbject - User x| /

g Create it khmerfree. comdbu-Users Accountings

Eirst name: I.-’-‘-.-.-i‘-.u:lmin Initials: I

Last name: I

Full narne: I.-’-‘-.-.-i‘-.u:lmin

Uszer logon name:
I.-’-‘-.-.ﬁ.dmin I @k hmerfree. com j

Izer logon name [prefindows 2000];
|KHMEHFHEEH I.-'-‘-.-.-“-‘-.-:Imin

¢ Back I MHest » I Cancel




New Dbject - User x|

g Create it khmerfree. comdbu-Users Accountings

Pazzword: qu""

Confirm pazsward: I-vu I

[ User must change password at nest logon
¥ Uszer cannot change pazsward
W Password never expires

[T Accourt is dizabled

¢ Back I MHest > I Cancel

- [ User must change password at next logon: tﬁmﬁﬁgmss 18110105 User Account T.Eimi Logon / Login W

UDARYHGI IR TITULEMEaNIthE |
- M User cannot change password: tﬁmﬁﬁgﬁtss User Account B9 H’Iﬁttjﬁﬁ']i§1fﬁi‘jiiﬂj8§&mﬁ§8i]ﬁmm§.
- M Password neverexpires: ’Itiaj{iitﬁﬁfislmssmjgﬁfimﬁiﬁfﬁ User Account ESIES'ﬁﬁﬁSﬁIE’r %‘IfimSﬁgﬁ 9

- OAccountisdisabled: tﬁmﬁﬁgﬁtsa User Account [‘ﬁfﬁ]SﬁQ (Disable) %SI%ﬂﬁitLﬁijiﬂ{pSWﬁ@ 9

£# Active Directory Users and Computers =10 x|
&9 Fle  action  Wiew  Window  Help =12 x|
e~ a@Elsn| XTRRI2EBPETEE
@ Active Directory Users and Computers [nsl.khmerfree, com] Accountings 2 objects
I:| Saved Queries " . —
EI@ khrnerfres. cam _ﬁame HEE g
- (1 Buikin Al User
|:| Computers ﬁ A-fdmin ser
@ Diomain Controllers
|:| ForeignSecuribyPrincipals
D sers

EHE My-Users




- ﬁ:‘iﬂﬁ‘[ﬁﬁlﬁﬁ U Lﬁijmﬁ\fs User Account t’ﬂi[}%ﬁ mmlﬁgmﬁsﬁgf Permission 831 User Right 4 NTIaI RS
I8 User Account HNSEIGBRITEM Folder UBSMSIGHANTR Folder AMH 4
- ﬁﬁjﬁgmig’iﬁiﬁﬁ Group : Start & Program = Administrative Tools = Active Directory User & Computer

UBy Start > Run > ﬁﬁjmﬁjm [ dsa.msc ] = Ok = Right click on domain name choose New = Group

YHHUD icon ﬂ@@

New Dhjed* - Group x|

@ Createin:  khmerfree,comMy-Users/Accountings

GFoUp marmne:

I G-Accountings

Eroup name (pre-YWwindows 20007;

I 3-Accountings

aFOup SCOpe Group bype

£ Domain local = Security
i global ™ Diskribution
£ Universal

£# Active Directory Users and Computers 10| x|
@ File  Action Wiew  window  Help - ||5’|E|
&= LM B EDR 2ERREYTE D
@ Active Directory Users and Computers [ns1.khmerfree, com) Accountings 3 objects
-] Saved Queries " = —
EI@ khmerfree. com _ﬁame hiZs E-ENpE
- Buikin Al User
D Computers ﬁ A-Admin ser
@ Diamnain Conkrallers ﬁG-.ﬁ.chuntings Security Group - Global
I:l ForeignaecurityPrincipals
o[ Users
=-{&8 My-Users
(<] Accountings
i) Designs

----- (€3] Sales-Marketings




- RGN Folder 1STIGHIGS Bt IINWMUIGH Drives wj8 85 wtn g i1fHe whilnigadisiginm
NS BSIDMYW LS Server RTHUIBIAIS Client ¥

- Map Network Drives %ﬁﬁtﬁrﬂm M & Local Map / Path / Script tOMFEGHIR Script 81007 MY Group
Policy Object %‘D’]B%ﬁi 9

- Ex: MIMENSEIGS 2 ety 1 1UIwEgRWHY pes GiHmI [HIIRNGTNY Pco1 mulERfiYES

XP2 / Vista / Window 7
{warkgroup)

PCOL = 192.2.2.30 /24 PCO2 = 192.2.2.40 /24

File Edit Wiew Favorites Tools Help

eﬂack - \_/I lﬁ /:__] Search ‘[E" Folders

T

Address |@ CHDATA v| 50
Folders x
20
= ) Accountings
At
) A-aAdmin
[ﬁ Teams
= |5 Designs
ot
oz
=) D3
|5 D-Admin
[ﬁ Teams
= [5) Professionals
[ !
ez
[ P-Admin
[ﬁ Teams
= 15 Sales-Marketings
st
i =
i =
o
= ss
[ s-admin
I Teams
= [5) Secretary
= El
ez
I Teams

I Teams-ALL

e

v

Accountings

e

v

Sales-Marketings

e

v

Designs

e

v

Professionals

e

v

Secrekary

e

v

Teams-ALL

| &S




- ﬁ"lﬁii‘ Map Network Drive fHIlI8 Local Map Iﬁﬁﬁ]‘ﬁi.@ﬁi[ﬁ Network Client / Server AM&S 4 i[‘mgitﬁ'ﬁ[‘s;‘if
MG EEWORURAS TWEEHG User Account inmfigMiisinumdeise il user
Account 1881G11EMI Logon / Login tsim"m‘ﬁffgsﬁ?gtgjﬁ Map Drive iBmitimsuifsnushusigitutsg
RISTEMIEIIHMG Local Map Drive Bifig{si

- ‘I[’fist’[fiﬁ'l‘igtﬁ Workgroup Network.

- NIF PCs GWIHATISTING Access 1618 PCOL [HIUIMAIST User Name & Password 1UR PCOL DM
FISIGUMEIEMI Logon / Login 08 1 RIAwiIjusuilg Security MEiRRTMIMS B! 4

- AHEAGIN Folder A1 iRUGIMAIRN PCO1 IMMIIUIGHN Vitual Drive k: 18114 pco2

- MRS PCO2 1{i) User Account BHITAMSE A1 IBISGMN PCoL

Map Metwork Drive E

Windows can help vou connect to a shared network Folder

and assign a drive letter to the connection so that vou can
.\ﬂ access the folder using My Computer,
.—'-"""F'
W |

Specify the drive letker for the connection and the Folder
that you wank ko conneck to:

Dirive: K: b

Folder: | VWPCOLDATALACcountingly v

Example: \1serverishare
Reconnect at logon

Connect using a different user name,

Sign up For onling storage or conneck ko a
nebwork server,

[ Finish l [ Cancel

- 1SIUUHT Drive: TASTAISAINGIE Virtual Drive IRAIHIGRTHL PCO2

- 1SIU{UHT Folder: ARHG NG Data GihAIND pcor sthtuithiniteo i U uEib Browse...
mgjigtn§iwnigin |

- M Reconnectatlogon: $8150165 Useraccount T@ﬁ”ﬁ logoff ﬁ§1ﬁﬁﬁ Iogon?m hisi Igﬁﬁﬁlﬁ' Connect

Virtual Drive ﬁﬁiﬁjﬁ‘l



- i]ﬂjﬁﬂjéi Clients GRS [i};iﬁﬁ Join Domain i@méﬁﬂjéi Server mHSﬁT‘iS ‘ﬁtﬁ[ﬁ User Account Domain

J o

Login tsﬁgﬁﬁmjgﬁﬁmms Join Domain 11181 ‘IﬂﬂﬁS’lSﬁ'ﬂjéi Client Eaggmtﬂs Virtual Drive %ﬁ;—j’ﬁ 9

)

- Hﬁt[ﬁﬁﬂjéi Server ﬁjﬁﬁjﬁj‘diﬂﬁiﬁjs Path 9 ]j'ﬁ”gtﬁ User Account ggymms Drive %ﬁ%ﬂﬁﬁﬁ‘l

N ESID YW User Template 841 Personal Folder. A BTBRAIUTHZEMI{NEY ©

I NiDA - Notepad
File Edit Format Wiew Help

Syntax: Path

Choose DriveMames: “\ServerMName or IPWWainFoldersPath

Exl: Configure / Set Per User Account

M: %4192 .168.168. 1\DATANACCOUNTEINgS \AL
M: WANs1ZDATAMNACCOUNEIngs WAl

M: 34192 .168.168. INDATANACCOUNTEINGgS \JUSsernamed

M: WANs1ZDATAMNACCOUNEINgs \¥usernames

Ex1: Itﬁﬁigmﬁj User Account BHiHtIY
- ilifi AD Userand Computer B Start > Run = dsa.msc > Ok = Propertieson User A1 > Profile Tab > 181

HUUHT Home Folder iTfItIf Connect: > TTRSUIRIAINE Drive: > INWETIEIEEEIUSRN{NY

Al Properties 7] x|
tember Of I Drial-in I Erwvironment I Sezzionz
Femate cantral I Teminal Services Profile I COrM+

General I Address I fccount  Prafile | Telephones I Organization

— Uszer profile

Profile path: I

Logaon script;

— Home folder o®

" Local path: I 4°

{* Connect: Ir-.-1: j To I‘-.'\N31RD.-'-‘-.T.¢-.'~.f-‘-.ccnuntings'\.f-‘-.1

Ex2: IU?HIE’EFE User Account E'iﬁgel'ﬂﬁﬁ'i



- i3 AD Userand Computer B Start > Run = dsa.msc > Ok - Selectall User - Properties on all User >

Profile Tab > Tick & 181HM[UHT Home Folder {TfItIf Connect: > {TGILINIAMS Drive: > TNWAITIEIIR{E

ﬁﬁgﬁmiﬁi[ﬁ?ﬁ

v
Properties for Multiple Items d A

Generall .-’-'-.u:u:u:uuntl fddress  Frafile | Elrganizatiu:unl

To change a property for mulbiple objects, first select the checkbox to
enable the change, and then tupe the change.

— Uzer profile

[ Frofile path: I

[ Logon script; I

v Home folder ..'.
i Local path: I g o ..'.
A o
{* Connect; IM: j To IHHN s1DATAVACCountings usema o®
A.

\\Ns1\DATA\Accountings\%username%

k. I Cancel Apply




- ﬂﬂ'jﬁmjéi Clients GIIH /S ijﬁﬁ JoinDomain ‘I‘.—Zv"]ﬁ”léﬁjﬂjéi Server mﬁ]SﬁT‘iS 45811016 User Account Domain

J o

Login 181711101} i8I Join Domain 1Tt NAIIMEHN]ET Client BHGGAINS Virtual Drive TIHS

)

- AIERN8T Server (OTTRIIREIMBILIS Script 1 {HHM User Account HIBSGAUINS Drive i[5S it {Esiy

'L‘}"Iigtﬁ FolderTeams 1 FolderInfo

I NiDA - Notepad
File Edit Format ‘Wiew Help

Syntax: Script

Net Use MN: AA\NsIZDATANDesigns\Teams
Met Use MN: A\\NsIZDATAMNACCOUnTingsy\Teams
Met Use M: Z\Ns1ywDaTavSales-MarketingsiTeams

Met Use Q: “WwNs1wDATANTeams-aALL

Met Use Z: A\\Ns1WZDATANACCoUntings\J%usernamei

Ex1: Iﬁﬁﬁiﬁmﬁj User Account :tj'ifﬁgl’ﬁ@

- U§1ﬁaiﬁjiiﬁji Script ey ‘I[ﬁﬂﬁji Save i Drive System = Windows = Sysvol = Sysvol - Domain

Name = Scripts = Put Name [Ex: Account.bat or Account.cmd ] = Save

i C: WINDOWS' SYSYOL' sysvolikhmerfree.comscripks =100 x|
File Edit Yiew Faworites Toals Help -.1.’
@Back N ? | f;:" Search | [ Folders | B ¥ x K’ | "

Address Ilf} W TMDOW S SY SV 0L sysvall khmerFree, coml scripks j £

%‘ld;:sktnp - ’ﬁ ’ﬁ

Y
@ My Documents b
=l My Computer
ﬂg 314 Floppey (A2
= = System (C:
I ADFS

|5 Documents and Settings

frccount,baki Accounk.cmd




- ﬁgWﬁﬁﬁﬁﬁ AD: Start = Run - dsa.msc > Ok = Propertieson User A1 -> Profile Tab - Logon Script >

Put Name [ Account.bat or Account.cmd ] > Ok

tdember Of I Dial-in I E nvironment I Sezsions I
Femote contral I Terminal Services Profile I COM+ I
General I Address I fccount  Profile | Telephones I Organization
— Uszer profile
Prafile path: I
secccccc Logaon zcript: I.-'-‘-.u:u:u:uunt.l:uat o Account.cmd
— Home folder
" Local path: I
& Connect: II'-.-1: j T I'\"aNﬂ WOATANA CCountingsal

Ex2: ‘l'.tfi'iﬁiﬁi[ﬁ User Account i‘:j'i&gel'ﬂﬁﬁ'i
- iTifi AD Userand Computer B Start - Run = dsa.msc > Ok - Selectall User > Propertiesonall User -

Profile Tab > Tick B [UHU Logon script: > INEIRIITEITAMNEEMUINS Save G { HIBUIULWI{ME
Generall .-’-'-.u:cu:uuntl Addiess  Profile | Drganizatiunl

To chanae a property for multiple objects, first zelect the checkbox ta
enable the change, and then twpe the change.

— Uszer profile

™ Profile path: I

@ecccccc P [+ Logan zoripk: I.-'lu:u:u:uunt.l:uat or  Account.cmd

v Home folder

" Local path: I

' Connect: IM: j To I\HNﬂHD.ﬁ.T.ﬁ.M&ccnuntingsHZuserna




- WIETRHISIANAYIE Notepad JEENNNY:

[ NiDA - Notepad
File Edit Format ‘Wiew Help

Syhtax: Script

Met Use MN: A\\Ns1\DATANDesighsh\Teams
Net Use M: ‘\Ns1Z\DATAMNACCOUnLings\Teams
Met Use M: A\\Ns1ZDATAVSales-MarketingsiTeams

Met Use Q: “AWNslwDaTawTeams-ALL

Net Use Z: ‘ANs1WZDATANACCOUNTIngsZWJ%usernamed

- UITNIMSITTI RIS Save AU Desktop (ex: sale.bat ) USITHH Copy File 18881 1 1TNIHE
Start 2 Run = dsa.msc > ok = Propertieson OU Sale = Group Policy > New = Put Name - Edit = User

Configuration =2 Windows Settings = Scripts (Logon / off) = Properties on Logon = Add = Browse 2> T

Paste file SBRUITNS Copy GHINTUSEHR USTUNRITAILITM File 182 > open > ok > ok > ok MMIT{RIL 4

zied

Scripks I

zale.bat Up

Edit...

Bemove

To view the script filez ztored in thiz Group Policy Object, press
the button below.

Show Files...




- %mﬁﬁﬂﬁ J Home Directory JUS User Account 'Ljﬁth [ Desktop, My Document, Cookie, Start Menu,

o o

Application Data, Local Settings, Templates ...] St Folder Desktop §1igiG88tIiS1iEG Desktop, STNIGHIH

r=3

UL Profile ’F’ZﬁﬁiS‘ﬁjiﬁ Drive System = Documents and Settings = b8 User Login = ﬁgﬁt%ﬂjgﬁmm[ﬁ']ﬁ 9

&% Documents and Settings |Z| |E| E|

File Edit Mjew Favorites Tools  Help

¥
.

egack > ) lﬁ f_\J Search ‘[E_L' Falders

R X

3 X © 5@
Address |@ C:\Documents and Settings - | &
Folders x

@ Desklop . ’J all Users
— | |
D Iy Docurments

P [ ]
= g My Computer e0°®

i == °°
= e P2 (O 4
|9 Documents and Settings

I3 imlreparts i
[ Program Files
[C3) programdata

- Profiles%ﬁﬁiﬁfﬂm m % Local User Profile, Roaming User Profile, Mandatory User Profile.

- B Home Folder 11383 User Account I%ﬁigjﬁimijﬁ Local PC 1ST5616UTER User Account Igﬁ”li Login.

- 1Y User Account Nida 185 §i810 Home Folder Ttitd User Account Nida RESRIUIGIt gt

1G9 %ﬁiﬁﬁ?;ﬁt.’%ﬁjﬁ Drive System > Documents and Settings > Nida Si865 4

- W H{UIE R User Account 1 Home Folder IURITHIREINE 1{MeMEMHUNSIEtIIvAIH 4

EBEX

File Edit Vew Favorites Tools Help

@Back = \_/I lm )_\J Search [E:‘ Folders

5 3 X ¥ m-

Address |@ Ci\Dacuments and Settings\MiDA - ~ w | Gi
Folders { * |3 Cookies
@ Deskiop A [ﬁlDesktnp
G My Documents | [%f Favorites
= 5§ My Computer My Documents
=] S WP (T IS)Packer Tracer 5.2
= @ Docurnents and Settings Start Menu

[C2) administrakor .packettracer

[T All Users

[C5) Default User

|5 LocalService \ 0 j

) MetworkService

= O[S

[ Program Files




- PC Clients t13fi Home Folder iﬁﬁi%s ﬁiﬁi@tﬁﬁSﬁﬂ? PCServer ﬁgWﬁﬁi User Account t@mi Logoff / Restart
PC / Shutdwon PC 1 TTIIGINIT Home Folder 106328 PC Server BRUINMISTA PC Clients 61 181t
i8R User Account T@'mi Login

- ﬁtﬁﬁﬁ%gﬁﬁﬁﬂﬁmﬁ Home Folder i1iéd User Account Eiglfﬁ@ 81885 Permission 160 Folder fiNT User

Account ¥1SEGERIITH U Bemsigaaidntunsgi 4

@ E:\DATA'Profiles’ Al _(o| |
File Edit Wiew Faworites Tools  Help 'l*;
QBack ~ ) ~ T | - Search [ Folders | E O | =
Address |5 E:\DATAProfilestal j =
Folders X | |Cal's Documents
@' Deskbop - Application Data
) My Documents =) Conkies
El g My Computer @Deskb.:up
S 314 Floppy (42 o Favorites
S Syster (C) My Recent Documents veo® &
L]
L) CRMEVOL_EM (D:) NétHnnd &°°°
= == DATAL (E:) PrintHood
= &3 DATA = SendTo
I Accountings ) Start Menu
[C7) Designs Templates
) Professionals (| NTUSER. DAT
» [ |5) Profiles ntuser,dat, Lo
) nkuser,ini
=53 A-Admin
= b1
Doz -

kember OF I [hal-in I E nvironment I Sesziong lo 2
Remate contral I Terminal Services Profile I I:I:IM+.o’. I Profile
General I Addresz I feocount Profile | Telephones I Drg&*ﬂz’atinn

Ilzer profile e
4 Emfﬂe path; II".I\N s15DATAWProfilesial ‘

Logaon script; I.-’-'-.u:u:u:uunt.bat

.L— tssmﬁﬂﬁﬁﬂﬁig Roaming User

. - iGH AD > Property on User Al >

Profile Tab > EJBRITHIRE FGJU

v

SN

—Hame folder

™ Local path: I

* Connect: IM: j Tar IH"«Nﬂ"«D.-’-‘-.T.-’-‘-.'\.ﬁ.cu:nuntings\.ﬁ.1




- BUDUHIRIANT Profile ISTINAITHDAGSSUINANG Profile USITNIIDH Logoff INANIMSIFIHIGSEL

BUTNMSINgRNIgS [HimemH gl |

- ﬁLﬁﬁﬁj'ﬂE'ﬁﬁﬁ?E Deepfreeze 1141 @ >
- HHIRUEIR User Account YtiiSsMSUIRA Home Folder Tty { 191 4

Faronics SUSE: SRR s S st
- ’Lﬁﬁ PCClients S5 UMY Login T,Sﬁjiﬁ Locally & 11/ User Domain. JEEFFREEZE

- Tools = FolderOptions = View Tab 2 ® Show hidden files and folders = [1Hide extensions forknow file

types > ok > BAIIGIMS Folder §fi Profile > USITHAT Extension 18 filel (NTUSER.dat) 161t

(NTUSER.man).

@ E:DATAProfiles' Al _ 1ol x|
Eil=  Edit Miew Favorites Tools  Help | '1';
QBak - ) - T | - search [ Falders | B 3 X ) | o=
Address |lf.‘ E:\DATAIProfiles)al j =
Folders % | |C3)al's Documents
@' Desklop “ Application Data
() My Documents ECDDHES
=l My Computsr — DESktl.:lp
S 3% Floppy (80 .f Favorites
e Systen (C1) My Recent Docurnents
L) CRMEVOL_EM (D) Nﬁthd
[El = DATAL (E!) PrintHood ~
=l & DaTA b SendTo bo®
i |C5tart M o°*
I3 Accountings ark Menu b .
IC7) Designs Temlates a4 o®
IC3) Professionals el TUSER . man
= ) Profiles rtuser, dat, LG
h— lﬂ ol Jnkuser,ini
IC7) A-Admin
o1
Doz -




- ﬁ%ﬂﬁﬁSﬁﬁ?éimtﬁ? User Account I[ﬁ[ﬁlﬁﬁ%f Application & Operating System ISﬁﬂ?ﬁ’ﬂ(jéi Client
- REUAEIEINEGIANG Client 1B MG {HIR sUMH Application Server

- Iﬁ?ﬁtﬁﬁﬁ?a Group Policy Management ﬁ%ﬂﬁifjﬁ’li Backup & Restore GPO 9

Itﬁtﬁfe’ﬁ Start 2 Run = dsa.msc > ok = Propertieson OUSale = Group Policy 2 New = Put Name = Edit

- User Configuration = Administrative Template 2>

i Group Policy Object Editor

File Action Yiew Help

Disable Control Panel

Group Palicy Objects higher in the list hawve the highezt priority.
Thig list obtained from; server?.anzbank. com.kh

Hew agd.. | Edi |

U |
Optionz... | Delete... | Properties | [ |

[ Block Policy inkeritance

Generall Managed Byl COp+ Group Palicy |
Toimprove Group Policy management, upgrade to the Group Policy
tanagement Congole [GPMC).
Current Group Policy Object Linksz for Departments
Group Policy Object Links Mo Ovemde | Dizabled

Cloze | LCancel | Spply

=10l x|

- | BB 2

E@ Computer Configuration
. -1 Software Settings
[:| windows Settings
_ -3 Administrative Templates
E@ Iser Configuration
(-1 Softwars Settings
-2 Windaows Settings
E|[:| Administrative Templates
-2 Windows Components
i[] Start Menu and Taskbar
G- Desktop
#4234 Control Panel
(11 shared Falders
-] Metwark
-2 System

::,5' Disable Control Panel [server?. anzbank, com.kh] | Setting

Stake

[[Jadd or Remave Programs

DDispIav

[:IF‘rinters

I:IRegiu:unaI and Language Opkions

@ Prohibit access ko the Control Panel

@ Hide specified Contral Panel applets

@ Show only specified Control Panel applets
@ Force classic Control Panel Style

Mok configured
Mak configured
Mok configured
Mok configured




- iGf AD> Properties on OU Accountings = Group Policy Tab = New = Insert Name [Disables in Startmenu]

- Click on Edit = User Configuration = Administrative Template - Start Menu and Taskbar > ﬁgﬁi%ﬂjgﬁ

Accountings Properties illl

Generall tanaged B_I,II COM+  Graup Palicy I

To improve Group Policy management, upgrade to the Group Policy

tanagement Conzole [GPMLC).

&
Current Group Palicy Object Links far Accountings
M —

Group Policy Object Links

 Disable in Startmenu

Group Policy Objects higher in the ligt have the highest priority.
Thiz lizt obtained from: nsl_khmerfree. com

Hew fgd.. |

Mo Overide | Dizabled

Edt | |

Optiots. . | Delete. .. |

Froperties | [ mr |

[™ Block Policy inheritance

Cloze | Caneel | Apply |

'ifti Group Policy Object Editor

File  Action Wiew Help

=101 x|

€ | D@ R[2 m

'Z} Disable in Startmenu [nst . khmerfree,com] Po
EI@ Caomputer Configuration
(7] Software Settings
(L3 wWindows Settings
: [:l Adrministrative Templates
E@ User Canfiguration
[:l Software Settings
[:l Windows Settings
EI[:l Administrative Templates
-2 Windows Campanents
Start Menu and Taskbar
-2 Deskrop
: (3 contral Panel
[(3 shared Folders
FE-[200 Metwork
[:l Swskern

Ll |

Setking

State

@ Remaove user's folders from the Start Menu
@ Remove links and access to Windows Update
@ Remove common program groups From Start Menu
@ Remowve My Documents icon from Stark Menu
@ Remowe Documents menu From Stark Menu
@ Remove programs on Sektings menu
@ Remowe Network Connections from Stark Menu
@ Remove Favorites menu from Start Menu
@ Remowve Search menu From Start Menu
@ Remowe Help menu from Stark Menu
@ Rernove Run menu from Start Menu
@ Remowe My Pickures icon from Start Menu
Remove My Music icon From Start Menu
@ Remowve My Metwork Places icon From Start Menu
@ &dd Logoff to the Start Menu
@ Rernove Logoff on the Start Manu
@ Remowe and prevent access ko the Shut Down command
@ Remove Drag-and-drop contesxt menus on the Start Menu
@ Prevent changes to Taskbar and Start Menu Settings
@ Remowe access to the context menus For the taskbar
@ Do nok keep histary of recently opened documents

@ Cleat history of recently opened documents on exit

Mot configured
Mot configured
Mot configured
Mot configured
Mok configured
Mot configured
Mot configured
Enabled
Enabled
Enabled
Enabled
Enabled
Mot configured
Mot configured
Enabled
Mok configured
Enabled
Enabled
Enabled
Mok configured
Mok configured
Mok configured

Extended b, Standard £




nj81 Client BedmadigungIGinvIiMeaiie 1 FMSTE window Bt

)

- iNORUREIEIMunglfn&i cients thwits il medwth &IHG0S: Client W User Account

- yadyh

-Ro

Domain NIf61j8T Server BTG Login SHISHETEI]D [TedTe 4

-Ro

- 81 server pimSAYITNURMSmMWANE! Client hysis 4

- g EuCTATI e8I client Gl BstuswnngitidnnngGr sever gl wrsniHubRnE
Client1g

- mﬁﬁiﬂ Application Server i1Support it File .msi 184 ﬁ%gtfmmmmm Application Server H1% Support

Y File Execute [.exe] ST 4 e Ging File Execute 1G1TH Zap File



- ﬁjﬂﬁﬁSﬁﬁ?éiG‘im‘j‘ User Account Igﬁﬁﬁ%ﬁj User Administrator 9
- Emﬁﬁ?gimﬁjimmfﬁs Client 1811000565 H Login (Application Server) 1
- ‘I[‘iﬁjﬁiﬁﬁﬁ?g Group Policy Management ﬁ%ﬂﬁifjﬁ']i Backup & Restore GPO 9

Itﬁtﬁfe’ﬁ Start = Run = dsa.msc—> ok = Rightclickon OU Sale = Delegate control 2 Next = Add = Choose

useraccount for set permission = ok 2 Next >

Departments Properties ilﬂ

Generall M anaged B_I,II COM+ Group Folicy |

To improve Group Policy management, upgrade to the Group Policy
i anagement Conzole [GRMC].

s
Current Group Policy Object Links for Departments
SE—

Group Policy Object Links Mo Overide | Dizabled

FDizable Control Parel

Group Policy Objects higher in the list have the highest priariby.
This list obtained from: server?.anzbank. com. kh

New agd.. | Edt | |

Options. .. | Delete... | Properties | [ |

[ Block Policy inheritance

Cloze | [Canzel | Spply |




-.‘.'_J' Active Directory Users and Computers

<5 Fle  Action  View  Window  Help

s anm R XFHB R alhvEE

@ Active Directory Users and Computer | Finances 3 objects
B[] Saved Queries
E@ khmetfree.com [ g2 A

Diescripkion

-1 Builtin O e Copy...

H- add t
@ Compluters ﬁiG—Finances Security Group - Global . = e
@ Domain Controllers Disable Account
[:| ForeignaecurityvPrincipals Reset Password, ..
E@ My-Lsers Mowe. .

: @ Finances Open Home Page

i B[ Sales Send Mail
-] Users

all Tasks »
Zuk

Delete

Rename

Properties

Help

Copy = User Teamplat:

Addto a group:

Disable / Enable User Account:

Reset Password...:

Move:

Cut/ Delete /Rename:

Allow PCClient Login to PCServer by Schedule Hour
Allow PCClient Login only PCfor Permit

If PC Client Loginto PC ServerError 3 or 5 Time PCServerwill Disable This User Account Domain



- pihsifsssEsiislmy e u wnalgnaes (school / University) 1 Niifmsede). Sajiei
HA [pInswnggiwIunigs whighfnstubinG server
guigsiGubuginsasunmwnsfv g
- MIASHGY (Quota) mimm@tsﬁsﬁ Drive §i7It1 Drive IS13ENG 21 File System 15839 REh NTFS {80810
File System iU th FAT, FAT32?E]] HHHIS Option Quota iG

Note: - BNGYENNA Folders iiNTIETN Virtal Drive (Map Network Drive) fﬁﬁiﬂifg}-ﬁ Drive BETAM Eﬁiﬁ Disk Quota

181160 Drive HUIRE

B - St a0 HOT05ET Server TUIINAY Folders NG Virtual Drive [HMSIANGAISIAY Drive E:

- Properties on Drive E: = Quota Tabs = M Enable quotamanagement: 10 3] Si81m1 Quota

21 xl| | M Deny disk space to users exceeding quota limit:

General | Took | Hadwae | Shaing | | | © Do not limitdisk usage: BSRSHEUNGIHN User
Security I Shadow Copies Quots . .
Account SIIHAT 4

i Status: Disk quota system iz active s o so o -
O Limitdisk space to: mﬁiﬁﬁﬁSﬁgtﬂI@Im User

v E nable quota managsment

Account N User Account gﬁﬁﬁﬁjﬁmétﬁiﬁjwﬁl 9

v Deny disk space to users exceeding quota limit

Select the default quota lirmit for nesw wuzers on thiz volume:

Setwarninglevel to: 18116165 User Account '§ﬁ§§§tﬁ

B q . [ o o™ ) D =3
' Da nat limit disk usage RIS RTINS ASHISe SiNG Message Error.
€ Limit disk space to [Ho Limit | iz M Log eventwhen auserexceeds theirquotalimit:
Set warning level to [No Limit | = M Log eventwhenauserexceeds theirwarninglevel:

Quota Entries: ﬁiﬂﬁﬁSﬁQiﬂ User Account mﬁ%‘gﬁ

Select the quota logging options for thiz volurme:

¥ Log event when a user excesds their quata limit Iﬁjﬁ a) Sﬁmsgiﬂiﬁjﬁ ikl
¥ Log event when a user exceeds their warning level Quota Settings for F1 {F1@khmerh e |
General |
Guata Entries... |
Uzer: F1 [F1@khmerfres com]
Quota used: 1.0 MB (6% ] @
[uota remaining:  13.98 MB
(Sl t limit ik
ITI Cancel = a not limit dizk usage
& Limit disk space to I 15 IME j
Set warning level to I 10 IME j




- {6381 Drive E: File Sysem JUTAINTN FAT, FAT32 TIRI3E18 Quota Tab 84 Security Tab BSHSISTiRIH
Drive Properteis 1G 1

- $154BY Convert Drive E: IBRITN File system FAT, FAT32 131 NTFS File System?fﬂ 41Ut Drive E:
BSHIMGHINGSIG (No Label Drive Name)

- UT Start - Run—> cmd 2 ok—> ﬁﬁjmﬁjﬁ] [ C:\>convert E: /FS:NTFS - Ghy - Enter

AAWINDOWS\system32\emd.exe

o>

C:~>convert E: fs:ntfs

The type of the file system iz FAT32.
Uolume Serial Humber iz ABE?-BASE

File and folder verification is complete.

Windows has checked the file system and found no problems.
18,784,848 KB total disk space.
18,784,848 KB are available.

8.192 bytes in each allocation unit.
1,338,186 total allocation units on disk.
1,338,185 allocation wnits available on disk.

Determining disk space regquired for file system conversion...
Total disk space: 18715323 KB

Free space on volume: 18784848 KB

Space regquired for conversion: 66866 KB

Converting file system

Conversion complete

(RN
C:sroconuvert E: sfsintfs
Drive E: is already NTFS.

C:~>convert E: Afs:ntfs




- RNTHED 1P Address TENIIGINASE I gigimiE Auto 9

- SISIARTIANBREMMBIGINN 1P Address TN GIR Y |

- TNt |PAddress%ﬁm[gimsgsmtmtﬁﬁmﬁi%gma BLIGSSENG ( NoDuplicate IP)

- GighmsguityiFittwant 1P Address 198571 Loop ST GRRUUMMEI QSN Print |

- E3NTUNH Internet Café MITHIINMSWHIT 1P Address AutoIENtIAUHIAA Router TET BAY 1P Address

THIUI Y ﬁ‘fgtsimm Router Error B3 Effect 60 Devices IR

Recommend ﬁﬁﬁi{fj‘ StaticlP?L’I] fWLﬁIﬁ?imﬁ TSRS Access y) Browser $81i60 Network

Q90

R

oJ

- ﬁﬁﬁﬂ'j IP Address tmtﬁimﬁmjgséfmgjﬁms M ﬁ‘[jjﬁ FENYI: ( InternetSharing, PCServer, & Product

)

Router/ DSL Modem ) 9

PCXP,7)

- tsigﬁﬁifﬁs[gims ConnectionNIC2, (ex: LAN1 & LAN2)

- ey drunignmsin NIC B HAME Add Virtual NIC g BTS 4

- Mg} UTP 117 NICof LAN1 1G1MS Product Switch 1T BSFIMBHASH 1P 18 9

- [inia P :}ﬁmmﬂgﬁ NICof LAN2 (ex: 10.10.10.10 /s )

- Propertieson My Network Places = Properties on NIC of LAN2 = Advance Tab = M Allow other network
usersto connect... > ok 2 ok ﬁ§1ﬁﬁﬁ LAN1 Eaggmms IP=192 .168.0.1/5, 1

- NEBNASIBUMTBRMS Product Switch BEEIMEREH IP Address 16 1 TR SHSGUMS IP Default=
192 . 168. 0. x /54 ST x EIEISTBISISIRIE 2 > 254

- MGG EIBIIfSiss IHHESITMUW Network 916



- NIC = Loopback Properties @El

General | Authentication | Advanced
LAN or High-Speed Internet

Witidows Firewall

- Q Lacal Area Connection 2 - x Y Lacal Area Connection 3

L ! Metwork cable unplugged, Fire,., W Metwork cable unplugged, Fire. .. Fratect my computer and network, by limitin =
s Reakek RTLA133 Family PCIF.. ij ) YIA VTEEC100A-Based Fast EL... or prevenjtJing e to s mmputir o Settings...
. » the Internet

c Y Local Area Connection c 4 NIC = LAN {Inkernal)

. x Metwork cable unplugged, Fire.., . Connected, Firewaled

[ S5i5 900-Based PCI Fast Ether... i, Whlware Wirtual Ethernet Adap... Internet Connection Sharing
=] A _

" ﬁ MIC = Looéjba':k R []:illons ather netwark users to conhect thiough thls

3 Connected, Shared, Firswale icomputer's Intemet connection ;

B B Wware Yirtual Ethernet Adap...
Home networking connection:

HIC = LAM [Internal] w

Allow ather network. users to control o dizable the
shared Intemet connection

Learn more about Internet Connection Settings
Sharing.

If wou're not sure how to zet these properties, use
the Hetwork S etup YWizard instead.

] ] [ Cancel

- iippi e oG gigim window Server I [FINS NIC Gt |

- 21fi CD Window Server § Copy Folder i386 tsig«tﬁ cD Ujﬁtmmﬁg«tﬁﬁmﬁma y

- ‘I[‘i‘ﬂjﬁ‘[zﬁ Add Protocol DHCP Server : §U i Add/Remove Programs = Add/Remove Window Components =
Networking Service - Details > M DHCP > ok > ok 1 Propertieson My Network Places = Advanced Menu

- Optional Networking Components = Networking Services = Details 2 M DHCP = ok = ok

- iifi DHCP : Start > Programs - Administrative Tools - DHCP U % Start > Run - dhcpmgmt.msc = ok

- Rightclick of PCName = New Scope = Next = mﬁmij”ls - Next=>

-StartIPAddress - WSO 1P MR BIRRBIGS GG
- End IP Address  TEDRY 1P GHUCDTIRAIRL [HIm0
- Subnet mask : i Subnet mask ‘IH’]UTQEH%?ES Server

> Next > 18115 Add Exclusion E§NTEM 1P BTN > Next > 181(5#1 Lease Duration f8HORIIIANGNG 1P
Loop 2 Next >
- ® Yes : Eﬂﬁ?S Client ggmms IP, Subnet mask, Gateway, DNS, WINs.

-ONo : Y108 Client SGAITSIE IP, Subnet mask.
- Next = Finish =2 Right click on new scope = Activate = Rightclickon PC Name = Authorize.
o ’ o [ o o
- Address Pool : ULNEN Rang IP SHEBAITHND Client TURTATAISHNG IP Iﬁfﬂ?mth’i q



- Address Lease

- Reservation

: UG 1P 38U Client MGt S o

TUERI NS Client.

- Scope Option

E® pHCP

File aAction Wew Help

: Add more Gateway, DNS, WINsto PCClient

: ROJ IP SIS Client 13184 Static IP ENWAKHAIG MAC of NIC

=101 %]

¢ | AEXEFRR@E|®

& pHep

El@. nsl.khmerfree, com [192,168,1658.1]
E--a Scope [192, 168, 168.0] IP
E Sddress Pool

(T Address Leases

-8 Resarvations

b {4 Scope Options
“{_F Server Options

Internet

é"%ﬁé’:ﬁ:‘e
L Q / E.
Network \\

Router

Wireless
Access - :
Point »
S—— Computers
gt equipped with
network adapter
\ \\ \' S
P
(Lo~
- h
Notebook
Computer : Y
wireless adapter PCMCIA card

Scope [192.168.168.0] IP

Conkents af Scope I

Address Pool
(D Address Leases
EE, Reservations
@ Scope Opkions

=192.168 .1.1/24




- meutie S gt ABUningising website HNIGIANMST 1P Address Uigagiiigsn TgNan{y
MSUIHE Protocol DNS TEE Protocol DNS 1S8ENSHNGHIMNT 1P Address (ex: 117.120.24.1) 16111 Domain

Name (ex: www.khmerfree.com) Eﬁﬁ%ﬂj«tﬁ ?15 Domain Name (www.khmerfree.com) 161t IPAddress?F\T] 9

- EINTRSHIFNI User (Customers) hmmmmﬁgimﬁ’imgwssﬁﬁi Website 9
- Protocol DNS %ﬁﬁtﬁfﬂm 3] % Forward Lookup Zone & Reversed Lookup Zone.
- Forward Lookup Zone : f&ﬂﬁﬁigﬁﬁmﬁ”lg Domain §31 Sub Domain 9 ItﬁtﬁmSﬁSﬁﬁﬁ%Lﬁimﬁs
Domain 1§11 DNSIP Address

- Reversed Lookup Zone - (NTUITEE DNS IP 4 {TIUNSHFNGUHRIY DNS IP 1981G1T Domain Name

Tm

~

- mﬁjﬁﬁiﬁﬁgfmﬁ%mgm Website [ex: www.khmerfree.com ]

- mijﬁﬁtgﬁﬁgﬁﬂiﬁs Domain Name [ex: khmerfree.com]

Comercial 2
1+ Company 2+ 1S0O Country 4 ' ZO;C
.com = Comercial .kh = Khmer erve ‘

.edu = Education .vn = Vietnam Serv rl'khmerfree'm—'kh
.org = Qrganization .th =Thia

.gov = Goverment .Jjp = Japan H

.net = Network .Sp = Singapor .

.biz = Bussiness .cn = China PC Name Domain NetBIOS Name


http://www.khmerfree.com/
http://www.khmerfree.com/
http://www.khmerfree.com/

+ ﬁgﬁﬁ”lﬁ CD Windows Server‘[ﬁﬂﬁj'ﬁ CD-Rom 1j Copy Folder[i386] ‘IS’iﬁﬁ CD Windows tifi

T,Qm']ﬁimﬁﬁ Drive Data [Ex: Drive E: = FolderSoft—>...] 4

1- OpenControl Panel 2 Add/Remove Programs = Add/Remove Windows Components = Networking
Services = Details > M Domain Name System (DNS) = ok = ok = ok.

2- Propertieson My Network Place = Advanced = Optional Networking Components = Networking
Services = Details 2 M Domain Name System (DNS) = ok = ok = ok.

1
- thugmiginuiBitigi AD IGTwHEeEE B © Installand configure the DNS server... INRIISE AD

SHUTHRIAMS DNS THNWEEEH Domain 1URI AD (bl 1 ithuBeE) mEISUHnSIHY Service DNS 16{H1G 4

L) a o

GigiTnbiiTatnteus m3m § @ 1 will correctthe problem later... M1SBLIH AD FSUIHHIANE Domain

(3]

tH10 DNS 1G4

- figjfissntibgigiuifnams ons RIANEGHTAwRSSES M Iginihuiigit PDC/ AD ENWTE Start

= Programs > Administrative Tools > DNS [l Start > Run > f”ltﬁmﬁj 1 [ dnsmgmt.msc] = ok > PC
Name = RightClick on Forward Lookup Zones 2 New Zone = Next 2 ® Primary Zone = Next > © To all DNS

serverinthe AD domain khmerfree.com - Next > E1f1HI8 DNS ‘I?ﬂtﬁ@mﬂiﬁgﬁiiﬁﬁtmﬁﬁ AD (ex:

khmerfree.com) 2 Next > ®© Allow only secure dynamic update (recommend for active directory) 2 Next >
Finish. = Right Click on Reverse Lookup Zones = New Zone = Next 2 ® Primary Zone = Next 2> ® To all DNS

serverinthe AD domain khmerfree.com = Next > 2fii& IP Network ‘I'u’"ll’ﬁ'léﬁgﬁ Preferred DNS Server

igipinigies 1P Address.

2. (ex: mail.khmerfree.com, www.khmerfree.com)

- THNNTGE Start > Programs - Administrative Tools - DNS Ul Start - Run > NEMAj®



[ dnsmgmt.msc] 2 ok =2 PC Name = Forward Lookup Zones = Right clickon Domain Name = New Alias
(CNAME) ® > IS1§H‘LUH‘['1 Alias name ﬁmfﬂiﬂiﬁg www, mail, ftp, pop3, smtp,... 831115 Sub domain >

IS1§i’1‘[:LiHﬁ Fully qualified domain name ﬁ']ﬁiﬂij’lstﬁ']tﬁ@ﬁ%ﬁ Full computer name = ok

MNew Resource Record ied P

Alias (CHAME) |

Alias name (uses parent domain iF left blank):

I WA

Fully qualified domain name (FODR):

I v, khmerfree, com,

Fully qualified domain name (FODR) For target host:

I server? . khmerfree,com

[ Allow any authenticated user ko update all DMS records with the same
name. This setting applies only ko DMNS records For a new name.

(] 4 Zancel

3. (ex: mail.khmerfree.com, www.khmerfree.com)

- THNNIGE Start > Programs - Administrative Tools - DNS Ul Start - Run > NEMAj®



[ dnsmgmt.msc] = ok = PC Name = Forward Lookup Zones = Right clickon Domain Name = New Host (A)

> 1SIFNM{UTHT Name GININNE www, mail, ftp, pop3, smtp,... 51T Sub domain > IFIHHUHT IP Address

ﬁmrﬂ IP im[ﬁﬁﬁéiﬁ NIC Iﬁfﬁﬁ]ﬁ?“is - M Create associated pointer (PTR) record = Add Host.

New Host 2 x|

Mame (uses parent domain name if blank);

I WAL

Fully qualified domain name (FODR):

I v kbmer free, canm,

IP address:
|192 168 162 .1

¥ Create associated pointer (PTR) record

[ allow any authenticaked user to update DNS recards with the
SAME OWNET NAmE

4.

- Start 2 Run = cmd 2 ok~> f”ltﬁl?ﬂﬁjﬁ’l nslookup 181ﬁ%§ﬁﬁﬂ1ﬁm8 q ﬁgWﬁHﬁﬁtmﬂmﬁﬂig’ﬁe"ImLmH:

e CHWINDOWS' system 32 cmd.exe

Microzoft Windows [UVersion 5.2.37981
(G Copyright 1985-2883 Microsoft Corp.

C:swDocuments and Settings~Administrator>cds

C:xrnzlookup

#x% Default servers are not availahle
Default Server: UnKnown

Address: 127.8.8.1

C:x>nslookup
Default Server: server?.khmerfree.com —
Address:- 192.1.1.3

- DefaultServer: Unknown & Address: 127 . 0. 0. 1 = 188 MIHNESHISHSH IPDNS iS1§ﬁLﬁHﬁ Preferred

DNS Server 16 NIC 18 1 NESHIAIS Clients GBI MBMUBHMS NS Server 181G (Clients can’tjoin
Domain)

- DefaultServer:server7.khmerfree.com & Address: 192.1.1.3 = ‘H’]Sétﬁmﬁ"ﬁ fﬁgfj'ﬂ DNS 84 Active Directory

L%‘H‘[Eﬁﬁﬁtﬁ 1 NEBHIAS Clients GIMHATNG MUBHMSBIS Server MS (Clients join Domain =Member of

Domain)

- m8‘§81§ﬁﬁ%1ﬁ IP Address 11143 Private IP to PublicIP T\J: PublicIP to Private IP, "ti"lSétﬁtq”l igimtﬁ IP

Address RIS Class 8‘ﬁ5§1/ Network Address @ﬁjg"ltﬁ"ltﬁﬁcj"lﬂqu 9



- NAT %ﬁﬁiﬁfﬂ‘m |1 & Soft Route (PC Server/Application) U Hard Route (Product Router).

+ Soft Route

1. G PC Server NAT [BiB1S NIC 2 3 [Ex: LAN, WAN, DMZ ], HIMMITIgIAT NIC LAN
1g1MsgunIni switch 81 MUTBHINI NIC WAN 181MS Internet 117t NIC DMZ fTig)
%Eﬁ Mail Server, Database Server, Web Server

2. ﬁG‘JﬁSSIUNi'ﬁ Configure NAT §N1B1t138 Service in Windows Routingand Remote Access

3. ﬁﬁjﬁs%tﬁ'ﬁ Configure NAT ENHItI8 Software Ms-ISA2006 | Ms-ForeFront TMG

+ Hard Route

Access Router
Distribute Router
Core Router
Modem ADSL

© N o s



- [307 PC Clients Gi1#E5 #8118 Window SHMHBESUNI 1 10S IEARHISIH Server LI EM Install 81165 PC Client

ms ﬁ%gmsfﬁ Window GiG HH1S Application 15 4

- ${tdl PCClient W8 Install Window Ji PC Client #1513 10S 1utig8igiffialid server I (1u e m18
Application TERIILINMS Install UigBigithyts 4

- 1811085 PC Client Jywig st Install Window Infuieitiiss 8isiEmitRasitogs windows IBmstiising e

Window ‘Euitﬁﬁﬁms Application 8 Window igtijigjﬁﬁ“ls Applications.

- Primary Domain Controller

- Complete DNS with Primary Domain Controller

- Configure DHCP for Provide IP to PC Clients

- Add Service RIS

- Configure RIS

e Please putOSforapplytoclient[ex: Window XP2, Window Vista]
e Divide Partitionin PCClient for Store OS

e Answerfile

e Create Diskbootfrom NIC

- PC Client Must have NICboot ROM
- If your PC don'thave NICboot ROM, You create Virtual Disk boot CD on PC Server



- WBHHINSBINSAN]ET Server 1BIGM Primary Domain Controller (PDC) MHSHIS

o o

(3]

- IEMIBHGAIN SAM Database 1SH1iS Server PDC BRAGHIANS ADC / BDC ¥ GjigHS

BHGIY Data 16

1B G[IEMISABAINGIY Data msnﬁa[t;ﬁﬁ Option HUIIALST Distribute File System (DFS) IEAIENSISIFH

Windows Lflj“lﬁ U I[ﬁ’ﬁiﬁstjﬁm Synchronize Professional aimﬁ?S ServerPDC ﬁﬁmﬁiﬂ?ﬁ:lfﬁs ADC/ BDC 9

- HINNBIAIS Server PDC 81 INRIIMINEISIEMIHIIHM ADC/BDC BinEMINGaI NS Server PDCI 4

o o = [
- Iﬁjﬁmﬁﬁjﬁﬁﬁ?ﬁ Mail Server [Microsoft Exchange Server] HﬁﬁiSiﬁ]im’gtjjﬁmS 9

- I HMEUIRRENASIHIGH ADc/BDC I{BSINMIMTISIMS Domain (Server PDC) Tt

- Server Name = Serverl (PDC)

- Domain Name = khmerfree,.com
P Address = 192.168.168.1 /.

- Preferred DNS = 192.168.168.1

-—

@

Main Switch

All Clients use IP Network
192.168.168 . x /

1 i e

Server Name = Server2 (ADC / BDC)

- Domain Name = khmerfree.com
- IP Address = 192.168.168.2 /.,
- Preferred DNS = 192.168.168.1

SIM Schoeol

012 300 610

Sub Switch




wupifig e syuligMIAsty (PDC/ DC/ AD) MYSHS WM TAEINSMEY |
i EIMgHNLsgigimBign (ADC/ BDC) 1 MSEWENTUNINIAS Server2
[t 1P IUNITIAS PDC BARSMSINH{UHT Preferred DNS server 1T H1AIE BDC

‘i:ﬂf?iS BDC Efji Add Service Protocol DNS. ﬁif{jﬁ?ﬂ'lﬁ CD Windows Server G141

BW Start 2 Run = dcpromo 2 ok > Next = Next > © Additionaldomain controller > Next -
- User name : mﬁiﬂijls User Administrator iﬁﬁﬁi:ﬁf?;is Server(PDC)

- Password : NHTRISATINGIUES User Administrator ‘H’]ﬁ?S Server(PDC)

- Domain : mﬁiﬁlg"lg Domain (ex: khmerfree.com) ﬁ-ﬂtﬁ'éﬁﬁzlfas Server(PDC)

- Next > Browse... > ﬁﬁjﬁjﬁmﬁwn Domain = ok = Next > Next > Next = Next = Next >
Finish = Restart Now 2> ‘U'gﬂﬁﬁi Restart IG G% Start > Programs - Administrative Tools =
Active Directory Sitesand Services UJ Bl Start - Run > dssite.msc > ok = Sites > Default-First-
Site-Name - Servers 2 ﬁﬁjtﬁﬁ‘iﬂﬁlgﬁﬁf‘:ﬁs BDC = Properties on NTDS Settings = M Global
Catalog 2 ok = clock = Restart BDC =2 ﬁg"li'j"tiﬁai BDC Restartg‘[iﬁﬁ[’ﬁ Hith4 Restart PDC
Tonuhid

[wrasidubufigii Boc Bttt ayuigiNEH]IB ServerPDC [HIBSH Service DNS, IPDNS,
Testing DNS, Active Directory ﬁﬁtﬁ‘mﬁ?s BDC i§§ Testing DNS & Ping I@ﬁ”léﬁl‘]ﬁ:‘i's PDC i85 §]
16 1 niimelindeilnginniel HniEnBwisint services.msc BIHMS service AMty

Stop 18RS 1 184



- fiNURH Webpage i H]UHNM U UNE NHMSIUEHYNe tnwHRSNemadi 4

= [+ =) = N <
- Webpage iﬁiﬁmﬁ@ﬁtmgﬁ PCServer fitN8 U TRUIIT Webpage ‘ISSiQﬁ‘EﬁSﬁﬂj ServerHosting IUfIIHT TS

o J o

1 NG N EISMHAITINWINMS Internet RIMBITRIBUNTNSISIHY Website 1uaiithiima 4

1
)

4

WU EY]SIse HUUAM A TS SHei0GIoIiEtun Webpage 1060 88181RI1SHED ServerHosting 115ad1H 4
- GiSHDMA Webpage it PUTS 7191560 PC Server 'lZa"IFU ‘I‘[ﬁ.‘ﬂm Webpage IBRIHNS Store Database BB Access, MySQL,
SQL Server, Oracle, ... ﬁ&ﬂﬁﬁmmagéﬁjﬁi Client §N8I38 Web client ttﬁmmmmﬁmmﬁs 9

- MGIGHEINI{D Protocol (http [80], https [443], ftp [21], DNS[53]...) IRH]IE I Hosting, Download & Upload.

SIM Schoo

012 300 610

- Server Name = Server2 (ADC / BDC)
- Domain Name = kh n

IP Address 192,168,168 .
- Preferred DNS = 192.168.168.1

COm

e S
- Server Name = Serverl (PDC) — - Server Name = Se (Web Server)
- Domain Name = khmerfree.com — Domain Name kh
f — - IP ress = 192.16

efe NS = Preferred DNS = 192,168,168, 1
o l ‘ - Alternate DNS = 192.168.168.2
'-. —

Main Switch

All Clients use IP Network

192.168.168 . x /.,

Web Server
1- Intranet :ForLocal only

2- Extranet :ForBrandto MultiBrand

3- Internet :ForAllthe World



- ﬁgﬁmﬁﬁmgws Domains (ex: www.khmerfree.com | www.cambodiafree.com www.sabaydownload.com)T.Eﬁjjﬁ

DNS Server * 6j 51 BAUTBII]S DNS

1jUUIHE Intranet (Web hostinglocal ).

- m’?ﬁ[gi‘ms Webpage f&ﬂﬁitﬂj Hosting tsigﬁ Locally (Intranet), (ex: ‘Ifﬁiﬁ‘l}ﬁ Webpage T,S1§ﬁ Drive E: 2>
Folder Web-simple = Folderkhmerfree | Foldercambodiafree | Foldersabaydownload).

- mﬁtﬁﬁﬁtgjﬁ IIS = Start > Programs - Administrative Tools = Internet Information Services 1 G Start

> Run - inetmgr > ok > PCName > Websites > New > Webssite... > Next > £ m@sﬁﬁms (ex: f-
khmerfree )= Next >
- IGIHMUHD EntertheIP...  : TTESLIT IP Address TUES NS

- Ismi’]ﬁiﬁﬁ TCPPort[80] : %Sﬁﬁﬁ]ﬁi‘jﬁg ISS%’L‘J’] Default Web Browser | IE, Firefox,...]

- T,Sﬁjﬁ[p"ﬁﬁ Host header... : ﬁgﬁﬁimﬂimﬁ% Domain (ex: www.khmerfree.com)
> Next-> Browse... > TTf0tif FoIder%ﬁﬂi‘Ejﬁ Webpage fﬂmﬁijﬁimgﬁ Drive E: = Folder Web store -

Folderkhmerfree = ok > Next = Tick tIAGIHHAITRIAEE Write > ok > Next > Finish > Rightclick on f-
khmerfree = Permission > Add = Everyone = ok = ok = Properties onf-khmer—=> Documents Tab—> Add 2>

UIMEYTEUIS Main file browser (ex: index.htm, index.html, index.php, default.php,...) > ok > 1INt Move up

IGnGIIIHTNE S ok,

Note: - AINMIEIHGHTNS Website 1{38 WINTEISIAS Domain Sa19M 1 IHUFIUTHGANS Domain 18174 DNS

TNEIMSIHS 1WNUREMIvids Hosting Webpage 18111 11S 18] Point 1G1MS Domain Name Gitfins 4


http://www.khmerfree.com/
http://www.cambodiafree.com/
http://www.sabaydownload.com/
http://www.khmerfree.com/

1. Mail Clients: AtAHiGywRNTIEMI Send/Receive / Check E-mail 1 GIHYTE Mail Clients SHRITHT

1.1- Introduction of Program Outlook Express: ﬁﬁ

- I USHI{MYISSRRMMIIRYIE Outlook Express (Icon

¥ Inbox - Outlook Express

ﬁgwﬁsmm'étﬁmﬁ%ﬁg?ﬁ Outlook Express (Build-in Windows) 841 Microsoft Outlook 200x (Build-in Ms Office).

File Edit Yew Tools Message Help

= @ Local Folders

@ Outbox

‘Qﬁ Sent Tkems
3 Deleted Items
5B} Drafts

O LY
¥ . & @ “g = X g B .
© Create Mail Reply Reply al Farward Print Addresses Find
i
Folders XY @ ¥ From Subject Received -
(5 Qutlook Express £ Microsoft Qutlook Express Team Welcome ko Outlook Express & &/21/2010 11:31 &M

Conkacts ¥ X || From: Microsoft Outlook Express Team  To: Mew Outlook Express User
Subject: welcome bo Outlook Express &

There are no contacts ta display, Click
on Conkacts ko create a new contact, .

Featuring

® E-mail and Mewsgroups
® Multiple accounts and Identities

® HTMI rnrssAane snnnnrt

The solution for all your messaging needs

3

msn.
Hotmail.
Tired of sharing your e-
mail account with others  »

1 messagels), 0 unread g WWorking nline

- fISNMSIFHUNG Network IUEIIHYENS Internet § Mail Server ity § 1812



- Ex 1: igjiinaiginiuig Network IUIIHHENS Internet ${11tS GIGHHMS Mail Server {018
TN Internet ‘fﬁmm‘?ﬁﬁqﬂtﬁiss %iﬁﬁftﬁﬁtﬁs angkornet, Connection Internet Hth ADSL, 512 9

- Rg[{i88rII88 MM THILINME E-mail Address 1{U [MESITUYIS? [BISSITMS E-mail Address g8

T,E}”]Uilﬁﬁ E-mail Address IS1ijﬁ Website [ www.gmail.com / www.everyday.com.kh /

www.angkornet.com.kh / www.khmerfree.com/...] 'L‘]'l”t‘iSfES 9 Ex: iﬁ?ﬁmsmg‘ﬁ E-mail Address ‘éﬁ

5131 [ it.nida@gmail.com / hengnida@everyday.com.kh / info@khmerfree.com/...] 4 &M : Eiigﬁ

HEIWENS POP3, SMTP, IMAP TR [ B8 Internet TIYSHIS.
- POP3 (Post Office Protocol of Version 3) = Port (110) : mLﬁﬁgﬁjﬁojﬂﬁ Receive & Cut SMS
FlsdTIT Web hosting / Mail Server WA BRRHISIHNMIAISESNH 4

- SMTP (Simple Mail Transfer Protocol)=Port (25) : mﬁsﬁgmﬁﬁnﬁ Send SMS TGS 4

” e

- IMAP (Internet Mail Address Protocol)=Port (143)  : ﬁ‘[‘ﬁjiﬁj«tﬁ'ﬁ Protocol POP3 it UISﬁLﬁWS%ﬁ

1 e

Copy SMS 1 Web hosting / Mail Server BRUINMItIHTIAME 1 MGISROMSWHIY Protocol

POP3 §41 SMTP 1 Ex: RG]1S3itiitif Website www.gmail.com Bfié3fij) i1t Protocol POP3 i

pop.gmail.com 84 ProtocolSMTP% smtp.gmail.com 9

- BAm: é Recommend Ii—i’ltﬁﬁiﬁﬁ E-mail Address 1811 Website www.gmail.com FUTNIE 1 RHTS

SMs 138, DRIRISIGS 1 UNTRIMSUIT E-mail Address 1t AJBUUT E-mail Address 198 1611

I Login ’"I,Sﬁjﬁ Website www.gmail.com Ug']i'ﬁ:iﬁ tlitiiflsj Settings 2 Forwardingand POP/IMAP >

®Enable POP for all mail = Save - Close or Logout.

- UTNIIN Enabe Port POP3 1811141 gmail BTN GJHUIFA E-mail Address I88IGIUNANSIMAYIE
Outlook Express
- ﬁgﬁiﬁﬁﬁ‘gﬁg Outlook Express = Tools = Accounts... = Mail Tabs = Add = Mail... 2> IS1§ﬂLﬁHfT

Display Name ( BENRIRINSHAT{D > Next > 1SIHU{ITHT E-mail Address (BT E-mail Address

%ﬁmiﬁ?ﬁﬁ’tgﬁﬁi.@ﬁﬁﬁ Website www.gmail.com [ex:?i it.nida@gmail.com ] = Next—=> ISiijﬁLﬁHﬁ
Incoming Mail (POP3, IMAP, HTTP) [giﬁmmmms Domain Name POP3 [ex:% pop.gmail.com]

§ﬁiS~]§iﬁ‘[‘ﬁHi‘i Outgoing Mail (SMTP) Eﬁﬁmfﬂiﬂiﬁ% Domain Name SMTP [ex:% smtp.gmail.com] 2>

Next—> T,Sitj'ﬁ ’Lﬁﬁfi Account name Eﬁﬁmq} E-mail Address (N ji61T] [ it.nida@gmail.com ]


http://www.gmail.com/
http://www.everyday.com.kh/
http://www.angkornet.com.kh/
http://www.khmerfree.com/
mailto:it.nida@gmail.com
mailto:hengnida@everyday.com.kh
mailto:info@khmerfree.com
http://www.gmail.com/
http://www.gmail.com/
http://www.gmail.com/
http://www.gmail.com/
mailto:it.nida@gmail.com
mailto:it.nida@gmail.com

NS FHIHD Password [‘giﬁmmtmeﬁimﬁisﬁmmmﬁﬁ E-mail Address 181131 Website

www.gmail.com = Next = Finish 2> quﬁ E-mail Address pop.gmail.com = Properties 2 Advanced

Tabs > JUIBUIUSRNNY

*= mail.khmerfree.com Properties

General | Servers | Connection | Security | Advanced

Server Port Mumberz

Dutgaing mail [SMTP: Usze Defaults

~> Thiz zerver requires a secure connection [S5L]

Incoming mail (POP3)

~> Thiz zerver requires a secure connection [S5L]

[

Server Timeoutsz

Shot 2 Long 1 mirute

- BN ;
- 18100 Internet NG HTNBS G Send/ Recevie SMS 181[;?":3 Local / Global TN81G 9 ﬁ%gi[ﬁﬁ
H1G Check Message SMS TS s g6 9
- IHINH Spam MNWNLEIUNIES 4

- T;’ﬂmrﬁ Bandwidth Internet I'[ES 9

Internet Accounts

Al kil |News Directon Service

Account Type Connection Bemove

= pop. annail. cam rnail [default] Arw Available -
Properties

Irnpart....

=
=5
(=%
-

Export...

- MUNYSIEINME E-mail Address it.nida@gmail.com 1Tt HG]iISSITHING E-mail Address Bl

T.Qjﬁ?i info@khmerfree.com ‘Iﬁﬁtﬁéﬁﬁtﬁﬁ E-mail Address tSS‘IG’iﬁUDmISﬁjﬁﬁiﬁE Outlook

Express Uigu1g] 1 YigysBUUCNAI[GIAN Domain Name POP3& SMTP 11t Website


http://www.gmail.com/
mailto:it.nida@gmail.com
mailto:info@khmerfree.com

www.khmerfree.com ﬁ“l"tliSijS 91[POP3=mail.khmerfree.com / SMTP = mail.khmerfree.com] Eﬁﬁcj”lﬂ'j

Domain Name ISP ‘L‘]‘IBIS?ES% [POP3 = mail.angkornet.com.kh / SMTP = mail.angkornet.com.kh]

- mﬁi'gﬁﬁjﬁ E-mail Address info@khmerfree.com imﬁmmimﬁﬁﬁﬁ?g Outlook Express
- sy URAYIG Outlook Express > Tools > Accounts... - Mail Tabs > Add - Mail... > I§1FHUHD

Display Name fJBHI{{] > Next > 1SIAH{UHYT E-mail Address (I BB E-mail Address 10Tt

ﬁigﬁﬁimﬁiﬁ Website www.khmerfree.com [ex:% info@khmerfree.com | = Next > IS1§ﬁLﬁHﬁ
Incoming Mail (POP3, IMAP, HTTP) Eﬁﬁmfﬂimﬁ% Domain Name POP3 [% mail.khmerfree.com ]

Eﬁimgj'ﬁﬁjﬁﬁ Outgoing Mail (SMTP) [giﬁmrgmgws Domain Name SMTP [% mail.angkornet.com.kh]

- Next—> ISﬁj'ﬂ Lﬁﬁﬁ Account name E‘jiﬁtmﬂ E-mail Address mﬁjimfﬂ [ info@khmerfree.com ]
INSIFHHD Password Lgiﬁtmmtmeﬁﬁmﬁishmmmﬁﬁ E-mail Address 181131 Website

www.khmerfree.com = Next = Finish = ‘L‘]”Iﬁ"lﬁ‘[,ﬁjﬁ 9

Internet Accounts [~T|§|

All ET Mews || Directon Service Add [ 3
Account Type Connection

@mail.khmerfree.mm { mail Ay Available

% pop.gmail.com mail [defauilt] Arw Awailable

Irnpart....

Cloze

- fINIYUIH Useridentities {8 ihwansiasajdrnuandmbmiEsas hiwabngls
Outlook Express 1{F3MF 1 guigsiiwitiudssiunmgndismuilmin sms raiding |

- iﬁﬁﬁﬁ?g Outlook Express = File = Identities - Manage |dentities =


http://www.khmerfree.com/
mailto:info@khmerfree.com
http://www.khmerfree.com/
mailto:info@khmerfree.com
mailto:info@khmerfree.com
http://www.khmerfree.com/

Manage ldentities

TORISEIt i) User Main Identities SER5T User
iébﬂ To add a new identity, click Mew, To modify an identity,

select it, and then click Properties. To delete an identity, Default 9 Lﬁﬁ? Siﬁi[ﬁﬁﬁﬁﬁ?ﬁiﬁﬁﬂﬁ’lg User Identities
select it, and then dick Remove u < i

Identities:

198 841 MAUSHHING GIBTHIY User Main Identities >

Main Idenkity

5 o d
Properties > ﬂiﬁm@@ffjﬁms > M Require a password

Properties ‘I?Jﬁj]ﬁ']ﬁimgfﬁmﬁ - 0Ok 2 Ok

Identity Properties
Ise this identity when starting a program Identity
|Main Identity w | % Type your name: | Mr. MDA |
Password

Idse this identity when a program cannot ask vou ko choose an ) o ) )
ideritity Wou can require a passward For this identity, This provides a
riaderate level of security, Howewer, other users mav still be able ta
see your data, For information about security, click Help.

Require a password Change Password

I Ok l [ Cancel ]

|Main Identity v |

Manage ldentities

select it, and then click Properties. To delete an identity,

iébﬂ To add a new identity, click Mew, To modify an identity,
select it, and then click Remowve

Identities:

Mr, Chan
Mr. MDA

[ew

Ise this identity when starting a program

|Mr. Chan V|

Idse this identity when a program cannot ask vou ko choose an
idenkity

M, NiDA v/

- Save GfITIFD E-mail Address NI JRITET SMS gimagntis
- iﬁﬁﬁgﬁg Outlook Express = Tools = Address Books = File > New Contact eﬁmmmﬁmsmﬁ'j

HASESIDIDNGY Save g ﬁt?ﬁiﬂ? Contacts - New Contact 1 I R-Click 165 SMS %ﬁﬂﬁﬁtﬂﬂiﬁi




BRTMWIEHNSIRHY Inbox > R Add Senderto Address Book 1 UBEIU SMs iBuiAMaIRiwRime
IHNSIHY Inbox > UNTHRTEIE Reply MIMITIE

- ﬁiﬂﬁiﬁ?ﬁmSLﬁHﬁ Contacts Ii;ﬁtlitiiﬁj View = Layout... > M Contacts > Ok

¥ Inbox - Outlook Express - Mr. MiDA

File Edit ‘Wiew Tools Message Help .f,"
: - : T
dJ - E‘J ﬁ) “8 e x LS. ey e .
i Create Mail Reply Reply All Forward Prink Delete Send/Recy Addresses Find
Falders X/l v @ ¥ From Subject Received <
I‘-:;] Outlook Express 2\ Microsoft Qutlook Express Team 8i21/2010 11:31 &AM
Open
= @ Local Folders
Prink
& Inbox
¥ Outbox Reply bo Sender
S5 serk Trems Reply to Al
3 Deleted Trems Forward
ik Drafts Forward As Attachment
Mark as Unread
Contacks ¥ X | | From: Microsoft Outlock Express Team To: Mew  move ko Folder ..
[ Fichan (IEM) Subject: Welcome to Outlook Express & Copy to Folder...
[HiNida . ol e Celete ~
[Hipeak {anz) . . k
[ Firany (Beeling) The solution for
Properties
Featuring e
i msn
® E-mail and Mewsgroups Hotmail.
® Multiple accounts and Identities Tired of sharing vour e-
® HTMI rmessane sninnnrt !T'a” ac':.':'unt I.:\Iith_cuthers b
Adds the sender of the selected messages to vour address book,

- MHYMNA sms iuggastsiientsifm Rgemsini inbox Gitine 1 Gigngyiissitduuifis sub

Folder BT H]R SMS 1 fg Ui Sub Folder 18114 Inbox Euig]



¥4 Bank - Outlook Express - Mr. NiDA

File Edit Miew Tools Message Help

¥4 Outlook Express
= @ Local Faolders
= Inbox

e |

@ Company Compuker
$E NGO
¥ outbox

£ Senk Ttems
{J Deleted Tems

B} Drafts

Select your Conditiohs and Actions first, then specify the values in

1. Select the Conditionz for your mile;

O “where the To or CC line containe people

O where the meszage iz marked az priarity

YWhere the meszsage iz from the specified account
O “where the meszage size iz more than size

2. Select the Actions for your rule:

kove it bothe specified folder
O Copyit ta the zpecified folder
O Delete it

O Forward it to people

3. Bule Dezcrption [click an an underlined walue ta edit it]:

Apply this rule after the message arrives
Where the message is from the mail. khmerfree, com account
Fove it to the Bank Folder

4. Mame of the rule;

v,k brnerfree, com

Y . & & .8 X & . W & .

. Create Mail Delete Send/Recy Addresses Find

L C

Folders XY@ ¥ From Subject Received 7

There are no ikems in this view,

- R-CLick 1D Inbox - New Folder... > iS1§iﬁLﬁHﬁ Folder
o o d = o

Name fJBUTNMIBLNSHEA NS TUITUTEIY Inbox - Ok 1

- MHRUMRYIGHIY > 10nnYIE Outlook Express >

Tools = Message Rules = Mail... > M Where the message

isfrom the specified account: 1IR30 E-mail Address IEﬂgi’j
[HTS M & E-mail Address IBEIItEH > Ok > UTHR
M Move it to the specified folder {113 Folderfﬁmmfz’?ﬁ
181§l153[‘ﬁﬁ‘['j§ M & Sub FolderBank = Ok = Ok 9

Fy HTBRIT UL 4

- GJBUIEE Folder BUIRNURHA E-mail Adress TTHSEIS 9 Ex: Folder Name [SMS] ENfifiti Drive E:
- Iﬁﬁﬁﬁ?% Outlook Express = Tools > Accounts = Mail Tabs = 1163tIfi E-mail Address ISRIitiTE

Backup > G0 Export > 1160 Folder Name [SMS] 181731 Drive E: > USITHHEE Save MIMIT (G



Internet Accounts

il kil | Mews | Directoy Service| &dd »
Account Type Connection Bemove
= il khmerfree. conn T Ay Available
% pop.gmail.com rnail [default] Any Aevalable Eroperties
Set az Default
Set Order...
Export Internet Account @
Sawve in; |@SMS V| 0 ? i *
iy Recent
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