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9 ﬁliﬁiﬁjﬂ Fedora Core 12 §i Local CD-ROM

iigjAigji Fedora Core 12 fi Local CD-ROM itfngintinmmunien)geanijmes
- thumas CD/DVD 1ty Restart ﬁnJGi
- sgtengnianin fagwgsangms

Helcome to Fedora 1271

[install or upgrade an existing system
Install system with basic video driver
Rescue installed system

Boot from local drive

Press [Tabl to edit options

numsEwGhE sliugiisssgoanmys
¢ Install or upgrade an existing system NUE tjj[tijhn[%jﬁijj SHINATMITUAT Linux
FSH1HIN
o Install System With Basic video driver fUN U1 Uj[ti?ijﬁlgjht’ﬂ ’gjtﬁéiﬁl video driver {Uj fii
& Rescue installed system §0N{ 1] Lijttfﬂjhi[?rjij[ﬁﬁjgﬁqugiﬁﬂﬂﬁgﬁmmﬁﬁj System
& Boot From Local Drive fGNUIHITEGH 0S {1 Drive iU Window
gurs:dsimnwndndssfienrsiénnciywa
%~ Install or upgrade an existing system [Eﬁjtﬁﬁ‘liﬁlﬁﬂ[ﬁﬁ§E’:[nﬁimit’ﬂﬁﬁ
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& IR eyiiegtism skip I H]IGMITAURIGIISIMI Testing Media Ut I M1 Installation TS

elcome to Fedora for i386

| Disc Found

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

{Tab>s<Alt-Tab> between elements 1| <Space> selects i <F12Z> next screen

= YS)UBAGG Next IHH]IGA Setup US

£,
fedora’

Copyright © 2003-2009 Red Hat, Inc. and ofhers. Al righis reserved
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& [Relig{piagman simidigin Ammiieumean Language tduTITmuamdgin

Fedora

5

fedora’ -

What language would you like to use during the
installation process?

TG T T T T

Chinese(Simplified) (5237 (&4 )
Chinese(Traditional) (H= (IE8E) ) ]

[>)

Croatian (Hrvatski)
Czech (Cestina)
Danish (Dansk)
Dutch (Nederlands)
Estonian (eesti keel)
Finnish {suomi)
French (Frangais)
German (Deutsch)
Greek [EAANWIKG)
Gujarati (zpr=idl)

|

| 4mBack | [ mpnext |

@ I fuliestis A Default Keyboard I H]HTM UAMI{T Fedora US)UHA Scroll IS I Keyboard
HA NGHTAN option 182 1du]RIgTiduES 53 MengeasImis Language Keyboard
US)UBAGE Next I3H]US

¥

fedora’-

ﬁ Select the appropriate keyboard for
the system.

Spanish
swedish
Swiss French

[>)

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tajik

Tamil {(Inscript)

Tamil (Typewriter)
Turkish

U.S. International
Ukrainian
United Kingdom 3

[ 4aBack l [ Ep Next ]
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= (pasanGissnutE G ig]h Linux Fedora 1IR3 Vmware T RUTN Virtual Drive BN S8

i Error IAR IR N WANIN OB R format Drive I8 IG10U fruu M AT Shmavi §gSw
HOISAR{HIMWNGHA Re-initialize drive I1HH] US

Error processing drive:

Jdev/sda
20473MB
VMware, VMware Virtual 5

This device may need to be reinitialized.

REINITIALIZING WILL CAUSE ALL DATA TO BE LOST!

Device details:
pci-0000:00:10.0-5csi-0:0:0:0

Ignore drive } [ Re-initialize drive

& ifimm:mg: U HostName 11 £J Computer 21NN Hostname & Serverl

f

fedora -

. Please name this computer. The

EL; hostname identifies the computer on a
— == network.

Hostname: [ ocalhost localdomain)

| dmBack | | mpnext |
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_ Please name this computer. The
|, L— hostname identifies the computer on a
— ~— network.

Hostname: [sewer1|

MIAANARUS AU AN GAJFIUATIEGN T MEity:mifiumaniGIiwsm:
Fedora A I (i AuliruitStnsn At AB{RIGH AN GIENA Asia/Phnom Penh ARIIEIU
ponsutgauaygtidniagi
GG Next tﬁﬁjtj':g“l

Please select the nearest city in your time zone:

(<] i B

Selected city: Phnom Penh, Asia

‘AsiafPhnum Penh

L)

System clock uses UTC

‘. 4@ Back | | B Next ‘
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US)UEAFIEFINAUIM MY root password § GUIN N FIUT NUIT M IH Password Gl Tab
JGN mﬁmﬁﬁgmfﬂﬁmﬁm;ﬂ Woms §tﬁ[5i:|ijt’gﬁ[9:jtﬁml"l password Et’:ma*lusgaﬁmﬁrs:uﬁa
FUTIG UM £ 8 characters [ RUEISHIHAJISAIUE T 7 (root) ﬁmﬁmémgﬁ;ﬁ'ﬁgmmmsiﬁm
wsaigiiun SamsiglauipnItgAdenga Samitanamuaspighvgminn)é
TURSHA T root MGHIGTHN UNIU{AUAYIG MGUU UIRH yyinins Shedgananigingss 8h
HIGI )

ah

AGAMIAEAZ R I

£
fedora:

© The root account is used for administering
.l the system. Enter a password for the root
user.

Root Password: [ ------ l
gonﬁrm; [ oooooo l
l 4mBack ] l ) Next l
151G Message [UUIS: A8 SWHMNUMATMUHN Password iU aS IR ATE PTG IETH

o 8

Use Anyway [ﬁﬁj [[ﬁ' Password [S: ]

[ weakrasswora |

You have provided a weak password: it
is too simplistic/systematic

l anncel l l Use Anyway l
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HAGANGIS ANUMANMIIEaulieg Drive IHY]IGMI Installation §GIS:A{EiIETH
GG{fiil Review and modify Partitioning layout &8I mivinmmidnnasulivessag: Sy
GG Next I3H{US

f.
fedora:

Installation requires partitioning of your hard drive. The default layout is suitable for most users. Select what
space to use and which drives to use as the install target. You can also choose to create your own custom
layout.

Replace existing Linux system

{3

[] Encrypt system

Select the drive(s) to use for this installation.

sda 20473 MBE  VMware, VMware Virtual 5

=k Advanced storage configuration

What drive would you like to boot this installation from?

>

sda 20473 MB VMware, VMware Virtual 5

\Review and modify partitioning layout

‘ 4= Back ‘ ‘ B Next ‘
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{FRGANGIS At AIgNANNAUIGA Partition IFTMUA{HIMITUASILETH

GG Next I3HjUS

£}
fedora:

Drive /dev/sda (20473 MB) (Model: VMware, VMware Virtual 5)
sda2
20273 MB
| New | | Edit | | Delete | | Reset | . RAD | LVM
Device :::g};;ﬂ';g Type Format {S'E:] ]
= LWVM Volume Groups
v _root / ext4 o 18544
lv_swap swap vy 1728
=~ Hard Drives L

[] Hide RAID device/LVM Volume Group members

GG Format I3 8]ANNHSE Partition T runtdndrgin

Format Warnings

The following pre-existing partitions have been selected
to be formatted, destroying all data.

Jjdev/sda disklabel

[ € cancel ] [ Format l

9k
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GG Write change to disk I3 gjIFMidAnamiatginidrunumamnmavi §gSwint
P 01

The partitioning options you have selected will
now be written to disk. Any data on deleted
or reformatted partitions will be lost.

[ Go back } [ Write changes to disk

(piGanGis:AnpiMwIbGhAnagimifIg software Iy witdngidisufi &
- Customize Later ﬁmm:ﬁmjn Default YMIAMNATNIFUG

- Customize now AIMIWITAAANAMEAEIMIUAIOHITUIERGAMS

o8 ngilAGHWwA Costomize now IiEARNAMYAEIMITATIONIY

- GG Next IRH]US

£)
fedora:

The default installation of Fedora includes a set of software applicable for general
internet usage. What additional tasks would you like your system to include support for?

Office and Productivity
[l software Development
[ Web Server

Please select any additional repositories that you want to use for software installation.

Installation Repo
[] Fedora 12 - 1386
[] Fedora 12 - i386 - Test Updates

e T S | = T P

=k Add additional software repositories l [ @Modiﬁ: repository

You can further customize the software selection now, or after install via the software
management application.

() Customize later @ Customize now

[ € Back ] [ B Next ]
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pasanGIs i sames At AR aulicg software IrunSniimasmoins &
HISHGINS

al

- Desktop Environments &1 S HI{] fUST Interface Yty M ISR GRIT TR §indi

- Application ARYIRUISBHGAYTS Office MIHH

T H

an)

- Development ﬁi:’ﬂﬁij
- Servers FUTHUTHI LT ITR IS AU lTeU ST Service TGS MURA{HIMITUaIITH
- Base System ﬁﬁL&ii’[i—ﬂ MI TSR A N A IA Tools ﬁ}méi]gmfﬂ Administration Tools tN 15 H

- Languages AR{BIHIWIDGRANNG§IMANTE A {5 GIS:GGUWA Khmer Support

£
fedora:

Desktop Environments 4 GNOME Desktop Environment
Applications @D KDE (K Desktop Environment)
Development

Servers
Base System
Languages

GNOME is a powerful graphical user interface which includes a panel, desktop, system
icons, and a graphical file manager.

Optional packages selected: 51 of 53

[ Optional packages ]

(st ] [
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MEUAUHMILIG]N Packags FaHsinuGhmedinng

5

fedora

Copyright & 2003-20:0% Red Haot, Inc and ofhers. Al rights reserved.

Installing bind-9.6.1-11.P1.fc12.i686 (6 MB)
The Berkeley Internet Name Domain (BIND) DNS (Domain Name System) server

al

US)UBAGG Forward 114 Restart [010 Restart JGG G Forward IHH]US

US)UHANA{EIEN WIIBH U A ST User Full Name §11 Password

welcome

p— Create User

Information
Create User You must create a 'usermame’ for regular (non-administrative) use of your
system. To create a system 'username’, please provide the information

Date and requested below.

Time

Hardware Usermame: [PIB ]

Profile
Full Name: [ucmg tong ]
Password: [--- ]
Confirm Password: [--- ]

If you need to use network authentication, such as Kerberos or MNIS,
please click the Use Network Login button.

Use Metwork I__Ggin...]

[ 4m Back l [*Eorward
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Welcome

License
Information

Create User

Date and
G

Hardware
Profile

Date Time
< November > <2011 > | Hour :
sun Mon Tue Wed Thu Fri Sat Minute
1 2 3 4 5 _
6 7 8 9 10 12 second: (10 [T
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30
[ 4mBack l [»Ecrwardl
l al -3 o
US)JUBANEA Do not Sent Profile ->Finish JG1N Sh[l‘jmﬁjﬁgﬁjg[}mﬁ[m‘lﬁ

Date and Time

Please set the date and time for the system.

Date and Time

Annaigieslivaidng i Sn MW M S{A BT GG Forward

Current date and time: Fri 11 Nov 2011 06:55:42 PM ICT
[C] synchronize date and time over the network

Manually set the date and time of your system:

QB t157 No do not send [ﬁﬁjﬁf@ﬁﬂ

M

Are you sure you wouldn't like to send the profile?
Submitting your profile is a valuable source of information
for our development and can help troubleshoot issues
that may come up with your hardware.

Reconsider sending ] [ Mo, do not send.

Prepared by Lecture: VONG TONG
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‘Getting started and shutting down the system I

1. Logging In

The next step to using your Fedora 12 system is to log in. When you log in, you are introducing
yourself to the system (also called authentication). If you type the wrong user name or password, you
will not be allowed access to your system.

1.1. Graphical Login

When your system has booted, a graphical login screen is displayed

f

sernverl

vong tong

Password: [| ]

Cancel | Login |

1.2. Virtual Console Login

Fedora Core release 12 (Constantine)
Kernel 2.6.31.5-127.fc12.i686.PAE on an i686 (tty1)

localhost login:

To log in as root from the console, type root at the login prompt, press [Enter], then type the root’s
password that you chose during installation at the password prompt and press [Enter].

After logging in, you can type the command startx to start the graphical desktop.

Prepared by Lecture: VONG TONG o
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2. Logging Out

2.1. Graphical Logout

To log out your graphical desktop session, select System => Log Out.
Cy

Log out of this system now?

a You are currently logged in as "root”.
You will be automatically logged out in 60 seconds.

Switch User Cancel Log Out

2.2. Virtual Console Logout

If you are not using the X Window System, and you logged in at the console, type exit or [Ctrl]-[D] to
log out of the console session.

3. Shutting Down or Restarting your Computer

3.1. Graphical Shutdown

To shutdown the system, select System => Shut down

3.2. Virtual Console Shutdown

To shutdown your computer at a shell prompt, type the following command:

[root@serverl ~]# halt
Or [root@serverl ~]# init 0

Or [root@serverl ~]# shutdown —h now (fi FAIEUR) GAN Command JG)

Or  [root@serverl ~J# shutdown —h +15 (§¢its:infy 9EFUSTAN Command)

Prepared by Lecture: VONG TONG b9
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3.3. Virtual Console Restarting

To restart your system at shell prompt, you should type the following commands:

[root@server] ~]# reboot (Restart)
Or [root@serverl ~]# init 6 (Restart)

Or [root@serverl ~]# shutdown —r now (Restart 15U S) RN Command)

Or [root@server] ~]# shutdown —r +15 (Restart 9 &1 ¢ IHMWus) AN Command jG)

| GRUB Boot Loaders .

When a computer running Linux is turned on, the operating system is loaded into memory by a special
program called a boot loader. A boot loader usually exists on the system's primary hard drive (or other
media device) and has the sole responsibility of loading the Linux kernel with its required files or (in
some cases) other operating systems into memory.

GNU GRand Unified Boot loader or GRUB is a program which enables the user to select which
installed operating system or kernel to load at system boot time. It also allows the user to pass
arguments to the kernel.

» To change Bootloader, you go to GUI and click System -> Administration -> Bootloader.

(= Boot Configuration x

Please select the default boot entry for tl

Fedora (2.6.27.5-117.fc10.i686)

Other

ra

Timeout (in seconds): 50

<J0K
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= GRUB configuration file: /etc/grub.conf (EN file £ Tt {5 U (iU G AUEA Boot Loaders)

. The sample /etc/grub.conf file:
13410 File 11N U5 Command 5§61 I{MHS

# vi /etc/grub.conf {GG G Enter

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.

# root (hd0,4)

# Kernel /vmlinux-version ro root=/dev/mapper/vg_serverl-lv_root
# linitrd /initrd-[generic-]version.img

# boot=/dev/sda
default=0

timeout=30
splashimage=(hd0,4)grub/splash.xpm.gz

hiddernmenu

title Fedora (2.6.31.5-127.1¢c12.i686.PAE)
root (hd0,4)

kernel /vmlinuz-2.6.31.5-127.fc12.1686.PAE ro root=/dev/mapper/vg_serverl-lv_root

LANG=en US.UTF-8 SYSFONT=latacyrheb-sun16 KEYBOARDTYPE=pc KEYTABLE=us
rhgb quiet

initrd /initramfs-2.6.31.5-127.fc12.1686.PAE.img

title Other

rootnoverify (hd0,0)

chainloader +1
] To install GRUB , boot Linux to Rescue mode and then install GRUB by type:

grub-install /dev/sda
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| 5858558 (Run Level) I

ishinesid A UIGEAn$1 1 wdnAims PosT 9 BIOS 1URIHAjFITIUIGLIaRI

Sinfimifiniss §hisg gnmoifuwnytdgiontIfuung 9 cruB gradinnmuiss 1

gAMSIEWANSs jonfamtifengiGiunuinndmges init 1 MINIUAT init AIR{E]U
AEnn tmugatgain Salgnes 1 puainmsgnsign§mn sete/red/re

Runlevels are a state, or mode, defined by the services listed in the SysV /etc/rc.d/rc<x>.d/ directory,
where <x> is the number of the runlevel.

The characteristics of a given runlevel determines which services are halted and started by init. For
instance, runlevel 1 (single user mode) halts any network services, while runlevel 3 starts these
services. By assigning specific services to be halted or started on a given runlevel, init can quickly
change the mode of the machine without the user manually stopping and starting services.

A{BHIN (Run Level) 818 () & 2

0 — Halt ({Jeu{inGednj§i)

1 — Single-user text mode ({J iU ¢8I IS Gruthiy] ugAGIREA)
2 — Multi user mode without network file system. (HAHJI{FS ARG N SBSMTBHUILIESS

A GY)UITG I NTF)
3 — Full multi-user text mode (RIS SHMGEUANUASUAMM )

4 — Not used (user-definable) (58 [Lfi )
5 — Full multi-user graphical mode (with an X-based login screen) (H7 [i_fi [[fj SHIGG U

vamm 8§l xdm)

6 — Reboot (FU{HIUTUIRB{UASIFINTM )
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134107 File IS s ANTN{RIHSIR GG ONI{MYS
#vi etc/inittab US) UGG Enter

The default runlevel for the system is listed in /ete/inittab. To find out the default runlevel for a
system, look for the line similar to the one below near the top of /etc/inittab:

id:3:initdefault:

id:3 HTSS)tijt’ﬂLUflgiUﬁ'j[tﬁhﬁf;\iﬁ[S‘l level 3 ‘El-“' Full multi-user text mode 1

| Working with Fedora Core 12 .

1. Graphical Interface

When you installed Fedora Core 12 you had the opportunity to install a graphical environment. Once
you start the X Window System, you will find a graphical interface known as a desktop

"".'? AddRemove Software
3} Authentication

& Boatioader

-

"5 Date & Time

By Firewall
= Language
== Logical Volume Management

&P Network

iy Network Device Control

Preferences >

+ 4 Printing
| [g@ 5amba
Help [c] seLinux Management
About this Computer Server Settings >
Log Out roct.. 5} Services
Shut Down... @ Software Update -:l .
ﬂ Applications Places [ @ o ;/‘ Users and Groups Mon Apr 18, 9:44 AM root

2. Opening a Shell Prompt

The desktop offers access to a shell prompt, an application that allows you to type commands instead
of using a graphical interface for all computing activities.
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You can open a shell prompt by click Applications -> System Tools -> Terminal.

[root@serverl ~]# |}

Eile Edit View Terminal Help

To exit a shell prompt, click the X button on the upper right corner of the shell prompt window, type
exit at the prompt, or press [Ctrl]-[D] at the prompt.

3. Configuring the Date and Time

The Time and Date Properties Tool allows the user to change the system date and time, to configure
the time zone used by the system, and to setup the Network Time Protocol (NTP) daemon to
synchronize the system clock with a time server.

You must be running the X Window System and have root privileges. To start the application from the
desktop click System -> Administrations -> Date & Time

Date
¢ April  »

i 4 5

Manually set the date and time of your system:

Sun Mon Tue Wed Thu Fri Sat Minute : (39 [

10 11 12 13 14 15 16
17 E 19 20 21 22 23
24 25 26 27 28 29 30

Date/Time Properties MmiERER

Date and Time | Time Zone

Current date and time: Mon 18 Apr 2011 89:39:42 AM ICT
[ Synchronize date and time over the network

Time

< 2011 » Hour : El;i

|

1 2

7 g g Second : El

Or you can type the command system-config-date at a Terminal prompt.
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4. Mounting and Un-mounting a Flash

A flash drive must first be mounted before it can be used. To mount a flash, insert it into the PC, the
system will mount flash automatically.

When you are done using the flash, you should un mount it before ejecting it from the drive. To do
this, close any applications that may be using files on the flash or exploring the flash, and right-click
on the flash drive and select Unmount or you can right-click on the flash drive and select Safely
Remove Drive.

S. CD-ROMs

The CD-ROM format is a popular medium to deliver typically large software applications as well as
multimedia games and presentations. Most of the software that can be purchased from retail outlets
come in the form of CD-ROMs. This section shows you how to use CD-ROMs on your Fedora Core
12 system.

5.1. Using CD-ROMSs From a Shell Prompt

You can also manually mount and un mount your CD-ROMs from a shell prompt. Insert a CD into
your CD-ROM drive, open a shell prompt, and type the following command:

mount /mnt/cdrom

The CD-ROM should now be mounted and available for use with your file manager. You can access
your CD-ROM by clicking the home icon on the desktop and typing /mnt/cdrom in the location bar.

After working with your CD, you must unmount it before you can eject it from your CD-ROM drive.
Close any applications or file managers that are using the CD-ROM and type the following command
at a shell prompt:

umount /mnt/cdrom

You can now safely press the eject button on your CD-ROM drive to retrieve your CD.

6. Firefox Web Browser

Firefox Web Browser is a powerful, integrated, and standards-compliant Web browser, email client,
news reader, and more. The Web browsing component displays Web content such as webpages and
images.

To start Firefox Web Browser click the Applications, point to Internet and select Firefox Web
Browser.

7. Evolution

Evolution is more than just an email client. It provides all of the standard email client features,
including powerful mailbox management, user-defined filters, and quick searches. It additionally
features a flexible calendar/scheduler which allows users to create and confirm group meetings and
special events online. Evolution is a full-featured personal and workgroup information management
tool for Linux and UNIX-based systems, and is the default email client for Red Hat Linux.
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To launch Evolution from the desktop panel, click Applications, point to Office and select Evolution
Mail and Calendar.

8. Text Editor

The gedit application enables you to create and edit text files.

The aim of gedit is to be a simple and easy to use text editor. More powerful features can be enable
with different plugins, allowing a variety of task related to text-editing.

You can start gedit in the following ways:

Click Application, point to Accessories and select gedit Text Editor or at the Terminal you type gedit

command.
| Terminals and Shells I

1. Terminals
= A "terminal" is a way of typing commands to the computer.

* You can either open a terminal inside of your graphical environment, or you can switch your whole
screen to a terminal.

To open a terminal in a graphical environment:
Click on Applications, point to System Tools and click on Terminal

To switch your entire screen to a terminal, press Ctrl-Alt-F1. You can then switch between six
different terminals, by using Ctrl-Alt-F1 through Ctrl-Alt-F6. Pressing Ctrl-Alt-F7 will bring you
back to your graphical environment.

2. Understanding Shell

Shell executes command entered by user. Shell prompt, is place where you enter command.

The sample shell prompt in the Bash shell:

Super user (#)
Computer Name or ordinary user ($)

v

[root@server1 etc/sysconfigl]#

User name Current Working Directory
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. To list all shells, you type chsh —1

/bin/sh

/bin/bash

/sbin/nologin
] To see which shell you are using, type chsh, then press Enter and Enter
. To change our own current shell to /bin/sh, complete the following steps:

1. Log on as mike

N

[root@serverl ~]# chsh

et

[root@server]l ~]# /bin/sh

B

[root@serverl ~]# logout

5. Log on as mike
» What you see?

] To change shell for mike to /sbin/nologin, complete the following steps:
1.  Log on as root
2. [root@serverl ~]# chsh mike
3.  [root@serverl ~]# /sbin/nologin
4. Press Ctrl+Alt+F2
5. Type mike
6.  Type mike’s password

» What you see?
» You should change shell for mike back to /bin/bash!

7. Press Ctrl+Alt+F1

8.  [root@serverl ~]# chsh mike
9. [root@serverl ~]# /bin/bash
10. Press Ctrl+Alt+F2

Fisliinm 2

Dl

nigiwmanivenys) SatveyundujHsiamuumunid Mumaniiiaejing:

wa

B i

%Z'/:)

meuili 1 fuuthgaualipiFimigsamamanssag) Samanuiais 7 uugomiel
shnﬁ?ﬁ DOS iUasis ﬁ[Si”lmmsﬁ@mﬂjuﬁlﬁjﬂjnhﬂjSUIGJUj 1 fvmeSunwmss f

Sanswaagadnndinnumiss ShgadiIfmimpowaAsImMuIW:MiGs 1RyjHsy
Mg 9
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NARTIRTFIGR RS ST R RITESY g

arsidnnfisuggivesiuuuns i gjat (log shell) MGIFHINUHAITGEU

Lﬁﬁg"“l’ti[:‘“ltij UMuIG)UHRUS 8% M G{ATaIru (non log shell) thirsrutdrumGIisiiaim
thruninii

"_'J?

RSB RIS

mgiglfauumoidmaimimsfiny)ud Y)UHRUS (TextMode) Sity]U{mMu]A (GraphicMode) 1

Iiﬁ'ﬁﬁﬁﬁ(a’-

LN

ISHARARNIYUMUA HANGHOUIRE I UMY UHAU S

o

GG{MUGE UM (Alt) + §)&J(Ctrl) + F1 7

.sal.asa

HRTATU M ASIALY: ald Samapuynidginoiiuion :ﬁ:LﬁijjULﬁﬁLﬁméaﬁh;m

N

fUUIS: [student@linux ~] $
« student thinun:yANGIEUANNGU
* linux TRINSHIATS
«  ~MBAGHAND /home/student

« $GUMHANDEYM ITNUINMAND # EUHERITS e root 7

RSSO A

Bﬂ.

ug)UAAYIETermnalM 815/ gamMshwmAjurmejirvuuatiymsiviw 91 mAjurmiyw
giugspiningane nugsgapimimnisp ytid ﬂﬁmﬁﬁﬁﬁ?ﬁﬁhﬁjmmStﬁﬁ HA
monwmagumetuuuaiipmsdis 1 mAjumSywatnugipaniaghnn  mugga
RiIMIANIsE utida Wanshwmajum iR mussinmigigh > o <-
U{MUGG GBI (Backspace), Del §71{MUGE Spacethiiiy
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anUmLﬂfmSLUnUn nuy ULMIUGUUmﬂj (Enter) [U“‘Iiﬁtﬁ[ﬂiﬂ anUmmSLnHLnf |

IGHAGAR S UIF MU ATM M SIAGG(Clri+Al+F7) T Idgjnwmajuemhiy]uimu]a 4a

(=1

PO UIEALTRAD AU

eSS RAR

GH{MUGG(AIF2)

JGNWMAJUT gnome-terminal GG Enter N81IGAUNGANS W

root thERIN sHAIGTHAUANNG

- serveri IIfsHIAdS

« ~BAGHAT /home/root

. sgruthgadnym iGhuinmeasny # P AUTNH AT T § 8 75 root

& root@serverl:~ (=) @](x]]

File Edit View Terminal Help
[root@serverl ~]# []

RIBTMATSHITRISWRH{ER (Option)

gfdmauem s thuwndmhg  gapiviguomian () slivepongdy
FNH T

NWNARJUM Is -1 1STRN Terminal
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BEE

File Edit View Terminal Help

[root@serverl ~]# sl -1 |-
bash: s1: command not found

[root@serverl ~]# 1s -1

total 128

“MW======= . 1 root root 2368 2008-05-02 11:50 anaconda-ks.cfg

drwsr-xr-x. root root 4096 2011-87-26 21:57 Desktop

drwxr-xr-x. root root 4096 2008-05-82 19:17 Documents

drwsr-xr-x. root root 4096 2008-85-82 19:17 Downloads

-MW-r--r--. root root 69977 2008-85-82 11:50 install.log

-MW-r--r--. roct root 14810 2008-85-02 11:50 install.log.syslog 3

root root 4696 2008-85-82 19:17 Music
root root 46095 2008-85-82 19:17 FPictures
2008-05-02 : Public

drwxr-xr-x.

drwxr-xr-x. root root 4696 2008-85-082 19:17 Videos

[root@server

[l R N S N R i LN L Y

drwxr (UIAG 3 §Gruidinfimi 2 Ggsfnniginmani root B)AIRAANT UBH users (ABldumS
B

ARNAIFINAANT YGH 2008-5-02 19:17 MAUUTIGE SN AN MY ASUIGRI{MIW public TAIN S

—a

DR UBE

IR S

igashsiiasmajum Sigssdnndu unylunmpnn gamcHitgwys

W

QNI{MY 3
N [L"E'iﬁj --help . cat --help

MAjUM man 81 info AN rsNUISUGSW$ i 8. man cat U info cat ITGATIAIGMAMA]
UL NWHHAJ q 1STIGMIGE

MAjUM man 81 info S8MIS{RUMAJUMANHESIR G T INUZIMAJUMEINNINSHGA

[=3

g 8ia man Shinnugsig)amsia info 1

UM root

- gAmsGuluuthyABASAZSH (root)

«  DUWMAJUM su -
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- US)UHANWMAJEIE RIS §i

= tong@serverl:~ BEE
File Edit View Terminal Help

[tong@serverl ~]% su - (~]
Password:

[root@serverl ~]# id

uid=0(root) gid=0(root) groups=08(rooct),1l(bin),2(daemon),3(sys),4(adm),6(disk),10
(wheel) context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
[root@serverl ~]# whoami

root

[root@serverl ~]# exit

logout

[tong@serverl ~]$ ||

{mbEEm BB RTIR

AnImuIsSt{mugimasi s daniunuivag ¢

{FIgERImS SEBIE
Ctrl + L n IS gh it g
Ctrl + C insuimuumitudnapivg
Shift+page up yngmi
Shift+page down gig:my
Ctrl + D Ggudwivasiaun
[MUGIMY 16748 160 Iﬁiﬁﬂjimqﬁwiﬁiﬁﬁjmﬁﬁﬁmﬁjﬁﬂu

yoimiGmmaiwn 3

O UEGIBUISTISMIGE aguISugnuInIme 3

- munishiivisighsagsivognmsiagam it tI§uiwHAj D §GmMEA Documents
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811 Desktop 4

- 107 Terminal JGNWMAJUAT cd D

WIWEGMUGEISUIGAT  NMSHIARIIIGIWw G mugsIguinsa §0i nfhuinm

gafduifurnwHii D1 fyanwHAHG RIS e JEESENUGEE  I5uEhIg)a nfhdnminin:
Desktop “1

File Edit View Terminal Help

[tong@serverl ~]% cd D
Desktop/ Documents,/ Downloads/
[tong@serverl ~]$ cd Desktupfl

YoMi{iR (history)

=3

numAjumidugamshwinintvy gamsimaBsgamuumumiynig]s 1 my

A
Ct
@
e
an)
=3
-
(o
-0
o}
3

AJUMMOS 1000 FNFA NI .bash_history 818 FMINFNS AN UTUAIHA D

[

gAaghudn iR iag i wdmoGEsnm

AL
=]
L
]
(=

=f

3
3

o
(=

=
v:-ab
=4

al

GG{MUGG{NM I§]0 100 UiNmSimaj

c
2,

HUHATSUMUAES
MUGGAMGIMBUNMMAuMuUs)v

ol

ug)UAAMAUMIGUGAMS INWIRU{EUMBABIMI JTEEMUGEUMN (Enter) IHHj{ufvy

ukia}{)

MAjum
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MA{EIMRI2S IANGRE

o
JGRINYS ARSI $

al

S
BNMINgjRIESIRUANGHE ARGS

sys

Linux System Administration

AMATNW I (/) T aRImyIs:

«  /boot GAAYIROIGIGE{UAS Sh 8NN UnUIFEUAS
© /dev ﬁnanﬁmaﬁnmﬂ‘f IS AN A N] i
/et GANAANIAANFIG UG SUAS NG

Prepared by Lecture: VONG TONG

m e



Polytechnic Institute of Battambang Province Linux System Administration

ol

«  /home GAHANDANUAS

-4

- /lib FASITAM AT (ibrary) IHAUGI MG RING{UNS

« /media GANGIEISBUAINAGEM (A38]6 2URINAGATAGH)

-0

e /mnt énqmaﬁsammmﬁwmmzmmg a. /mnt/server

*  Jopt mﬁﬁgliﬁgmn'jﬁmﬁm:fﬁmmﬁ;ﬁm@jammﬁmﬁnfm
* /oot BRGHUIHATAT{RNMS A (root)

*  /sbin gﬁﬁg‘?ﬁmﬁjgﬁm
< Jsrv gﬁaﬁmmﬁﬁjsm[ﬁ

* fmp BADAANIGIAM HATE

 JusrjAnyih ShafAaitgw ighmomsinmss

i (Path) /

@=L

home

user1 Document

user2

Ut ganuinsliisagatirumitmwam /§Asd g 19165 /home/usert/Documents 1
MAJUIM cd IREJIFI M8 BRI

*  HAEINW >cd /home/user1/Documents 142 /home/student/Documents KN HIEOENEATEN T
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«  HgIAUSATHARNNABIINGGH Documents HAGATIAIGM AGH Documents IFGHAHAI
userz?mgﬁm ney

* >cd././user2 (NGINAAS) U cd /home/user2 (FNFTEN A M)

TATOSTHERSEISTAG{AHNRRNS 3

Ao 3 cd [option] [folder]

« cd HONNURNYISAUGU]S IFTMSGAINNIG]A TFolder i (path) (i rUHAGHG

9. BUSAMHAIAISTIATGH /home/student HAGHGIIFIMSGH /Documents/myfolder NUSMA{U M

cd Documents/myfolder

| Swusw

1 a

cd..  RaGsnighilywnda

cd/  |[HaIGigimesanga

cd~ | RaGigisnggmPugyls

cd RGigIsHGg ymPuGuls

MRS B RS{ESEIR AR 3

MR{HI] Is [option]

ls UIUNWIAMANGH IGHRITMAJUM Is EhwmsTdisE N ShnwumMunAmISSAUGY[S
tirufinnadarsitgpi g 9 yuidnugnmindigmey
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iifrs SIS
S WU Mg aman el
a iunAInAIsighsagynnd
‘m ISrumn dmaaanitiuanwa g ()
STIR{IT] 8

mkdir [option] [folder]

mkdir N TUIRRGHG folder NBH YFHUATSH

i S N

mkdir dir_name UriAGAMSIAGY  ~/Documents mikdr test

mkdir -p dir_name1/dir name2 | U Iﬁﬁ U SHOAM  »/Documents mkdir -p docs/myreportweekly

IRJGHT] < mv [option] source target

Dia

mv I{J it as§sa unaanif §mdsigimsmuiramywmannd 9 majumis:
moiidgjm oy shnan ysamsib 7 source thinu safeni ysmdsidugachmaud y
yirnun: 1 target th§mnginrupinyeorel
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S MR{UI)

gsws  ynnunananii fiel ¢ file2

b AP gRuANY SN FIF mSim

HemnNdmsuiguinmimas§aneni

f Ui g

TG ¢ cp [option] source target

cp AITNUGYHNRANIAEMNGwIFIMSFNYwig)s 9 source M
[UANNBANRRUTRIGEND 9 target T EMBTRUHITEHNRANS

161 1

S MR{EI]
Ryr GYRN SN DAANT SRGEHTD
r HemB AR SUiguEAMiGyhaA eI
+ UR TRt SIS DA NITH U SN
N I IR sRRANIES S GEN
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HIRJusT]) < rm [option] file

rm TN IURRNT USRIGMA{IAS 9 file tRUN: DRaNT

i SR{HI)
RUTr NUBAM ANGHA ShsamFnH/
r gy s NHSMAGIHAN URA AN
P U g uRRanI M NEIms mimiAin

MRjusT] < chown [option] username [:group] folder/file

chown T{J {0 UR U3 §HARPNRENT 9 8. chown student textfile.txt Hi{ &) -R
TMUR Y KnanT SasHiSInus i ANHA HARIGUMERDMSEAT (root) 4

MRJHI 8
cat [option] file

MHJUN cat 1D N UIB UM AMN A NITOIH{HH 9

PR SR
N v gisighana
b virugnninudsivstgigrs
S UM MGigIe (blank line) HIZAIIUMIAEY
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MInJuIT] s grep [option] searchstring file

MAIREIBSNART (File Systems)

MAJuIm grep iLUNL@ﬁiNﬁIﬁI%jHﬁJI string) imﬁﬁ{]ﬁﬁﬂi 9

R MAJHI]

mount [option] [device] mountpiont

olo

TR

MAJUMISF MU (mount) 1818] §uth faih waSiy Shguniniigig)a

i St
" sisipAganimsiaims
+filesystem IS TN UM ARN L [n?LﬁﬂSﬂnﬁﬂi

umount [option] mountpiont

MAJEI §

mujumissifupntuuisisismiphwisumsivis

g. # unmount /cdrom U # unmount /dev/hdc
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MAFHI) $

less file

majumissifaotmmimanan 9 6oimtGs §AnM yipmy idgfiSunnanigy
g 4 Go{MUGE Home 181§ ANIAE 66 End i UiBigh Al GH{MEGE g
iByjIsmi less

4. less readme.txt U man Is | less

MAFHI) $

touch [option] file

touch AITMUTIRHNHANT YR AURATPINUTANDRNT 9

u{iR

A

touch filename

uiannanig

touch -m filename

y ey aniatipRAang

touch -t filename

D

LSt

AANEINRSI N

MR 8

du [option] [path]

mijumissifuptuinmén wiunnani ShsaisIiusavgulg

S mAjom
3 U M UINARIE UZS
h vipmswiaathiv iwmiv Sadimiv
s Ui MG SRR
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MA{HI] 8 :
free [option]

nfipntuipmafnsiiod (RAM) SamiFéuiagu 4

3 STR{HI)
b U gHUiNmARMIY
« UEHUUIMmAanthag[iu
m UGN UINmARMIYMIY
HIRjUHT] & date [option]

P UUNMINUEAN{IASUGY]

D <
1

S 1 9. date

=3

MR{UIM R ERRIRIMI (processes) $

MAFHI) $ top

o madnimingiiiudnitugyjs Go[MUGs g iigjumiudidhims hipi

MeiPihwmssida 9

NWMRJu top

AU 8
ps

hEnuinmnyll yddhimidunsndifuhywiidaogsnme s

Prepared by Lecture: VONG TONG

Gm



Polytechnic Institute of Battambang Province Linux System Administration

PR SR
_aux U MRS 80 AU AT
3 vinmiadindimisayiGgmoanag
| U MM { g {1 Wparent ID
MRF{EI 8

kill [option] PID

i oumtaiHnIMIAMyWMyI g ATGIRNImI f(PID)
5. ganuithimingls firefox MuInhotiieaiy igagnpinamoduthim
nyinis: 9

NUWMRJUI ps -aux | grep firefox MBIGHAITINME PID 16AT firefox i 4261

MRJHIIREH TSR §

iimajumituuninRIBNSMATTMYWESSIg)s UNMEsRIMNINNIMEY 3

MU Swudw
clear Ry iH{HN
reboot i o tifusi Asigivim
hostname U I B8 BRYIA:EIAS
echo Ui MHRUSHUIH]Y
alias ARNHT gl M
unalias it igamuw
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shutdown

ippudsniasinwaiima Shmifanduiasdsmuinuinn 9

Y SRSBRINITS
f aiiswigivia iwivhmnigaflgpaannnuatifupignugm
-F vigjpnidapuighnannnuatiispisinuimu
-h UMy uB e )i
-k hEsimnntfsuidisis gighijanipms
r oiudndnduigugoitedad

5. # shutdown -r now 3 MUIRETsANj§IMY
#shutdown -r +5 System Maintenance required

#shutdown -h 23:59

SB56TNBIRRS 2
==

igigudwissomuiSuaiiiubam >, <, >>
ﬁjm;;< 3 gs@mms%mmﬁgﬁms

fIT > 3 tn}:%jmgrifwgﬁm: geunieoith 8l
FITY >> %ugﬁﬁjmgﬁmﬁg&m: ihwuiguiginiigh
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minfimasmuita mesénngshmywiamisnubgwivamigs 9 hgigimisufgsw
Ay SE
stdin (standard input) 3 MSMITMUMBMIGEMBTNHWMNISUIUEAS] (0)
stdout (standard output) Urgsﬁuugrimﬁmmmiﬁiﬁ;ﬁéimmmmmismtma 9
Stderr (standard error) 2 ﬁtflll;ﬁj[,ijim suipMuUHpdmahwNisuiue v

process /
1 . stdout

A S\ ——=0
stdin ~~— X |
B

stderr

sseainsempsifes 2
RIS (stdout) 3

N MAUgRUTSMITURURMKUMAMyW
A EIB g NI & GITINMUGRUTSMKTU Is 1SIHHDRANIYUIIN S filelist.txt 9

~> |s -| > filelist.txt

~> |s -la >> filelist.txt

muiw: g UIANRITUTIMAT UgSUIBAIMKUN Is - &G A SuMu
inwifa > iginahnani fielist.it 1ifam >> hfhviguisiniigh 4
RIAIRGIRS (stderr) §

aghinidv) o Bhaghiiugsupin suipmibEpighinuingw nsSwHgnod
NGRS MINWMATUMARNK NG IEEIN WU [ wum
iBUgNUINNQNIMY ¢
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+ N echo "This is a file for testing">testfile.txt
+ Usgiljiﬂ“ﬁﬁtﬁ cat testfile.txt nofile.txt {JUBJ{MHHTIA SN NI < nofile.txt
s SHUINM
- This is a file for testing fAINNIIGH U (stdout) 1 UM SBRAM]
Ufm echo 1
- cat:nofile.txt: No such file or directory ﬁ’lfgf’l Mifiveg (stderr)

BUITHSIRRTMUIS R 8

ﬁamsmsgsﬁﬁj ]
’iﬁ stdout 1§1NffNI ~> s -l > file.txt, :~> Is -1 1 > file.txt (~> =/home/user)
1§ stderr 1g10f AT s 1512 > file.txt 108 Y Himi gjfiva
15614 stdout §41 stderr 1§10f AN iv> I8 -1 > file.txt 2>&1
§G (U stdout 1INfANI > Is | > file.txt
Uer\"ti stout iﬂqﬁ{]ﬁﬁﬂi > s -al >> file.txt U :~> Is -al 1 >> file.txt
’Uf(S\’ti stderr 1§1G3101 NI ~> 18 12 >> file.txt
Uigy stderr B4 stdout IF1GHARANT  |:n> Is | >> file.txt 2581

Mg SMBAMNRANIMARNSTMA (input) TGS (output) {3
A& (error) MESWIBTUSHAMUNTRA 0 161 1
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sseainseynsiaess 7

'}

MW () o iwnugiuismyjumyui§midon sumuis majumigyh
1g]8 U
st Sif spamiaginigmEnnsigannan ynifimywmaiisig)s 9
ﬁ;ﬁtﬁmamminﬁmmLﬁW : |
:~/Desktop> Is - >> filelist.txt
~/Desktop> Is - | less 1{{f ATMIG (1) MYWMAU) less IHYJITUIUGRAT Is -1 ghyto
G
~Desktop> Is -1 | grep file > newfile.txt Muitw:gNNIAAIS:BMAT NEhiaghinma file
IHUMSEARUGEAINAIUM) Is -| USYUBRNHIN S TTRINFIMS DRI

newfile.txt 1

File and Directory

1. Useful Configuration Files

. /boot/vmlinuz - the typical location and name of the Linux kernel
. /dev/fd1 - second floppy disk drive
. /dev/hda - first IDE hard drive

. /etc/aliases - file containing aliases used by sendmail and other MTAs (mail transport
agents). After updating this file, it is necessary to run the newaliases utility for the changes to
be passed to sendmail.

. /etc/bashre - system-wide default functions and aliases for the bash shell
. /etc/conf.modules - aliases and options for configurable modules

. /etc/crontab - shell script to run different commands periodically (hourly, daily, weekly,
monthly, etc.)

. /etc/exports - specifies hosts to which file systems can be exported using NFS. Man
exports contains information on how to set up this file for remote users.

. /etc/fstab - contains information on partitions and filesystems used by system to mount
different partitions and devices on the directory tree

. /etc/HOSTNAME - stores the name of the host computer
. /etc/hosts - contains a list of host names and absolute IP addresses.

. /etc/hosts.allow - hosts allowed (by the tcpd daemon) to access Internet services
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. /etc/hosts.deny - hosts forbidden (by the tcpd daemon) to access Internet services
. /etc/group - similar to /etc/passwd but for groups

. /etc/inetd.conf - configures the inetd daemon to tell it what TCP/IP services to provide
(which daemons to load at boot time). A good start to securing a Linux box is to turn off these
services unless they are necessary.

. /etc/inittab - runs different programs and processes on startup.
. /etc/issue - pre-login message.
. /etc/mtab - shows currently mounted devices and partitions and their status

. /etc/passwd - contains passwords and other information concerning users who are
registered to use the system.

. /etc/printcap - shows the setup of printers
. /etc/profile - sets system-wide defaults for bash shell.
. /etc/resolv.conf - contains a list of domain name servers used by the local machine

. /etc/securetty - contains a list of terminals on which root can login. For security reasons,
this should not include dialup terminals.

. /etc/X11/XF86Config - X configuration file. The location in Slackware is
/etc/XF86Config.

. /proc/cpuinfo - cpu information

. /proc/filesystems - prints filesystems currently in use

. /proc/interrupts - prints interrupts currently in use

. /proc/version - prints Linux version and other info

. /var/log/messages - used by syslog daemon to store kernel boot-time messages
. /var/log/lastlog - used by system to store information about last boot

. /var/log/wtmp - contains binary data indicating login times and duration for each user on
system

2. File Types
. There are 4 types of file:

Ordinary file (-)
Directory (d)
Links file or shortcut (1)

Device file (b or ¢)

. To see file type, you type dir -1
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File Type

Owner name

v

Permission

“FWX-W X=X 1

'r T

Number of
Link

mike marketing

Owner Group

Linux System Administration

i Date and Time last
Size modified

| v

|
106 Feb 20

|
09:36 hello.txt

?

Name

File information displayed using -l option for the dir command

To see file type, you should use file command.

Syntax:

file <filename>

Example 1: To see file type of the /etc/grub.conf, you type:

[root@serverl ~]# file /etc/grub.conf

Example 2: To see file type of the /etc, you type:

[root@serverl ~]# file /etc

File Permission

Fast Facts:

. Users are divided into:
Owner (u)

Primary group or owner group (g)
Other group (0)

All users (a)

. Permission to access file or directory can be:

Read(r)
Write(w)
Execute(x)

No permission (-)

. To see permission, you type dir -1 or Is -1
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For example, you type dir -1 /data

File Type Date and Time last
l Permission O""‘I'er Siie modified Nal”e
“rwxr-wr-x 1 mike marketing 106 Feb 20 09:36 hello.txt
dr=xr-xr-x 12 lisa finance 203 Aug 18 10:12 software
-rwxr-xrwx 106 lisa marketing 308 Aug 18 10:47 file1
Number of Primary group
Link

File information displayed using -l option for the dir command

o First character to define file type

o 9 characters next to define permission as the following:

. First three characters = Owner’s permission
. Second three characters = Primary group’s mission
. Other three characters = Other group’s permission

1. Using chown command
chown : Change owner

Syntax

chown <new-owner> <filel1> <dir1> <file2> <dir2> ...

Example:
1. [root@serverl ~]# chown user1 /test
2. [root@serverl ~]# chown user2 /tmp/filel /tmp/file2 /tmp/dirl

3. [root@serverl ~]# chown —R /test

2. Using chgrp command

chgrp : Change primary group
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Syntax

chgrp <new-group> <file1> <dir1> <file2> <dir2> ...

Example:
1. [root@serverl ~]# chgrp groupl /test
2. [root@serverl ~J# chgrp group2 /tmp/filel /tmp/file2 /tmp/dirl

3. [root@serverl ~]# chgrp groupl —R /test

3. Using chmod command
chmod: Change file permission

3.1. Using Symbol text method

EA
Options Execution
u (user)
g (group)
o (other)
a (all users)
+ Add permission
- Remove permission

= Assign entire set of permission

Syntax
chmod [u,g,0,a][+,-,=][r,w,x] <file1> <dir1> <file2> <dir2> ...

Example:

1. [root@server]l ~J# chmod u+x,g-r+x,0-r+w-x /tmp/filel /tmp/fil2 /tmp/dirl
2. [root@serverl ~]# chmod g+w /tmp/file3

3. [root@serverl ~]# chmod a+x /scripts/myf.sh

3.2. Using Absolute method

Octal Binary

I'wX
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0 000
1 001
2 010
3 011
4 100
5 101
6 110
7 111

1= Turn permission on

0= Turn permission off

Syntax:

chmod <digit1><digit2><digit3> <filel> <dirl> <file2> <dir2> ....

For example:
1. [root@serverl ~]# chmod 645 /tmp/filel /tmp/file2 /tmp/dirl

2. [root@serverl ~]# chmod 711 /scripts/myf.sh

Note: Finally, you just to remember theses number:

4 = Read
2 = Write
1 = Execute

For example:
[root@server] ~]# chmod 761 /tmp/hello.txt
Analysis

7 =4+2+1 = rwx
6 = 4+2+0 = rw-

1 =0+0+1 = -x
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Linux System Administration

| Using Basic Commands I

o0 To view all commands, you press Tab key twice times

0 To see command leading by us, you type us and press Tab key twice times

o Tab key, use as the completion key.

Example: You want to use useradd command, you just type usera and then press Tab key it should be

useradd

The following are basic commands you should use:
man — Read help of command

For example:

[root@server]l ~]# man useradd

» Press Space bar to see next screen, and press q to quit.

su - : Switch user account

Syntax:

Su - <username>

Example 1: To switch user to root, you just type

[root@serverl ~]# su — root

Or [root@server] ~]# su -

Example 2: To switch user to mike, you type:
[root@serverl ~]# su - mike
1. File and directory operation

find — To find file
Example 1: To find ifcfg-eth0 file, you type:

[root@server]l ~]# find / -name ifcfg-eth(

mkdir — Create directory
Syntax:
mkdir <directory-name>

For example:

1. [root@serverl ~]# mkdir /mydata
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2. [root@server]l ~]# mkdir /mydata/test

3. [root@serverl ~]# mkdir —p /dirl/dir2/dir3

cd- Change directory

For example:
1. [root@serverl ~]# cd /
2. [root@serverl /]# cd /tmp
3. [root@serverl tmp]# cd ..

4. [root@serverl /]# cd ~
rmdir — Remove empty directory
Syntax: rmdir <directory-name>
For example:

[root@serverl ~]# rmdir /test

rm — Remove directory and its content

Syntax:
rm —1 <directory>

Example:

1.  [root@serverl ~]# rm —r /test

2. [root@serverl ~J# rm —rf /testl

pwd — Print name of current working directory

For example:

[root@server] ~]# cd /etc/sysconfig

[root@serverl ~]# pwd

cp — Copy files and directories
Syntax: cp <sources> <destination>

For example:

Prepared by Lecture: VONG TONG

Linux System Administration

e Ce


vong tong
Sticky Note


Polytechnic Institute of Battambang Province Linux System Administration

[root@serverl ~]# cp /filel /test/file2 /tmp

[root@serverl ~]# c¢p —r /mydata /tmp

[root@serverl ~]# cp —r /test/* /tmp

[root@serverl ~]# cp —r /test/[a-d]* /tmp

mv — Move or rename file

Example 1: To move filel from /test to /tmp directory, you should type:

[root@serverl ~]# myv /test/filel /tmp

Example 2: To rename /tmp/filel to /tmp/file2, you should type:

[root@serverl ~]# mv /tmp/filel /tmp/file2

cat — Concatenate file and print on the standard output.
Syntax: cat [input] [> or >>] [output]

Example:

[root@serverl ~]# cat /tmp/filel

[root@serverl ~]# cat /tmp/filel | more

[root@serverl ~]# cat /etc/passwd > /tmp/passwd.original

[root@serverl ~]# cat /test/hello.txt >> /tmp/passwd.original

[root@serverl ~]# cat > /tmp/hello.txt

(You type message here and press Enter, then press Ctrl+D)
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more — Display more screen.
For example:

1. [root@serverl ~]# more /etc/passwd

2. [root@serverl ~]# dir /etc | more

Ipr — Print file

For example:

[root@serverl ~]# Ipr /etc/passwd

Ipq — Show printer queue status.

For example:

[root@serverl ~]#lpq
Iprm — Cancel print jobs.

For example:

[root@serverl ~]# Iprm 0015

In — Make link between files.
Syntax: In <original-file> <new-file>

Example 1:

[root@server] ~]# In /testl/myfile.sh /test2/myfile.bak

[root@server] ~]# In —s /testl/myfile.sh /test2/myfile.bak

touch — Create a blank file or change file time stamps.

Example 1: To create a blank /tmp/myfile.log file, you type:

[root@serverl ~]# touch /tmp/myfile.log

grep — Print lines matching a pattern

Syntax:

grep <pattern> file
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Example:

[root@serverl ~]# grep default /etc/grub.conf

2. Useful Commands

clear — Clear screen.
Example:
[root@server]l ~]# clear
alias — Create alias of command.
For example:

[root@server] ~]# alias cls=clear

unalias — Remove alias command

For example: To remove alias cls, you type:
[root@serverl ~]# unalias cls

be — Basic calculator.

For example:

[root@server]l ~]# be

cal — Open calendar.
For example:

[root@server] ~]# cal

date - Check date and time.
For example:

[root@server] ~]# date

history — Check the history of used commands.
For example:

[root@serverl ~]# history

! — Execute the last command.
For example:

[root@server] ~]# !!
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!<number> - Executer the command <number>
For example:

[root@serverl ~]# 139

» To clear the history, you just type:

[root@serverl ~]# history —C

whoami — Print effective userID.
For example:

[root@server] ~]# whoami

who — Check who on the system.
For example:

[root@serverl ~]# who

w — Check who on the system and what they are doing?

Linux System Administration

Example 1: To check the system who is on and what they are doing, you type:

[root@serverl ~]# w

hostname — Check host name.
For example:

[root@serverl ~]# hostname

write <username> - Write message to <username>

For example:

[root@serverl ~]# write mike

Press Ctrl+D to terminate the session and send

wall — Broadcast message.

For example:

[root@serverl ~]# wall “Hello everybody!”
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mesg y <> mesg n — Turn on or turn off message.

mail <username> - Send mail to <username>
Example 1: To send mail to mike, you type of these:
1. [root@server]l ~]# mail mike
2. [root@server]l ~]#mail mike@serverl
3. [root@server]l ~]# mail —s “Hello from Mike” sok@serverl
4.

[root@server] ~]# mail —s “Final exam” mike@server1l < /tmp/fexam.txt

Example 2: To read mail, you just type:

[root@server] ~]# mail

|C0mpress/Dec0mpress, zip/unzip and tar.

1. gzip: Used to compress file size

Syntax:
gzip <filel> <file2> <file3>...

Example 1:

Log on as root
[root@serverl /]# mkdir /test
[root@serverl /]# cat /etc/passwd > /test/passwd.bak

[root@serverl ~]# cd /test

[root@serverl] test]# dir
» What you see?

1
2
3
4. [root@serverl /]# cat /etc/group > /test/group.bak
5
6

7.  [root@serverl test]# gzip passwd.bak group.bak

8.  [root@serverl test]# dir
» What you see?

Example 2:
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1. [root@serverl ~]# gzip —r /mydata
2. [root@serverl /J# dir —1 /mydata

2. gunzip: Used to expand/decompress file size.

Syntax:

gunzip <filel1> <file2> <file3>...

Example: To decompress files you compressed above, you type:

[root@serverl ~]# gunzip /test/passwd.bak /test/group.bak

Or type:
[root@serverl ~]|# gunzip —r /test

3. zip: Used to package and compress (archive) files

Syntax:

zip <target-file.zip> <file1> <file2> <file3>...

Example: To zip two files above into the /tmp/myfiles.zip, you type:

[root@serverl ~]# zip /tmp/myfiles.zip /test/passwd.bak /test/group.bak
Other examples

[root@serverl ~]# zip —r /tmp/myetc.zip /etc

[root@serverl ~# zip —r /tmp/mydata.zip /etc/passwd /etc/shadow /home

4. unzip: List, extract compressed file in a zip archive
Syntax:

unzip <zip file>

Example 1: To extract /tmp/myfiles.zip above into the /test2 directory, you type:

1. [root@serverl ~]# cd /test2

2. [root@serverl test2]# unzip /tmp/myfiles.zip
Example 2: To extract /tmp/mydata.zip above to /other-dir directory, you type:

1. [root@serverl ~]# unzip /tmp/mydata.zip —d /other-dir

2.  [root@serverl ~]# dir /other-dir
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S. tar: File archiving

Syntax:
tar —cvf <device> <files> < tar —xvf <device>.tar
Options:
-c: Create archive -v: Verbose mode -f: File to archive to
-x: Extract -z: Filter the archive through zip -t: Listing

5.1. Creating a tar archive
Example:

[root@serverl ~]# tar —cvf /backup/home-20-03-2010.tar /home

[root@serverl ~]# tar —cvf /backup/account.tar /etc/passwd /etc/group

S.2. Restoring from a tar archive
Example 1: To restore /backup/ home-20-03-2010.tar file above to current working directory, you
type:
1. [root@serverl ~]# cd /tmp
2. [root@serverl tmp]# tar —xvf /backup/ home-20-03-2010.tar
Example 2: To list files in the /backup/config-05122007.tar archive above, you type:

[root@serverl ~]# tar —tvf /backup/account.tar | more

Example 3: To restore (extract) a particular file to currently working directory, you type:

[root@serverl ~]# tar —f /backup/sysconfig-05122007.tar —x etc/sysconfig/network-
scripts/ifcfg-lo
5.3. Other tar facilities

tar has other options, such as the ability to compress archives, to include files from multiple
directories, and to excludes certain files.

Example:

1.  [root@serverl ~]# cd /tmp

2. [root@serverl tmp]# tar —czvf /tmp/sysconfig-30112007.tar.gz /etc /usr/local/apps/etc

To restore back, you type:

1. [root@serverl ~]# cd /tmp

2. [root@serverl tmp]# tar —zxvf /tmp/config-30112007.tar.gz
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| Using vi Text Editor I

1. To start vi, you just type vi

2. To open existing file, you type vi <filename>
For example, to open /etc/passwd file, you should type:

vi /etc/passwd

3. To create a new file, you type vi <filename>
For example, to create /tmp/hello.txt file, you should type:

vi /tmp/hello.txt
4.  To open the file in Read Only mode, you type vi -r <filename>

For example, to open /tmp/hello.txt file as Read only, you should type:

vi —r /tmp/hello.txt
vi mode

There are two types of mode:

1.  Input mode (insert mode) used for editing

2. Command mode used for using its command

@ After starting vi, you are currently in the Command mode.
® Switch from Command mode to Input mode, you press i or a
® Switch from Input mode to Command mode, you press Esc

Moving Around the Entire Document

These commands allow you to change the portion of your document that appears on your screen and to
move around the document quickly.

Ctrl-f moveforwarda screen

Ctrl-b moveback a screen

Ctrl-u moveup half a screen

Ctrl-d movedown halfa screen

numc moveto the specified line (use Ctrl-g to display the current line number)
num  moveto the specified line

G move to the last line in the file

5 moveto the last line in the file

Searching for Text

Vi has search commands to find a particular section of your document quickly.
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/ pattern search fom?arq through the document for the next occurrence of the
pattern (or string of text)

» pattern éésearch backwe_lrd through the document for the next occurrence of the
pattern (or string of text)

n repeat search in the same direction

N repeat search in opposite direction ;

¢ char search forward from the cursor in the current line for a single character
(char)

- char search backward from the cursor in the current line for a single
character (char)

; repeat single character search in either direction (£ or )

Deleting Text

The following commands allow you to delete single characters, words, or whole lines of text with a
single command.

x delete character under cursor

[num] x delete num characters from cursor forward

X delete character before the cursor

[num] X delete num characters before the cursor

[num] dw delete num words starting with the current word from the cursor on
D delete text from the cursor to the end of the current line

[num] dd delete num lines starting with the current line

Copying (""Yanking") and Pasting Text

Vi allows you

to copy or delete blocks of text and place them elsewhere in your document. The put

commands below will insert into the document any text which has been put into the buffer by the
delete commands above or the yank (copy) commands below:
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X delete character under cursor

[num] = delete num characters from cursor forward
X delete character before the cursor

[num] x delete num characters before the cursor

[num] dw delete num words starting with the current word from the cursor on
D delete text from the cursor to the end of the current line

[num] dd delete num lines starting with the current line

Saving and exiting basic command:

Command Action

W Saveto current file

:w <filename> Saveas another file
w!<filename> Save as and overwrite another file.
:q Exit after making no change.

:q! Exit without saving

X Save and exit.

/<string> To find string

Miscellaneous Vi Commands

The following commands are helpful when using vi:

u undo thelast change
undo the changes made to the current line
redraw the screen if it has been altered by output from some

Ctrl1 other program or a transmission error (such as a talk
request)

Ctrlg prirllt the line number of the current line and how many lines
are in the document

. show matching (). {}. or [] when the current character is one
of the characters
join num lines together, starting with the current line (delete

[rum] 5 the Returns between the lines)

:r filename read a file into the document below the current line

~ change the case of the current character
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Managing User and Group Accounts

I. Managing group and user accounts in GUI

*To manage group and user accounts in the GUI, click System, point to Administration and select
Users and Groups

s User Manager =ElE]
File Edit Help
Add User Add Group Refresh Help
Search filter: Apply filter
[
Users | Groups
User Name User ID ~ | Primary Group Full Name Login Shell Home Directory
mike 500 mike fbinfbash fhome/mike
lisa 501 lisa /bin/bash /homeflisa
vandeth 502 vandeth /bin/bash fhomefvandeth
. To create Group account, in the User Manager windows, on the Tool bar, click Add Group and

then type in appropriate information into text boxes as the picture:

= Create New Group - + 'x
Group Name:

Specify group ID manually:

€ cancel <J0K
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= To create user account, in the User Manage windows, click Add User and type account
information into the appropriate information into the text boxes as the picture:

s Create New User - + X

User Name:

Full Name:
Password:
Confirm Password:

Login Shell: /bin/bash v

< Create home directory
Home Directory: /home/
& Create a private group for the user

| Specify user ID manually:

Specify group ID manually:

€ cancel <J0K

I1. Managing User account and Group account in Shell

1. Files

Files to store account information:

= /etc/group: Store group accounts

= /etc/gshadow: Store security group password
= Jetc/passwd: Store user accounts

=  /etc/shadow: Store security user password.
Important:

The structure of /etc/passwd is that:
user name:password:user ID:group ID:Description:home directory:login shell
For example:

mike:x:500:500:Mike Denner:/home/mike:/bin/bash
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2. Commands used to manage account

To manage user and group account in the shell, you should use the following commands:

=  groupadd: Add new group account
= groupdel: Delete group account

=  groupmod: Modify group account
= useradd: Add new user account

= userdel:  Delete user account

= usermod: Modify user account

= passwd: Set or change new password

. finger: Read user account property

=  chfn: Change finger info of account.

= grpconv, grpunconv, pwconv, pwunconv: convert to and from shadow passwords and groups

Using group command
Syntax:

groupadd <group-name>

Example 1: To add group account named it engine, you type as the following:
[root@server] ~]# groupadd engine

Using groupmod

Syntax:

To rename group engine to devel, you type as the following:

[root@serverl ~]# groupmod -1 engine devel

Using groupdel

Syntax:
groupdel <group-name>
Example 1: To delete empty group engine, you should type:

[root@server] ~]# groupdel engine

Using useradd
Syntax:

useradd [-c comment] [-g group-name] [-d home dir] [-e expire date] [-s shell] [-M] login
-M : Do not create home directory

-e : Expire date: in the format yyyy-mm-dd
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Example 1: To create default user account (no option) call it user1, you type:

1.  [root@server] ~]# useradd userl

2.  [root@serverl ~]# passwd userl

Example 2:  To create user account name it kakada into the software group, you type:
1.  [root@serverl ~]# useradd —g software kakada

2.  [root@serverl ~]# passwd kakada

Example 3:  To create user account named it dummy without home directory, you type:

1.  [root@serverl ~]# useradd -M dummy

2.  [root@server]l ~]# passwd dummy

Using usermod

Syntax:

usermod [-c comment] [-d home dir] [-e expire date] [-M] [-g initial group] [-s shell] [-] new
login_name] login

Example 1:  To rename user account from kakada to vanna, you type:
[root@server]l ~]# usermod —d /home/vanna —1 vanna kakada
[root@server] ~]# mv /home/kakada /home/vanna

Using userdel

Syntax:

userdel [-r] <user-name>

Example 1:  To delete user account user1 without delete its home directory, you should type:

[root@serverl ~]# userdel userl

Example 2:  To delete user account user1 and also delete its home directory, you should type:

[root@server] ~]# userdel —r userl

Using finger
Syntax:

finger <user-name>

Example 1:  To read user account information of mike, you type:
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[root@server] ~]# finger mike

Using chfn
Syntax:

chfn [-f full-name] [-o office] [-p phone-office] [-h home-phone] username

Example 1:  To change user account information of bora, you type:

[root@serverl ~]# chfn —f “Kok Bora” —o “ITech Company” —p “855-23 210 071” —h “855-23
210 087” bora

Example 2:  To change user information of user user1, you should type:

[root@server]l ~]# chfn userl

Then you should follow the instruction on the screen by entering user’s information into the
appropriate text boxes.

| Implementing Disk Quotas I

. Disk space can be restricted by implement disk quotas so that system administrator is
altered before a user consumes too much disk space or a partition becomes full.

. Disk quota can be configured for individual users as well as user groups.

. Quota can be set not just to control the number of disk blocks consumed but to control
the number of inodes. Because inodes are used to contain file-related information, this allows
control over the number of files that can be created.

1. Configuring Disk Quotas

To implement disk quotas, use the following steps:
1. Enable quotas per file system by modifying /etc/fstab
2. Remount the file system(s)
3. Create the quota files and generate the disk usage table
4.  Assign quotas
Each of these steps is discussed in detail in the following sections.
1.1. Enabling Quotas

As root, using the text editor of your choice, add the usrquota and/or grpquota options to the file systems
that require quotas:
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LABEL=/ ext3 defaults 11]

LABEL=/boot /boot ext3 defaults 12

none /dev/pts devpts gid=5.mode=620 00
LABEL='home /home ext3 defaults.usrquota.orpquotal 2
none /proc proc defaults 00

none /dev/shm tmpfs defaults 00

/dev/hda2 swap swap defaults 00

/dev/edrom /mnt/edrom  udf.is09660 noauto.owner.kudzu.ro 0 0
/dev/td0 /mnt/floppy auto mnoauto.owner.kudzu00Q

In this example, the /home file system has both user and group quotas enabled.
1.2. Remounting the File Systems

After adding the userquota and grpquota options, remount each file system whose fstab entry has been
modified. If the file system is not in use by any process, use the umount command followed by the mount
to remount the file system. If the file system is currently in use, the easiest method for remounting the
file system is to reboot the system.

1.3. Creating Quota Files

After each quota-enabled file system is remounted, the system is now capable of working with disk
quotas. However, the file system itself is not yet ready to support quotas. The next step is to run the
quotacheck command.

The quotacheck command examines quota-enabled file systems and builds a table of the current disk
usage per file system. The table is then used to update the operating system's copy of disk usage. In
addition, the file system's disk quota files are updated.

To create the quota files (aquota.user and aquota.group) on the file system, use the -c option of the
quotacheck command. For example, if user and group quotas are enabled for the /home partition, create
the files in the /home directory:

quotacheck -acug /home

The -a option means that all mounted non-NFS file systems in /etc/mtab are checked to see if quotas are
enabled. The -c option specifies that the quota files should be created for each file system with quotas
enabled, the -u specifies to check for user quotas, and the -g option specifies to check for group quotas.

If neither the -u or -g options are specified, only the user quota file is created. If only -g is specified,
only the group quota file is created.

After the files are created, run the following command to generate the table of current disk usage per
file system with quotas enabled:

quotacheck -avug

The options used are as follows:
. a — Check all quota-enabled, locally-mounted file systems
. v — Display verbose status information as the quota check proceeds
. u — Check user disk quota information

. g — Check group disk quota information

Prepared by Lecture: VONG TONG n9



Polytechnic Institute of Battambang Province Linux System Administration

After quotacheck has finished running, the quota files corresponding to the enabled quotas (user and/or
group) are populated with data for each quota-enabled file system such as /home.

1.4. Assigning Quotas per User
The last step is assigning the disk quotas with the edquota command.
To configure the quota for a user, as root in a shell prompt, execute the command:

edquota username

Perform this step for each user for which you want to implement a quota. For example, if a quota is
enabled in /etc/fstab for the /home partition (/dev/hda3) and the command edquota testuser is executed, the
following is shown in the editor configured as the default for the system:

Disk quotas for user testuser (uid 501):
Filesystem blocks  soft hard inodes soft hard

/dev/hda3 440436 0 0 37418 0 0

The first column is the name of the file system that has a quota enabled for it. The second column
shows how many blocks the user is currently using. The next two columns are used to set soft and hard
block limits for the user on the file system. The inodes column shows how many inodes the user is
currently using. The last two columns are used to set the soft and hard inode limits for the user on the
file system.

A hard limit is the absolute maximum amount of disk space that a user or group can use. Once this
limit is reached, no further disk space can be used.

The soft limit defines the maximum amount of disk space that can be used. However, unlike the hard
limit, the soft limit can be exceeded for a certain amount of time. That time is known as the grace
period. The grace period can be expressed in seconds, minutes, hours, days, weeks, or months.

If any of the values are set to 0, that limit is not set. In the text editor, change the desired limits. For
example:

Disk quotas for user testuser (uid 501):
Filesystem blocks  soft  hard inodes soft hard
/dev/hda3 440436 500000 550000 37418 0 0

To verify that the quota for the user has been set, use the command:

quota testuser

1.5. Assigning Quotas per Group

Quotas can also be assigned on a per-group basis. For example, to set a group quota for the devel group,
use the command (the group must exist prior to setting the group quota):

edquota -g devel

This command displays the existing quota for the group in the text editor:
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Disk quotas for group devel (gid 505):
Filesystem blocks  soft hard inodes soft hard

/dev/hda3 440400 0 0 37418 0 0

Modify the limits, save the file, and then configure the quota.
To verify that the group quota has been set, use the command:

quota -g devel

1.6. Assigning Quotas per File System
To assign quotas based on each file system enabled for quotas, use the command:

edquota -t

Like the other edquota commands, this one opens the current quotas for the file system in the text editor:

Grace period before enforcing soft limits for users:

Time units may be: days, hours, minutes, or seconds
Filesystem Block grace period Inode grace period
/dev/hda3 7days 7days

Change the block grace period or inode grace period, save the changes to the file, and exit the text
editor.

2. Managing Disk Quotas

If quotas are implemented, they need some maintenance — mostly in the form of watching to see if the
quotas are exceeded and making sure the quotas are accurate. Of course, if users repeatedly exceeds
their quotas or consistently reaches their soft limits, a system administrator has a few choices to make
depending on what type of users they are and how much disk space impacts their work. The
administrator can either help the user determine how to use less disk space or increase the user's disk
quota if needed.

2.1. Reporting on Disk Quotas

Creating a disk usage report entails running the repquota utility. For example, the command repquota
/home produces this output:

*** Beport foruser quotas on device /devhda3
Block grace time: 7days: Inode grace time: 7days

Block limits File limits
User used soft hard grace used soft hard grace
oot - 36 0 0 4 0 0
ifox - 540 0 0 125 0 0

cestuser — 440400 500000 550000 37418 0 0
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To view the disk usage report for all quota-enabled file systems, use the command:

repquota -a

While the report is easy to read, a few points should be explained. The -- displayed after each user is a quick
way to determine whether the block or inode limits have been exceeded. If either soft limit is exceeded, a +
appears in place of the corresponding -; the first - represents the block limit, and the second represents the inode
limit.

The grace columns are normally blank. If a soft limit has been exceeded, the column contains a time
specification equal to the amount of time remaining on the grace period. If the grace period has expired, none
appears in its place.

2.2. Keeping Quotas Accurate

Whenever a file system is not unmounted cleanly (due to a system crash, for example), it is necessary
to run quotacheck. However, quotacheck can be run on a regular basis, even if the system has not crashed

quotacheck -avug
The easiest way to run it periodically is to use cron. As root, you can either use the crontab -e command

to schedule a periodic quotacheck or place a script that runs quotacheck in any one of the following
directories (using whichever interval best matches your needs):

. /etc/cron.hourly

. /etc/cron.daily

. /etc/cron.weekly
. /etc/cron.monthly

The most accurate quota statistics can be obtained when the file system(s) analyzed are not in active
use. Thus, the cron task should be schedule during a time where the file system(s) are used the least. If
this time is various for different file systems with quotas, run quotacheck for each file system at different
times with multiple cron tasks.

2.3. Enabling and Disabling

It is possible to disable quotas without setting them to be 0. To turn all user and group quotas off, use
the following command:

quotaoff -vaug

If neither the -u or -g options are specified, only the user quotas are disabled. If only -g is specified,
only group quotas are disabled.

To enable quotas again, use the quotaon command with the same options.

For example, to enable user and group quotas for all file systems:

quotaon -vaug

To enable quotas for a specific file system, such as /home:

quotaon -vug /home

If neither the -u or -g options are specified, only the user quotas are enabled. If only -g is specified,
only group quotas are enabled.

Prepared by Lecture: VONG TONG nec



Polytechnic Institute of Battambang Province Linux System Administration

Exercise: Implementing Disk Quotas.

In this exercise, you will create a user account call-it lisa and set quota disk (or restrict disk space) for

lisa to 6 Mb (6144 Kb). You should complete to the following steps:
1. Log on as root
2. [root@serverl ~J# useradd lisa
3. [root@serverl ~]# passwd lisa

4. [root@serverl ~J# vi /etc/fstab

5. Press I and change similar line:

/dev/... /home /home ext4 defaults 12
to:
/dev/... =/home /home ext4 defaults,usrquota,grpquota

6. Press Esc and type :x
7. [root@serverl ~]# mount —o remount /home
8. [root@serverl ~]# quotacheck —cug /home

(Type dir /home , you will aquota.user and aquota.group files in /home)

9. [root@serverl ~]# quotacheck —avug (for generate)
10. [root@serverl ~J# edquota lisa

11. [root@serverl ~]# quotacheck -avug

12. Press I and edit to:

Disk quotas for user lisa (uid 500):
Filesystem blocks  soft hard inodes soft hard

/dev/hda6 0 5120 6144 0 0 0
13. Press Esc and type :x

14. [root@server] ~]# quota lisa
What will you see?

15. [root@serverl ~]# quotaon —vug /home
16. Press Ctrl+Alt+F2 and log on as lisa

17. [root@serverl ~]# cp —a /etc/* /home/lisa
What will you see at the end of message?
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ty)u§ i

Disk quotas

L. Setup quota (wWww.opensuse.org)
a. Konsole
b. #su-—
c.  #rpm —ivh quotda-*.rpm
II. Enable quotas (/etc/fstab)
a. Konsole
b.  #cat /etc/fstab before add/edit usrquota, grpquota option to the
file systems
linux-aj0o:™ #vi fetc/fstab
Jdev/disk/by-id/scsi-SATA_VBOX_HARDDISK_VB0c0c0026-d5bdb24f-partl swap
swap defaults 00
/dev/disk/by-id/scsi-SATA_VBOX_HARDDISK_VB0c0c0026-d5bdb24f-part2 /
ext3 acluser xattr 11
[dev/disk/by-id/scsi-SATA_VBOX_HARDDISK_VB0c0c0026-d5bdb24f-part3 /home
ext3 acl,user xattr,usrquota,grpquota 12
proc [proc proc defaults 00
sysfs [sys q sysfs noauto 00
debugfs /sys/kernel/debug debugfs noauto 00
usbfs /proc/bus/usb usbfs noauto 00
devpts Jdev/pts devpts mode=0620,gid=5 00
c. #vi /etc/fstab add/edit usrquota, grpquota option to the file systems
I11. Remount the file system
a. Konsole
b.  #mount —o remount /home (restart pc/remount)
IV. Create the quota file and generate the disk usage table
a. Terminal
b. #su-—
c. #quotacheck —acug /home 0
d.  #quotacheck —avug 0
1. —a: check all quota-enable, locally-mounted the system file
ii.  —c: specifies quota files should be created for each file
iii.  —v: display verbose status information
iv.  —u: check user disk quota information
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v.  —g: check group disk quota information

V. Assign quota
Terminal

a
b. #su-—

a o

#edquota —g Gtest

e. #edquota —t

f. #setquota —u test 2000 2500 0 0 /dev/sd7

g.  #setquota —g Gtest 2000 2500 0 0 /dev/sd7

VI. Report disk quota

Terminal
Repquota —aq
VII. Enable and disable

#quotaoff —avug
b.  #quotaon —avug
c.  #quotaon —vug /home

VIII. boot quota on start up

#chkconfig boot.quota —a
b.  #/etc/init.d/boot.quota start
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Assign administrator’s Privilege to Ordinary User

with sudo command

/etc/sudoers file used to assign administrator’s privilege to ordinary user, so they can run what
system command we assigned.

visudo command used to open and edit /etc/sudoers file.

which command used to check the full name of command.
For example: you type:

[root@serverl ~]# which useradd
/usr/sbin/useradd

[root@server] ~]# which passwd
/usr/bin/passwd

Each user use system command assigned by administrator, must type:

sudo command

For example:

sudo /usr/sbin/useradd mike

Here is an example of /etc/sudoers file:
# This is a sample /etc/sudoers file
# Declaration
# Syntax: Alias Type  NAME=iteml,item2,item3...
User Alias TOURISM=sok,sao,dara
Host Alias ROOMI1=pcl,pc2,server2
Cmnd_Alias ACC=/usr/sbin/useradd,/usr/sbin/userdel,/usr/bin/passwd,
/ust/sbin/groupadd,/usr/sbin/groupdel
# User specification
# Syntax: who host=[NOPASSWD:]commandl,command?2,....

neary pcl=/sbin/shutdown
dara,vannak pc2,server2=ACC
TOURISM ROOM1=NOPASSWD:/ust/sbin/visudo
mike ALL=NOPASSWD:ALL

Alias Type: User Alias, Host Alias, Cmnd Alias. We use alias for grouping user, host, and
command, easy to assign.

Syntax to declare alias is
Alias_Type NAME=item],item2,item3...
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Which Alias Type can be User Alias, Host Alias, Cmnd_Alias
and NAME=[A-Z]([A-Z][0-9] )*

Exercise: To assign privilege to mike run useradd, passwd commands and all users in the marketing

group run shutdown command, you should complete the following steps:

Log on as root.

[root@server] ~]# useradd mike

[root@server]l ~]# passwd mike

[root@server] ~]# groupadd marketing

[root@server]l ~]# useradd —g marketing lisa

[root@serverl ~]# passwd lisa

[root@serverl ~]# visudo

® Nk WD =

Clear file content and press I to write as bellow:

mike server [I=NOPASSWD:/usr/sbin/useradd,/usr/bin/passwd

%marketing  server1=/sbin/shutdown

9.  Press Esc, and type :x

10. Testing: Now you open new Terminal and log on as mike and type:
[mike@serverl ~]$ sudo /usr/sbin/useradd bora
[mike@serverl ~]$ sudo /usr/bin/passwd bora

» What will you see?

| Managing Packages with RPM I

RPM = RedHat Package Manager is a software program used to manage packages, such as
install, uninstall...

RPM Package file naming scheme:

Package Name — Version — Release . Architecture | * | Ending

extZrasize 1005 2 386 rpm

For example:
Package file name: mc-4.7.0-0.4.pre2.fc12.i1386.rpm
mc = Midnight Commander is a friendly user interface file manager program used to manage files.

Usage rpm command
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Syntax:
rpm <option> <packages>
Option:
- 1: Install -q : Query information -v: Verity
-h : Verbose mode -q: All -1: Listing -e : Remove
-f': File
Exercise:

In this exercise, you want to use mc (Midnight Command) program to manage your file in the system,
you should complete the following steps:

1. Logon as root and type:

[root@serverl ~]# rpm —qa mc
» What you see?

2. [root@serverl ~]# me¢
» What you see?

3.  Insert DVD and type:

[root@serverl ~]# mount /mnt/cdrom

b

[root@server]l ~]# c¢d /mnt/cdrom/Packages

N

[root@serverl ~]# dir mc*
» What you see?

6. [root@serverl Packages]# rpm —ihv mc-4.7.0-0.4.pre2.fc12.i386.rpm

7.  [root@server]l ~]# rpm —qa mc
» What you see?

8.  [root@serverl ~]# mc
» What you see?
» Try to use mc program for a moment.

9.  To read information of mc-4.7.0-0.4.pre2.fc12.i386 package, you type:
[root@server]l ~]# rpm —qi mc-4.7.0-0.4.pre2.fc12.i386

10. To view files in mc-4.7.0-0.4.pre2.fc12.i386 package, you type:
[root@server]l ~]# rpm —ql mc-4.7.0-0.4.pre2.fc12.i386 | more

11. To uninstall mc-4.7.0-0.4.pre2.fc12.i386 package, you type:
[root@server]l ~]# rpm —e mc-4.7.0-0.4.pre2.fc12.i386

Other examples:
o To upgrade mc-4.7.0-0.4.pre2.fc12.i386 package, you type:
[root@server] ~J# rpm —Uvh mc-4.7.0-0.4.pre2.fc12.i386

o To check all packages installed in the system, you type:
[root@server]l ~]# rpm —qa | more

o To check what package used to create /etc/inittab file, you type:
root@serverl ~]# rpm —qf /etc/inittab
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| Shell Script Programming I

" Shell script is series of command written in plain text file. Shell script is just like batch
file in MS-DOS or Windows Batch file but is much more powerful.

. The following steps are required to write shell script:
O Use any text editor, like vi or mcedit to write shell script.

O After writing shell script, set execute permission for your script as follows:
Syntax:

chmod permission your-script-name

For example:
chmod +x /scrips/backup.sh

Or
chmod 755 /scripts/backup.sh

oExecute your script as:
Syntax:
bash /your-script-name

For example:

bash /scripts/backup.sh

Examplel: In this example, you should create shell script named /scripts/hello.sh to display “Hello
World!” on the screen by completing to the following steps:

1.  Log on as root

o

[root@serverl ~]# mkdir /scripts
3.  [root@serverl scripts]# vi /scripts/hello.sh

4.  Press I and write as the following:

#This is my first script. Using echo to display text on screen.
clear

echo “Hello World!”

exit

5. Press Esc and type :x

6. [root@serverl scripts]# chmod +x /scripts/hello.sh
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7.  [root@serverl scripts]# bash /scripts/hello.sh
» What you see?
Example2: In this example, you should create a shell script named /scripts/myf.sh to display the Date
and Time and the Calendar of the current system by completing to the following steps:

1.  Logon asroot
2. [root@server] scripts]# vi /scripts/myf.sh

3. Press I and write as the following:

#This script will display Date and Time and the Calendar of the current system.
clear

echo “Can you see the Date and Time of the current system now:
date

echo “Can you see the calendar of the system now: ”’

cal

exit

4.  Press Esc and type :x

5. [root@serverl scripts]# chmod +x /scripts/myf.sh

6. [root@serverl scripts]# bash /scripts/myf.sh
» What you see?

Example 3: In this example, you should create a backup script named /scripts/backup.sh to back up
particular directory /etc and /home.

1.  Logon asroot
2. [root@serverl ~]J# vi /scripts/backup.sh

3. Press I and write as the following:

clear

rm —rf /backup/*

tar —cvf /backup/etc.tar /etc

tar —czvf /backup/home.tar.gz /home

4.  Press Esc and type :x
5. [root@serverl ~]# chmod +x /scripts/backup.sh

6. [root@serverl ~]# bash /scripts/backup.sh
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1. Using system variables
System variables: BASH, BASH VERSION, HOME, LOGNAME, SHELL, OSTYPE, PWD...

For example: Script using system variables
1. Log on as root and type vi /scripts/usesysvar.sh

2. Press I and write as the following:

clear
echo “Using system variables:”
echo “ IS -

echo “This my profile:”

echo “My user name: SLOGNAME”

echo “My home directory: SHOME”

echo “My shell: $SHELL”

echo “My current working directory: SPWD”
echo “”

3. Press Esc and type :x
4. [root@serverl ~J# chmod +x /scripts/usesysvar.sh

5. [root@serverl ~]# bash /scripts/usesysvar.sh
» What you see?

2. Using user defined variables (UDV)
Syntax:

variable-name=value (no space)

For example: n=15

Direct assignments:

varl=valuel
var2=value2

var3=$varl
3. Substituting the output of a command
cwd="pwd’
4. Using the read command

read filename

cp $filename /tmp
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5. Special $ characters

Example:

echo “Thanks for the \$5, SLOGNAME”

6. Shell Arithmetic
Syntax:

expr optl math-operator opt2

math-operator: +, -, \*, /, %

For example:

expr 1 +3

expr 12\* 4

For example: This script use read command and math operation
1. Log on as root and type vi /etc/scripts/usemath.sh
2. Press I and write as the following:

clear

echo —n “Enter your name: “

read name

echo —n “Enter your age: “

read age

nexty="expr $age + 1°

echo “Hello $name, next year you will be $nexty”

exit
3. Press Esc and type :x

7. Number Comparisons

Option Meaning

-eq Equal to

-ne Not equal to

-gt Greater than

-ge Greater than or equal
-1t Less than

-le Less than or equal
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8. String comparisons

Option Description

-Z string True if string has zero lengths

n string True if string has non-zero lengths
string ] = string? True if string] = string?

string1 != string2 True if string] and string? are not equal

9. Logical Operations
I: Not

-a: AND

-r: OR

-s <file>: Not empty file

-f <file>: Is file exist or normal file and not a directory
-d <dir>: Is directory exist and not a file.

-w <file>: Is writeable file

-r <file>: Is readable file

-x <file>: Is executable file

10. Using if condition
Syntax:

if condition
then
... command1

fi

11. Using if ...else...fi
Syntax:

if condition
then

command]l (or ...)
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else
command? (or ...)

fi

12. Using Nested if-else-fi

Syntax:
if condition
then
if condition
then
else
fi
else
fi

13. Multilevel if-then-else
Syntax:

if condition
then

condition is zero (true - 0)

execute all commands up to elif statement

elif conditionl

then

conditionl is zero (true - 0)
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execute all commands up to elif statement

elif condition2

then

condition2 is zero (true - 0)

execute all commands up to elif statement

else

Linux System Administration

None of the above co4dtion,condtionl,condtion2 are true (i.e.

all of the above nonzero or false)

execute all commands up to fi

fi

14. The case statement

Syntax:

case $variable-name in

patternl)

pattern2)

pattern3)

*)

€sac

command

o9y

command

command

command;;

command;;
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15. Using for loop
Syntax:

for {variable} in {list}

do

done

For example:

foriin12345
do
echo “Welcome $i times”

done

Syntax:

for ((exprl; expr2; expr3))

do

repeat all statements between don and done until expr2 is true

done

For example:

for ((1=0;1<=5; 1++))
do
echo “Welcome $i times”

done

16. Using While loop
Syntax:

while [condition]
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do
commandl

commnad?

done

| Schedule Task I

= Cron is software program used to set schedule task.

. Package file: vixie-cron-3.0.1-74.1386

. Service name: crond

. /etc/cron.allow file used to store user who allowed to uses cron setting their schedule task.

. /etc/cron.deny file used to store user who not allowed to uses cron setting their schedule task.
. crontab file is a file was created when user set schedule task.

. Each user’s crontab file name is the same name to the user name and stored in the

/var/spool/cron directory.

. Each line in the crontab file is the following:
minute hour day-of-month month day-of-week command

The value of:

minute: 0-59

hour: 0-23

day-of-month: 1-31

month: 1-12 (or the short name of the month such as jan, feb,....)
day-of-week: 0-7 (0 and 7 for Sunday, or you can use sun, mon, tue...)
command: is a command or script file.

Note You can use:

*: For every

"-*: Between, or *,” for listing

. To set schedule task, you type crontab —e
. To remove the crontab file, you type crontab -r
Exercise

In this exercise, you set schedule task to restart the system every day at 6:25PM and also set the
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schedule task to run /scripts/backup.sh script file every Friday at 7:05 PM.

1.

2.

Log on as root

[root@serverl ~]# dir /var/spool/cron

» What you see?

3.

4.

5.

6.

[root@serverl ~]# crontab —e

Press I and type content as the following:
25 18 * * * /sbin/shutdown — now
05 19 * * 5 bash /scripts/backup.sh

Press Esc and type :x

[root@serverl ~]# dir /var/spool/cron

» What you see?

Now wait and see what will happen to the system?

Exercise:

6.

7.

8.

Log on as root

[root@server] ~]# mkdir /scripts
[root@serverl ~]# vi /scripts/backup.sh
Press I and write as the following:

clear

rm —rf /backup/* .tar

tar —cvf /backup/etc.tar /etc

tar —czvf /backup/home.tar.gz /home

Press Esc and type :x
[root@server]l ~]# chmod +x /scripts/backup.sh
[root@server] ~]# bash /scripts/backup.sh

[root@server] ~]# dir -1 /backup

» What you see?

9.

[root@server]l ~]# rm —rf /backup/*

10. [root@serverl ~]# dir /backup
» What you see?

11. [root@serverl ~J# crontab —e

12. Press I and then write as the following:
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30 14 * * 6 bash /scripts/backup.sh

13. Press Esc and type :x

14. Wait and see what will happen, then type dir /backup

» What you see?

Linux System Administration

| Configuring Network Configuration .

To configure network configuration, in the GUI you should click System, point to Administration and
select Network. Or you can open Terminal and type: system-config-network.

To configure Ethernet network interface, you should select eth0 and click Edit on the toolbar.

On the Ethernet Device properties dialog box, you should:

Select [x] Controller by Network Manager check box

Select [x] Active device when computer starts check box

Select Statically set IP address check box and type appropriate information into the boxes provided as

example:

£ Ethernet Device
General Route Hardware Device
Nickname: eth0

+ Controlled by NetworkManager

< Activate device when computer starts
Allow all ysers to enable and disable the device
Enable IPvE& configuration for this interface

Automatically obtain |P address settings with:

= Statically set IP addresses:
Manual IP Address Settings
Address: 192.168.2.1

Subnet mask: 255.255,255.0

Default gateway address:

Set MTU to: 1500

& cancel

<J0K

Click OK, and click Yes when to save the change you make, and then click OK.

After change, you need to restart the network service by click System, point to Administration and

select Services.

In the Service Configuration dialog box, select Network service and click Enable. Then click Restart

to restart the service. Click Close.
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SSH

Security SHell

ssh- OpenSSH SSH client (remote login program)

ssh (SSH client) is a program for logging into a remote machine and for executing commands on a
remote machine. It is intended to replace rlogin and rsh, and provide secure encrypted communications
between two untrusted hosts over an insecure network.

Exercise: In this exercise, you have two computers and configured as the diagram:

Windows XP Fedora Core 12

Cross-over cable

Computer name: client1
IP address: 192.168.2.10
Subnet mask: 255.255.255.0

W ety

Computer name: server1
IP address: 192.168.2.1
Subnet mask: 255.255.255.0

Note
- To check or confirm SSH packages are installed, you type:
[root@serverl ~]# rpm —qa | grep ssh
- SSH service name: sshd
To configure SSH on your SERVER1 machine, you should complete the following steps:

1. Switch to serverl machine

2. Inthe GUI, click System -> Administration -> Firewall -> Close

3. Click Trusted Services and select SSH check box, click Apply, click Yes and then click
Close.

4. Go to Terminal or shell

5.  [root@serverl ~]# chkconfig sshd on

Prepared by Lecture: VONG TONG &l



Polytechnic Institute of Battambang Province Linux System Administration

6. [root@serverl ~]# service sshd restart

7. Switch to Client] machine, download Putty program. Open Putty and type 192.168.2.1
in the Host name (or IP address) text box and click Open.

£% PUTTY Configuration

Category:
= Session Basic options for your PuTTY session
Logging ) i
& Tenminal Specify the destination you want to connectto
Keyboard Host Mame (or IP address) Port
Bell 192.168.2.1] 22
5 Wianﬁures Connection type:
Appearance ORaw  OTelnet ORlogin @8SH (O Serial
?eha\riour Load. save or delete a stored session
ranslation
Selection Saved Sessions
Colours
= Connection -
Default Settings
Proxy
& SSH
Senal
Close window on exit
O Aways (O Never {®) Only on clean exit
[ open_J[_concsl ]

» Now you are working in the virtual screen of server1l machine
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| Samba I

« 8010 (samba) & ST UIGANWEgSw dAanT BirdSIm:nying
G8G S1nisE Uiﬁitij’tini’m 9
. afim (samba) ) RimsEEsURath el adsudnn i suintuied st
isi 9

C

- it (samba) fGntGmehis & Samba Server §it Samba Client

~

<o

- wAswivdmithiS s’ suB ilujisanwigsuw 9

. SMB HIGIGAGIWHIAISIMNY [HrUmMSHIg]i i
BRI SUNS S1e1aI8I)i

QSIS smb

. smb (Server Message B|OCk) amigmivammytsisn

(2]

NrrunRA N Shtunimengisighvammuiadsisg 1
- a0 (samba) MGHTMSHENNIMY ¢
-grutgnanant Snlsnonwsiasim: N oY sig)imisy

- AMWARRSHUAMMAAAT Sitminymuiimi smb 1S58 G

=t

ifigmgaptpnitsuptuiagsisy 9

« [fJN smb LnimSﬁm[th I NetBIOS

aa )

+ NetBIOS At GANGIUANAAYTE (API) Ui UGN E{INT§ AT 8NN
Anj§ 1 e wi el sMUIFuAmmIAYuiER(RA) I §RSNUAN]
F81e ]
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5355395531%&53@ (Samba Server)
- wIRdsUIB AT (Samba Server)

- i SUHB M ¢ el s SUIBTH UG ASTauN SMB/CIFS §hinftnin sieun
NetBIOS m# IP Ig1mSHiaT8ig)i

- 181G i8GNS 1B 8 (daemon) AifU{IUBI RIS U Samba
smbd ¢ BU{HIU{AU{ANAG MiFHigi18i NetBIOS §1i1 smb/cifs 7
nmbd 3 GRSSIEUNAAANT SRINAININY BU{NUMAIL GjIaIN ]

I. Why use Samba?

. Share files and printers between Linux and Windows system
. Authentication and authorization user (can be promoted as the Domain Controller)
. Name resolution

Exercise 1: Configuring network as Peer-to-Peer or Workgroup network.

Marketing Workgroup
Windows XP
Prﬂ;ﬁ:?ﬁ Sgl s Fedora Core 12
Cross-link cable <

- Samba File Séerver
]
=

Computer name: client1 Computer name: server1

IP address: 192.168.2.10 IP address: 192.168.2.1

Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

Exercise 1: Configuring Samba File Server

In this Exercise, you should be able configure SERVERI1 machine as the Samba File Server that
connect as peer-to-peer with CLIENT1 machine in the Marketing workgroup by completing to the
following steps:

Switch to SERVERI1 machine and log on as root

[root@server]l ~]# startx to start to GUI

Click System -> Administration -> Firewall

b=

Click on Trusted Services and select Samba and Samba Client check boxes, click
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Apply, click Yes and click Close.

5. Go back to Shell.

6. [root@serverl ~]# cat /etc/samba/smb.conf > /etc/samba/smb.conf.original
7.  [root@serverl ~]# vi /etc/samba/smb.conf

8.  Erase all its original content and write down as the following:
# This is sample /etc/samba/smb.conf configuration file

# General settings section
[global]
workgroup = MARKETING
server string = Samba File Sever
; netbios name = serverl
; interfaces = lo eth0 192.168.2.1/24 192.168.3.1/24
; hosts allow = 127. 192.168.2. 192.168.3
log file = /var/log/samba/%m.log
max log size = 50
security = user
passdb backend = tdbsam
; local master = no
; os level =33
; preferred master = yes
wins support = yes
; Wwins server = w.x.y.z
; win proxy = yes
; dns proxy = yes
load printers = yes
cups options = raw

; printcap name = /etc/printcap

# This section allow users access their home directory
[homes]
comment = Home Directories
browseable = no
writable = yes
; valid users = %S
; valid users = MYDOMAIN\%/S
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# Load printers on the Samba File Server
[printers]
comment = All printers
path = /var/spool/samba
browseable = no
guest ok =no
writable = no

printable = yes

9.  Pres Esc and type :x

10. [root@serverl ~]# testparm
What will you see?

11. [root@serverl ~]# chkconfig smb on

12. [root@serverl ~]# chkconfig nmb on

13. [root@serverl ~]# setsebool —P samba_enable_home_dirs on
14. Try to create few accounts, for example mike, lisa, sok, sao...

15. [root@serverl ~]# smbpasswd —a mike
Type lisa’s password (for example, 123456)

16. [root@serverl ~]# smbpasswd —a lisa
Type lisa’s password (for example, 123456)

17. [root@serverl ~]# service smb restart

18. [root@serverl ~]# service nmb restart

Exercise 2: Configuring Windows machine as the workgroup network

In this exercise, you should be able configure CLIENT1 machine connect to Marketing workgroup
(or peer-to-peer) network with SERVER1 by completing the following steps:
Switch to CLIENT1 machine and log on as administrator
Right-click My Computer and select Properties

Click Computer Name tab

Click Change

Select Workgroup and type MARKETING and then click OK.
Click OK.

Click OK

Click OK

Click Yes to restart machine

A SR RSN o
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10. Log on by any Windows account.

11. Let’s try to browse network by double-click My Network Places, click View
Workgroup computers

What will you see?

Exercise 3: Sharing other folders

In this Exercise, you should be able share other folders such as CD-ROM, /tmp, /shared/software and
/shared/docs from SERVERI1 Samba File Server by completing the following steps:

1. Switch to SERVER1 machine and log on as root
2. [root@serverl ~]# vi /etc/samba/smb.conf

3. Press I and add to the end of file as the following sections:

[cdrom]
comment = CD-ROM on Samba server
path = /mnt/cdrom
browseable = yes
[tmp]
comment = Temporary Directory
path = /tmp
browseable = Yes

writeable = yes

[software]
comment = Software
path = /shared/software
browseable = yes

writable = No

[docs]
comment = Documents
path = /shared/docs
browseable = No
writeable = yes
public =no

valid users = mike lisa
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create mask = 0777
directory mask = 0775

12. Press Esc and type :x

13. [root@server] ~]# mkdir —p /shared/software
14. [root@serverl ~]# chmod a+w /shared/software
15. [

16. [

17. [root@server] ~]# service smb restart

root@serverl ~]# mkdir —p /shared/docs

root@serverl ~]# chmod a+w /shared/docs

18. Now switch to CLIENT1 machine and browse network again to see other folders you
just share.

1. Configuring Samba in Server-base network.

Marketing Workgroup
Windows XP
Prﬂ;ﬁ:i? Sf{' as Fedora Core 12
Cross-link cable <

- Samba File Server
L+]
=

Computer name: client1 Computer name: serveri

IP address: 192.168.2.10 IP address: 192.168.2.1

Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

Practice 1: Configuring Samba as Domain Controller.
In this practice, you should configure Samba to promote SERVER1 as the domain controller in the PITC
domain by the following steps:

1.  Switch to SERVERI1 machine and log on as root.

2. [root@serverl ~]# vi /etc/samba/smb.conf and write down as the followings:
[global]

workgroup = pitc

server string = Samba Sever

log file = /var/log/samba/%m.log
max log size = 50

security = user

passdb backend = tdbsam

wins support = yes
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load printers = yes

cups options = raw

domain master = yes

domain logons = yes

logon script = logon.bat

logon home = \\server1\homes
logon path = \\server1\homes

logon drive = H

[homes]
comment = Home Directories
browseable = no
writeable = yes

valid users = PITC\%/S

[printers]
comment = All printers
path = /var/spool/samba
browseable = no
guest ok =no
writeable = no

printable = yes

[netlogon]
comment = Store logon script
path = /home/samba/netlogon
read only = yes

guest ok = yes

Pres Esc and type :x

[root@serverl ~]# testparm

[root@serverl ~]# chkconfig smb on

[root@server]l ~]# mkdir —p /home/samba/netlogon
[root@serverl ~]# mkdir —p /home/samba/profiles
[root@serverl ~]# chmod —R 0755 /home/samba
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8.  [root@serverl ~]# vi /home/samba/netlogon/logon.bat
9.  Press I and write down as the following:
@ECHO OFF

ECHO Welcome to PITC Domain...
NET USE K: \SERVER 1\software

PAUSE

EXIT

10.
I1.
12.
13.
14.
15.
16.
17.
18.
19.

Press Esc and type :x

[root@serverl ~]# useradd userl

[root@serverl ~]# passwd userl (for example 123456)

[root@serverl ~]# service smb restart

[root@serverl ~]# smbpasswd —a userl

[root@serverl ~]# smbpasswd —a root

[root@serverl ~]# groupadd samba-clients

[root@serverl ~]# useradd —g samba-clients —d /dev/null —s /bin/false client1$
[root@serverl ~]# passwd -1 client1$

[root@serverl ~]# smbpasswd —a —m client1

Practice 2: Configuring Windows joint to domain.

In this practice, you should join CLIENT1 Windows machine to PITC domain by completing the following

steps:

Y e N kWD

Switch to CLIENT1 machine and log on as administrator
Right-click My Computer on the desktop and select Properties
Click Computer Name tab and click Change

Select Domain check box and type pitc; then click OK.

Enter root and root’s password (Samba’s account and its password)
Click OK.

Click OK

Click OK

Click Yes to restart machine.

10. Log on as userl and type its password (Samba’s account and its password)

11. Now testing the network again by using My Network Places and click Entire Network...
What will you see?

12. Go to Windows Explorer, what will you see then?
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SWAT
Samba Web Administration Tool

SWAT (Samba Web Administration Tool) At 2 URIAAYW{UIAFU{NG{AG{AN BTG SUIH
M IANNRIGR T SH RS UIB I MMuSANGUNASAITAMM 7
g8 SnyAMGID SWAT msHA{TAIuN SWAT tuSIS

Project: To configure SWAT, you should complete the following steps:
Package files: samba-swat-3.4.5-55.fc12.1686.rpm

Dependency package file: xinetd-2.3.14-29.fc12.1686.rpm
Service name: swat (depend on xinetd)

Insert DVD into the

[root@server]l ~]# mount /mnt/cdrom

[root@server] ~]# e¢d /mnt/cdrom/RedHat/RPMS

[root@server]l ~]# rpm —ihv samba-swat-*.rpm

[root@serverl ~]# vi /ete/xinetd.d/swat

Press I and add # sign at the beginning of line only from = 127.0.0.1
Press Esc and type :x

® NNk DD =

[root@server]l ~]# chkconfig swat on
9. [root@serverl ~]# service xinetd restart

10. [root@serverl ~]# startx to start to GUI, click System, point to Administration and select
Firewall.

11. On the Firewall Configuration window, click Other Ports and click Add.

12. Select User Defined check box and type swat in the Port/Port Range text box and then
click OK.

13. Click Apply, click Yes and click Close.
14. Switch to client] machine.

15. Open Internet Explorer/Firefox and in the address box, type:

http://SERVER1:901/
or http://192.168.2.1:901

Type root and root’s password (System account)
What will you see?
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NFS

1. Overview

Network File System (NFS) is a way to share files between machines on a network as if the files were
on the client’s local hard drive. Fedora can be both an NFS server and NFS client, which means that it
can export file system to other systems and mount file systems exported from other machines.

Sharing files from an NFS server is known as exporting the directories.
o Service name: nfs, nfslock, netfs, rpcbind
0 Package file name: (rpm —qa | grep nfs)
o Exporting file: /etc/exports
0 Security files: (/etc/hosts.allow and /etc/hosts.deny): Optional
2. Practice

In this practice, you should export /shared/software directory from SERVER1 (192.168.2.1) to
/mnt/software directory on SERVER?2 (192.168.2.2) as the following picture:

NFS Client NFS Server
xq: Cross-link cable Q:.;
=] L]

= X
Computer name: server2 Computer name: server1
IP address: 192.168.2.2 IP address: 192.168.2.1
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
Imported directory: /mnt/software Exported directory: /shared/software

To practice NFS, you should complete the following steps:
1. Switch to SERVER1 machine and log on as root
2. [root@serverl ~J# startx start to GUI

3. Click System -> Administration -> Firewall. Click Trusted Services and select NFS4 check box
and click Apply, then click Yes. Click Close.

4. Go back to Shell
5. [root@serverl ~]# chkconfig nfs on

6. [root@serverl ~]# chkconfig nfslock on
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7. [root@serverl ~]# chkconfig rpcbind on
8. [root@serverl ~]# chkconfig netfs off

9. [root@serverl ~]# service nfs restart

10. [root@serverl ~]# service nfslock restart
11. [root@serverl ~]# service rpcbind restart
12.[root@serverl ~]# service netfs stop

13. [root@serverl ~]# mkdir /software

14. [root@serverl ~]# mkdir /software/test
15. [root@serverl ~]#vi /etc/exports

16. Press I and write as the following line:

/shared/software 192.168.2.2/24,192.168.2.3/24(rw,sync,no_root_squash)

17.Press Esc and type :x

18. [root@serverl ~]# exportfs —ra (to invoke shared)
19. [root@serverl ~]# showmount -e

20. Switch to SERVER2 and log on as root
21. [root@serverl ~]# chkconfig nfs off

22. [root@serverl ~J# chkconfig nfslock on
23. [root@serverl ~J# chkconfig rpcbind on
24. [root@serverl ~J# chkconfig netfs on

25. [root@serverl ~]# service nfs stop

26. [root@serverl ~J# service nfslock restart
27. [root@server] ~]# service rpcbind restart

28. [root@serverl ~J# service netfs restart

29. [root@server2 ~J# vi /etc/fstab

30. Press I and add to the end of file as the following:

192.168.2.1:/shared/software /mnt/software nsf noauto,rw 00
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31.Press Esc and type :x

32.[root@server2 ~]# mkdir /mnt/software
33.[root@server2 ~]# chkconfig nfs off

34. [root@server2 ~]# chkconfig nfslock on
35. [root@server2 ~]# chkconfig rpcbind on
36. [root(@server2 ~]# chkconfig netfs on
37.[root@server2 ~]# service nfs stop
38.[root@server2 ~]# service nfslock restart
39. [root@server2 ~]# service netfs restart
40. [root@server2 ~]# service rpcbind restart
41. [root@server2 ~]# mount /mnt/software
42. [root@server2 ~J# cd /mnt/software

43. [root@server2 software]# dir
What will you see then?
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DNS
Domain Name System
DNS Server
Resolver )
||
IP address: 192.168.2.10 IP address: 192.168.2.1
Subnet mask: 255.255.255.0 Subnet mask: 255.256.255.0
R
Web Server
Y
[ |
Server name: server?
IP address: 192.168.2.2
Subnet mask: 255.255.255.0

Exercise 1: Configuring DNS Server

In this Exercise, you should be able configure SERVER1 machine as the DNS server by completing
the following steps:

1. Switch to server1 machine and log on as root.

2. Goto GUI and click System -> Administration -> Firewall -> Close
Click Trusted Services and set select DNS and click Apply

Click Close and click Yes.

3.  Go to Terminal or Shell
4.  [root@serverl ~]# vi /etc/resolv.conf

5. Don’t modify anything, just press 1 and add the following line into the end of file:
nameserver 192.168.2.1
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6.  Press Esc and type :x

7.  [root@serverl ~]# vi /etc/named.conf

8.  Press I and modify this file until you see content like this:
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file "named.ca";

¥

include "/etc/named.rfc1912.zones";

include "/etc/pki/dnssec-keys//named.dnssec.keys";

include "/etc/pki/dnssec-keys//dlv/dlv.isc.org.conf";

9.  Press Esc and type :x
Exercise 2: Creating full name.
In this exercise, you should be able to create full name www.test.com for SERVER 1machine by
completing the following steps:

10. [root@serverl ~]# vi /etc/named.rfc1912.zones

11. Press I and write down as the following section into the top of file:

zone “test.com” IN {
type master;
file “named.test.com’;
allow-update { none;};

35

zone “2.168.192.in-addr.arpa” IN {
type master;
file “named.2.168.192.in-addr.arpa”;

allow-update { none;};

12. Press Esc and type :x

13. [root@serverl ~]# cd /var/named

14. [root@serverl ~J# cat /var/named/named.localhost > /var/named/named.test.com
15. [root@serverl ~]# vi /var/named/named.test.com

16. Press i and correct this file until you see the statement as the following:
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$TTL 1D
@ IN SOA @ rname.invalid. (
0 ; serial
1D ; refresh
IH ; retry
W ; expiry
3H) ; minimum
NS @
A 127.0.0.1
AAAA o1
serverl IN A 192.168.2.1

17. Press Esc and type :x

Linux System Administration

18. [root@serverl ~]# cat /var/named/named.loopback > /var/named/named.2.168.192.in-

addr.arpa

19. [root@serverl ~]# vi /var/named/named.2.168.192.in-addr.arpa

20. Press i and correct this file until you see the statement as the following:

$TTL 86400

@ IN SOA @ rname.invalid. (

0 ; serial
1D ; refresh
IH ;retry
IW ; expire

3H ; minimum

NS @
PTR localhost.

192.168.2.1 IN PTR serverl.

21. Press Esc and type :x

22. [root@serverl ~]# chkconfig named on

23. [root@serverl ~]# service named restart

24. [root@serverl ~]# ping s

erverl.test.com

» What will you see? Now press Ctrl+C to terminate this process.

25. [root@serverl ~]# vi /var/named/named.test.com

26. Don’t modify anything, just press i and add as the following line into the end of file:
WWW IN CNAME serverl
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27. Press Esc and type :x

28. [root@serverl ~]# service named restart

29. [root@serverl ~]# ping www.test.com

» What will you see? Now press Ctrl+C to terminate the process.

Exercise 2: Configuring DNS client or resolver.

Linux System Administration

In this Exercise, you should be able configure CLEINT1 as the DNS client or resolver with the
192.168.2.1 of DNS server by completing the following steps:

Select Properties

I S

Switch to CLIENT1 machine and log on as administrator
Right-click My Network Places on the desktop

Right-click on the Local Area Connection and select Properties

Select Internet Protocol (TCP/IP) and click Properties

DNS server address box and then click OK
7.  Click close and then click Close
8.  Go to Command Prompt and type:

ping www.test.com
4What will you see?

9.  Type exit to exit it now.

 Internet Protocol Version 4 (TCP/IPy4) B rope 7| x|

General |

~(w Uga the following IF address
1P address:
Sybnet mask:

Default gateway:

(" .

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

You can get IF settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(" Qbtain an P address automatically

(& Usa the following DNS server addresses

192 . 168 . 2 . 10

255 .255.255. 0

192 .168 . 2 . 1

Advanced...

ok | cancal |
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10. Click close and then click Close
11. Go to Command Prompt and type:

ping www.test.com
4What will you see?

12. Type exit to exit it now.

| Building Web Server Services I

A Web server is a computer or software program that serves the Web pages to the client on request.

Web servers are used to publish the Web pages on the Internet or an intranet. In essence, a Web server
does two things:

o It listens for page request from the clients

0 It examines any page request it receives and responds with the requested page.

Apache Web Server

A Web server is a computer or software program that serves the Web pages to the client on request.

Web servers are used to publish the Web pages on the Internet or an intranet. In essence, a Web server
does two things:

o It listens for page request from the clients

0 It examines any page request it receives and responds with the requested page.

Apache Web Server

Include in Fedora Core 12 is most widely used open source Web server. The benefits of the Apache
Web server are:

Flexibility
Scalability
Security
Performance

Support
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1. Installing Apache

Package Files:
httpd-2.2.0-5.1.2
system-config-httpd-1.3.3-1.1
httpd-manual-2.2.0-5.1.2

2. The Apache Configuration Files

The /etc/httpd/conf/httpd.conf file is Apache’s main configuration file

The /ete/httpd/conf.d directory contains configuration files for any installed modules

The /etc/httpd/logs directory is a symbol link to the /var/log/httpd directory, which
contains all the Apache log files.

3. Starting|Stoping|Restarting Apache Web Server

chkconfig -list httpd
chkconfig httpd on
service httpd start
service httpd stop

service httpd restart

4. Testing the Apache Web Server

Once you’ve started the Apache Web server, you should be able test to see it’s working properly.

Open Web browser by click Applications -> Internet -> Firefox Web Browser and type the URL into
the address box: http://localhost or http://127.0.0.1

5. Set security

@ Click System -> Administration -> Firewall-> Close.
@ Click Trusted Services, select WWW (HTTP) check box and click Apply, click Yes.
@ Click Close.

6. Configuring the Apache Web Server

Apache Web Server comes with preconfigured, so you will need to modify the Web server to suit your
environment.

The Apache configuration file is /etc/httpd/conf/httpd.conf
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6.1. Overview of the httpd.conf Configuration File

The following are basic directives used to configure your Web server:

ServerRoot directive: Specifies the top-level directory tree under which the server’s configuration,
error, and log files exist.

ServerRoot “/etc/httpd”

Timeout directive: Defines the amount of time, in seconds, that the server waits for, receives, and
sending.

Timeout 300

Listen directive: Define IP address or ports on which the Web server accepts incoming connection
request.

Listen 80

ServerAdmin directive: Set the email address of the Web server administrator.

ServerAdmin root@]localhost

ServerName directive: Specifies the hostname and port for the server to identify itself. The value
must be FQDN name or [P address.

ServerName new.host.name:80

DocumentRoot directive: Set the directory that will be used to serve the Web pages by default.

DocumentRoot “/var/www/html”

Directorylndex directive: Sets the file that Apache will serve if a directory is required

Directorylndex index.html index.html.var

ErrorLog directive: It sets location of the error log file. By default, it set t logs/error log
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ErrorLog logs/error log

CustomLog directive: Sets the location and format of the access log file.

CustomLog logs/access_log

6.2. Basic Configuration

Apache comes with a default configuration, but some options need to be modified in order to host a
Web site. The following steps will go through configuring Apache manually by directly configuring
the httpd.conf file:

40pen file /etc/httpd/conf/httpd.conf

4Change ServerAdmin directive to your email address of Administrator.

ServerAdmin root@mydomain.com

4Change ServerName directive by change line #ServerName www.example.com:80 to:

ServerName serverl.test.com

Or
ServerName 192.168.2.1

4Save the httpd.conf file.
4Restart the httpd service

4Now browse to http://localhost again, to check that the Web server is still serving Web pages.

6.3. Testing Your Test Page Web site

4Now open a browser and browse to the page using your server’s IP address. (For example, we are
using the URL http://192.168.2.1)

4Now follow to your DNS lesson and create www.test.com domain link to 192.168.2.1 and then
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browse again by using the URL http://www.test.com

6.4. Setting Up Virtual Hosts

The term virtual host refers to the ability of a Web server to run more than one Web site on a single
machine.

There are two kinds of virtual hosts, IP-base virtual hosts and Name-base virtual hosts.

IP-base virtual hosts require different IP address for every Web site. You can have more than one
physical network connection or use virtual interfaces (IP alias) on one physical network interface.

Name-Base virtual hosts require only one IP address. The system can configure multiple names on
each IP address.

The following section will discuss configuration of virtual host on Apache.

6.4.1. IP-Base Virtual Host
To configure IP-based hosting you need one IP address for each virtual host.
You need to point the hostname on the Web site to the correct IP address in DNS.

Once you have finished the IP configuration, proceed to following steps to configure Apache for
virtual hosting:

40pen the /etc/httpd/cont/httpd.conf file

4Add the following configuration context to the end of the httpd.conf file.

<VirtualHost 192.168.2.1>
ServerAdmin webmaster@mydomain.com
DocumentRoot /var/www/doc.example.com
ServerName www.example.com
ErrorLog logs/example.com-error_log
CustomLog logs/example.com-access_log common

</VirtualHost>

4 After finishing the virtual host’s configuration save the configuration file and restart the Apache
server to apply the new configuration.
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6.4.2. Name-base Virtual Host
4Lunch an editor, and open file /etc/httpd/cont/httpd.conf
4Uncomment and modify the line #NameVirtualHost *:80 so that it reads:
NameVirtualHost *:80

4Add the following configuration context to the end of the httpd.conf file.
<VirtualHost *:80>

ServerAdmin webmaster@mydomain.com

DocumentRoot /var/www/docs.example.com

ServerName www.example.com

ErrorLog logs/example.com-error log

CustomLog logs/example.com-error log common

</VirtualHost>

4 After finishing the virtual host’s configuration, save the configuration file and restart Apache server
to apply the new configuration.
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| Configuring Name-Base Virtual Host I

In this Exercise, you should be able configure and create two Name-base Virtual hosts
www.monday.com and www.tuesday.com on the SERVERI1 currently assign to the same IP address
192.168.2.1 by completing the following steps:

Switch to SERVERI1 and log on as root
Go to Terminal or Shell

[root@serverl ~]# vi /etc/httpd/conf/httpd.conf

b=

Press I and:

» Uncomment the line:

#ServerAdmin root@localhost
to
ServerAdmin root@mydomain.com

» Uncomment the line:
#ServerName www.example.com:80
to

ServerName 192.168.2.1

» Uncomment to line
#Name VirtualHost *:80 to:

to
NameVirtualHost *:80

» Add the statement bellow to the end of file:
<VirtualHost *:80>

ServerAdmin webmaster@mydomain.com

DocumentRoot /var/www/doc.monday.com
ServerName www.monday.com

ErrorLog logs/monday.com-error log

CustomLog logs/monday.com-access log common

</VirtualHost>
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5
6.
7
8

10.
I1.
12.
13.

Press Esc and type :x
[root@serverl ~]# mkdir /var/www/doc.monday.com
[root@server]l ~]# vi /var/wwwdoc.monday.com/index.html

Press I and write down as the following content:

<htmI>
<head>
<title>Monday Web Site</title>
</head>
<body>
<center>
<font size=10 color=red>Welcome to Monday Web Site</font>
</center>
</body>
</htm]>

Press Esc and type :x
[root@serverl ~J# chkconfig httpd on
[root@server] ~]# service httpd restart
Follow to the DNS lesson, create address www.monday.com link to IP address 192.168.2.1

Now browse this Web site by click Application -> FireFox Internet Browser and in the URL
address box, type http://www.monday.com
» What will you see?

» Now let’s create another www.tuesday.com Name-base Virtual Hosts

14. [root@serverl ~J# vi /etc/httpd/conf/httpd.conf

15. Press I and just add the following context to the end of file:
<VirtualHost *:80>

ServerAdmin webmaster(@mydomain.com

DocumentRoot /var/www/doc.tuesday.com
ServerName www.tuesday.com
ErrorLog logs/tuesday.com-error log

CustomLog logs/tuesday.com-access _log common

</VirtualHost>
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16. Press Esc and type :x
17.[root@serverl ~]# mkdir /var/www/doc.tuesday.com
18. [root@server] ~]# vi /var/www/doc.tuesday.com/index.html

19. Press I and write down as the following content:

<htmI>
<head>
<title>Tuesday Web Site</title>
</head>
<body>
<center>
<font size=10 color=red>Welcome to Tuesday Web Site</font>
</center>
</body>
</htm]>

20. Press Esc and type :x
21. [root@serverl ~]# service httpd restart
22. Follow to the DNS lesson, create address www.tuesday.com link to IP address 192.168.2.1

23. Now, go to Firefox Internet Browser and browse to http://www.tuesday.com
» What will you see then?
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FTP
File Transfer Protocol

FTP Server
FTP Client
Computer name: client1 Server name: server1
IP address: 192.168.2.10 IP address: 192.168.2.1
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

<t
DNS Server

Server name: server?
IP address: 192.168.2.2
Subnet mask: 255.255.255.0

ifgIgith FTP 2

FTP t57{lm ] (File Transfer Protocol) t A BMitts{i51A ¢15 st Sm AMS AT IR M
MesyIAIMETAmMm yrGasiniatids

al a

FTP T (UM UH (download) RAaNINFSHANG UMBUAMMYUINS I

HIAISIQ)1 FTP MG SUNWA §A1EJH (Upload) 1A ANTYWIB S SMIWINTMIMiAnng
f0g T

) & a a

IEBRBEIB KOS REHS FTP

#iadsul{S FTP inAgifiuisdsund FTP isTifunmmeasintragmiamui
AnjSimrg)a 9
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a

- BidsIg)uinngiiviagsig)i FTP monuifsminmielsiagsuignnii
- NGIUAMUER IEIATSIg] i GIFMANIMIESMywH g suHE Jum ¢
- MIGARNAANTIE]H (Upload files) I¥181 s SUIS

- QUNIANAANI (download files) A1 85 SUIH

- Ui URUURANIEWE S SISy sutd
FTP Server in the Fedora Core 12

vsftpd

Installing the vsftpd FTP Server
Package files: rpm —qa | grep ftp
Service name: vsftpd

Configuration files: /etc/vsftpd/vsftpd.conf
Click System -> Administration -> Firewall.
Click Trusted Services -> select FTP -> click Apply -> Yes -> Close.
Click System -> Administration -> SELinux Management.
Click Boolean -> select Allow ftp to read and write files in the user home directories check box -> Close.
Starting|Stoping|Restarting FTP Server
chkconfig vsftpd on
service vsftpd start
service vsftpd restart
service vsftpd stop
I. Logging to FTP server
On FTP client machine, go to Command Prompt (Go to Shell for Unix/Linux machine) and type:
ftp <FTP server’s IP address>
or ftp <domain name>
(To use FTP, you should be able familiar with some of FTP basic commands.)

I1. Using Your FTP Server

Four important configurations:

Configuring for anonymous FTP server file download

Prepared by Lecture: VONG TONG 99



Polytechnic Institute of Battambang Province Linux System Administration

Configuring for anonymous FTP server file upload
Creating a system account for per-user access to the FTP server

Blocking FTP access for user accounts.

1.  Configuring for anonymous FTP server for File Download

Root directory: /var/ftp

1.1. Setting up the FTP Server
Owner of /var/ftp directory is root
Try to create a new file — named test.txt by do as the following:
[root@serverl ~]# cd /var/ftp/pub

[root@serverl ~]# echo “This is the contents of a test.txt file” > test.txt

1.2.Using an FTP client to test Anonymous Read Access
4Try to download test.txt file by on the FTP client machine, go to Command Prompt (Shell) and
type:
ftp 192.168.2.1
Name: anonymous
Password: ##*##4*
ftp>Is
ftp> pwd
ftp> cd pub
ftp> get test.txt
ftp> bye
221 Goodbye

2.  Configuring an Anonymous FTP Server for File Upload
2.1.Setting up the FTP server for anonymous Write Access

You should be able complete the following steps:
[root@serverl ~]# cd /var/ftp/pub
[root@serverl ~]# mkdir upload

[root@serverl ~]# chgrp ftp upload

[root@serverl ~]# chmod —R u=rwx,g=wx,0-rwx upload
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[root@serverl ~]# vi /ete/vsftpd/vsftpd.conf

4 Press I and:

4Change line #Write_enable = YES to Write_enable = YES

4Change line #anon-upload-enable = YES to anon-upload-enable = YES
Press Esc and type :x

[root@serverl ~]# service vsftpd restart

2.2. Using an FTP client to test Anonymous Write Access

Go to FTP client machine, go to Command Prompt
Type ftp 192.168.2.1
Name: anonymous

Password: *****

ftp> pwd

ftp> cd /pub/upload
ftp> put test.txt
ftp> bye

221 Goodbye.

3.  FTP Authentication via System Accounts

To enable user can access their home directory, you should be able:

1.  [root@serverl ~]# vi /etc/vsftpd/vsftpd.conf
2. Press I and change line: # local-enable = YES to local-enable = YES

For example, go to FTP client machine and go to Command Prompt:

Type ftp 192.168.2.1
Name: mike

Password: 123456

ftp> pwd

/home/mike
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3.1.Disabling Local System User Accounts for FTP
By default, each user can read, write, and execute their home directory.
Because of FTP is unencrypted, so we need to disable FTP access by user accounts:
[root@serverl ~]# vi /ete/vsftpd/vsftpd.conf
4 Change line local-enable = YES to local-enable = NO
4 Press Esc and type :x
[root@serverl ~]# service vsftpd restart
Go to FTP client machine and test again by go to Command Prompt:
Type ftp 192.168.2.1
Name: mike
Password: 123456
530 This FTP server is anonymous only.

Login failed

3.2. Blocking FTP Access for User Accounts

We can disable specific user by using /etc/vsftpd/ftpusers file list user account by do as the
following:

1.  [root@serverl ~]# vi /etc/vsftpd/ftpusers
2. Press I and type:

mike

lisa

sok

3. Press Esc and type :x

Go to FTP client machine and test again, by go to Command Prompt:

Type ftp 192.168.2.1
Name: mike
Password: 123456
530 Login incorrect

Login failed.

3.3.Configuring an FTP Greeting Banner
We can change default greeting message that the FTP server issues to clients on the connection.
[root@serverl ~]# vi /etc/vsttpd/vsftpd.conf
4Change line #ftpd_banner = Welcome to blah FTP service.
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Basic FTP Commands

To see FTP commands, at FTP console type help
To see what this command use for, type help <command>.

For example type help mkdir
Some basic commands:
bye : Terminate ftp session and exit. For example, type bye
close : Terminate ftp session. For example, type close
open : Connect to remote ftp. For example, type open 192.168.2.1
quit : Terminate ftp session and exit. For example, type quit
! : Escape to the shell. For example type ! and then type exit
pwd : Print working directory on remote machine. For example type pwd
dir : List contents of remote directory. For example, type dir
Is : List contents of remote directory. For example, type Is
mkdir : Make directory on the remote machine. For example, type mkdir test
rmdir : Remove directory on the remote machine. For example, type rmdir test
cd : Change remote working directory. For example, type cd , ¢d ..
led : Change local working directory. For example, type led
rename: Rename file. For example, type rename oldindex.html newindex.html
delete : Delete remote file. For example, type delete index.bak
mdelete: Delete multiple files. For example, type mdelete *
put : Send one file. For example, type put index.html
mput : Send multiple files. For example, type mput *
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get : Receive file. For example, type get index.html

mget : Get multiple files. For example, type mget *

DHCP
Dynamic Host Configuration Protocol

DHCP Configuration Files

Package file: dhcp-4.1.0p1-12.fc12.1686.rpm
Configuration file: /etc/dhcp/dhcpd.conf
Lease file: /var/lib/dhcpd/dhcpd.leases
Service name: dhcpd
» DHCP thfifimi (protocol) tiiutiitstimunmmiigifinndmestsins 1P 81
INRUAM M (subnet mask) 1SS WN{AGHIESS [@]f@ﬁﬁﬁﬁﬁ@;f‘fﬁtﬁj
MW s IP AuI I SUI{H DHCP
B IELLE R inEliua s 9)igihHIn s MAUAM Y (Network Card)
ishinuld i g suB s grumsand Agmawms IP 151gjui a8 )i

- HigsuIEAIAIsIg)i ¢
- BRI 8IQ)IUM S ANIMY{EA 67
- B eI SUBUMS ANIMUB{GA 68

- MIAU{ARNEN W SMY DHCP IFB[HAAU{AR{TASMSIam SM NNty
AUMIEUANE ASANUAMMY NS 9 )

. éﬁﬁjsmiﬁ DHCP ﬁsiﬁﬁfﬁgmgim IS IP SR UMM (netmask)
trnmerg e SNE TSN a3 s (hostname) TS (Domain) {BRIGM G
(gateway) S et 8 IP ﬁijﬁHﬁﬁij;;‘j]f y

- MIUERGARIWES IP IAIEI RIS UIE DHCP muiiian{sydfi ¢ Dynamic

Allocation, Automatic Allocation 811 Manual Allocation “1
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s e RSRASFNIEES DHCP

DHCP {URUAMIMIMIMEUSIAMAMU IR UdnmAm SNy s DHCP
Discover, DHCP Offer, DHCP Request 81 DHCP Acknowledgment 1
uRUAEIASIQ)iNY s §UMWNS IP I8 Ig]iMBRUIRsgunM Il s igjmims
G266 IP finuunmusAfM st S GmisTiiui ad SUI{H DHCP

al o

- DHCP DiscoverﬁHﬁﬁjShj:]iﬁlj‘IUj (broadcast )[S‘l[ﬂ?ﬁﬂ.ﬂgmih subnet [ﬁﬁJ[fghi
wiadsuSiiuamm
viad8Ig]iufianmy  UDP(User Datagame Protocol) §111011i#1  256.256.255.255  1iit]t
Mt s IP AuiadSUIS DHCP

- DHCP Offer fitsirjSUIYH DHCP ¢ grumsaiinfiiismigr IP figiagsig)i n Sugns IP
ighnwwisdsiduediscl wiw wiadsSulBI§aniDHCP OFFER muuammig it
wiadsIg]i

- DHCP Requestﬁ;mmmaﬁﬁjs:@jimsggmmigm IP figiagsuISIiWw N{RIMmY
HIISUNBRISNMSTGU 1P 1812 Wit njsIg]iptuani DHCP REQUEST fiuws IP
IURIHIRG SUIS

-}

aC

- DHCP Acknowledgment fits1in i aiSUI{S DHCP T8¢ §riani DHCP REQUEST i
Bindsig)i 0 mvfudmdighmuiigfannnisniuggidamamuis: niminngnss
HyMII§in MUDHCP PACK 161t i1 f 81417

Practice 1: To configure DHCP, you should complete the following steps:

1. [root@serverl ~]# vi /etc/dhcp/dhcpd.conf

2. Press I and write as the following:

default-lease-time 600;
max-lease-time 7200;

subnet 192.168.2.0 netmask 255.255.255.0 {
range 192.168.2.5 192.168.2.50;
range 192.168.2.60 192.168.2.100;

}

option subnet-mask 255.255.255.0;

option broadcast-address 192.168.2.255;

option routers 192.168.2.1;

option domain-name-servers 192.168.2.3,192.168.2.4;
option domain-name “sunnydays.com”;
ddns-update-style ad-hoc;
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3. Press Esc and type :x
4.  [root@serverl ~J# chkconfig dhcpd on

5. [root@serverl ~]# /ustr/sbin/dhcpd —d —f
(If OK, type /usr/sbin/dhcpd)

6.  Type service dhcpd restart

Practice 2: Configure DHCP client with Windows XP.
To configure DHCP client running Windows XP, you should complete to the following steps:

1.  Log on as administrator

2. Right-click My Network Places and select Properties
The Properties window open

3. Right-click Local Area Connection and select Properties
The Local Area Connection Properties opens.

4.  Verify three components: Client for Microsoft Networks, File and Printer Sharing for
Microsoft Networks, Internet Protocol (TCP/IP) are installed and checked.

5. High-light Internet Protocol (TCP/IP) and click Properties
The TCP/IP Properties opens.

6.  Select Obtain an IP address automatically check box and select Obtain DNS
server address automatically check box and click OK

7. Click OK and click Close

8.  Close the window

9.  Go to Command Prompt and type:
ipconfig /release

ipconfig /renew
ipconfig

You have done!

Practice 3: Assign Fixed IP address for a DHCP Client
In this practice, you want to assign a fixed IP address (e.g: 192.168.2.51 you excluded it from range
you created) to CLIENT1 machine, you should complete the following steps:

1. On CLIENT1 machine, go to Command Prompt and type ipconfig /all

Read the Physical Address and write down (e.g: 00-16-CE-DC-AC-7D), and then close it.

2. Switch to SERVERI1 machine and log on as root

3. [root@serverl ~]# vi /etc/dhcp/dhcpd.conf

4.  Press I and add as the following into the end of file:
host ns {

next-server clientl;

hardware Ethernet 00:16:CE:DC:AC:7D;

Prepared by Lecture: VONG TONG b



Polytechnic Institute of Battambang Province Linux System Administration

fixed-address 192.168.2.51;
§

Press Esc and type :x
5.  [root@serverl ~]# /usr/sbin/dhcpd —d —f
6.  Switch to CLIENT1 machine and log on as administrator

7. Go to Command Prompt and type:

ipconfig /release
ipconfig /renew

What will you see then?
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| Mail Server I

I. Email — What Is It?

Email, in simple terms, is merely an automated way of delivering conventional mail.

Conventional mail delivery can be thought of three distinct parts: sending email, receiving email and
transporting email between one or more intermediates station and route to its final destination.

I1. How Does Email Work?

Email work in much the same way as conventional mail. Three distinct agents are involved in this
process:

1.  Email client (sender), referred as Mail User Agent (MUA).
2. Mail transports agent, referred to as the Mail Transport Agent (MTA)
3. Mail delivery agent (recipient).

TABLE: Electronic Mail Components

&

Agent Component Description
Mail User Agent (MUA) | Sender Format the message, address the message,
and delivers the message tothe Mail
Transport Agent.
Transport Agent (MTA) | Message Handler | Accept message from User Agent and other
Transport Agent.
Foutes the message over appropriate
network.
Fesolve aliases and forwarding.
Delivery Agent Fecipient Delivery message to destination accessible
by recipient.

The sender of an email constructs a message, using an email client, and address it to a recipient. After
the email client send the message, the Mail Transport Agent (MTA) take over the process.

The Delivery Agents is really nothing more than an email client or user agent.
Email protocol for Delivery Agent:

IMAP = Internet Message Access Protocol

POP = Post Office Protocol

SMTP = Simple Mail Transport Protocol.
ITI. Setting up DNS for SMTP Server

Mail Exchange (MX) records in a DNS Configuration are used to identify SMTP mail server resource
for a domain.
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IN MX  preference-value mail-server-hostname
For example:

IN MX 5 mail-server.yourdomain.com

For the preference-value (integer value) is used when you have two or more than one SMTP mail
servers.

For example:
IN MX 10 fast-mail-server.ad-engine.com

IN MX 20 slow-mail-server.engine.com

IV. Setting up an SMTP Mail Server

A mail user agent (MUA) is a mail client program, such as Email or Elm. With and MUA, a user
compose a mail message and send it. Then a mail transport agent (MTA) transports the message over
Internet. MTAs are mail servers that use the Simple Mail Transport Protocol (SMTP) to send message
across the Internet from one mail server to another. On Fedora Core 5, the commonly used MTA is
Sendmail, a mail server daemon that constantly checks for incoming message from other mail servers
and send outgoing message to appropriate servers.

V. Sendmail

Sendmail operates as a server to both receive and send mail message. Sendmail listens for any mail
message received from other host and addressed to users on the network hosts it serves. At the same
time, Sendmail handles message users are sending out to remote users, determining to what hosts to
send them.

+ Installing Sendmail

Package files: rpm -qa | grep sendmail

sendmail-8.14.3-8.fc12.1686
sendmail-cf-8.14.3-8.fc12.1686

* Sendmail Configuration
Main Configuration file: /etc/mail/sendmail.cf (type find / —name sendmail.cf)

Macro file: /etc/mail/sendmail.mc (type find /etc / —name sendmail.mc )

This is the sendmail macro configuration file for m4. If you make changes to
/etc/mail/sendmail.mc, you will need to regenerate the

/etc/mail/sendmail.cf file by confirming that the sendmail-cf package is installed and then
performing a
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make -C /etc/mail
VI. Setting up POP3 Incoming Mail Server

The Post Office Protocol (POP) allows a remote server to hold mails for users who can then fetch their
mail from it when they are ready. POP protocol hold mails until a user access his or her account on the
POP server.

You can access the POP server from different hosts; however, when you do, all the messages are
transferred to that host. They are not kept on the POP server.

| Configuring Sendmail Mail Server .

example.com

Mail Sarver
FTP Client
Computer name: client? Server name: linuxserver
IP address: 192.168.2.10 IP address: 192.168.2.1
Subnet mask: 255.255.255.0

R0
~ ‘? DNS Server

Server name: linuxserver?
IP address: 192.168.2.2
Subnet mask: 255.255.255.0

Practice 1: Configuring Sendmail Mail Server

In this practice, you should configure SERVERI1 as the Sendmail Mail server with the example.com
domain by completing the following steps:
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1. Switch to serverl machine and log on as root

2. Click System -> Administration -> Firewall -> Close
3. Click Trusted Services -> select Mail (SMTP) check box

4. Click Other Ports -> Add -> select User Defined check box -> type 110 in the Port/Port
Range text box and click OK.

5. Click Apply -> click Yes -> click Close.
6.  Follow to DNS lesson, set up serverl machine as the DNS server and create a domain

named it example.com

7. [root@serverl ~]#vi /etc/mail/sendmail.mc

8. Press I and modify line:
From:
dnl DAEMON_OPTION(‘port=smtp, Addr=127.0.0.1, Name=MTA’)dnl
to
dnl# DAEMON_OPTION(‘port=smtp, Addr=127.0.0.1, Name=MTA’)dnl

4Placing the cursor bellow the line:

LOCAL DOMAIN(‘localhost.localdomain’)dnl
and insert a new line as bellow:

LOCAL DOMAIN(example.com)dnl

9.  Press Esc and type :x
10. [root@serverl ~]#make —C /etc/mail

11. [root@serverl ~J#vi /var/named/named.example.com
Press I and add the line as bellow to the end of file:

example.com IN MX 10 serverl.example.com

12. Press Esc and type :x

13. [root@serverl ~]# vi /etc/dovecot
14. Press I and modify lines:

Form

# protocols = imap imaps pop3 pop3s
To

protocols = imap imaps pop3 pop3s
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From

# mail location = mobx:~/mail:INBOX=/var/mail/%u

To

mail_location = mobx:~/mail:INBOX=/var/mail/%u

15.
16.
17.
18.
19.
20.
21.
22.

Press Esc and type :x

[root@server2 ~]# chkconfig named on
[root@server2 ~]# service named restart
[root@server]l ~]# chkconfig sendmail on
[root@serverl ~]# chkconfig dovecot on
[root@server]l ~]# service sendmail restart
[root@serverl ~]# service dovecot restart

[root@serverl ~]# startx

Linux System Administration

Now you try to create two user accounts for Mike and Lisa for testing, by issue the command:

[root@server] ~]#useradd mike
[root@server] ~]#passwd mike
[root@server]l ~]#useradd lisa
[root@server] ~]#passwd lisa
23. [root@serverl ~]#logout

24. Now log on as mike and type:

[root@server]l ~]#startx

Practice: Configuring Mail client on Linux machine

In this practice, you should configure server]l machine as the mail client with mike@example.com
account by completing the following steps:

1. Switch to server]l machine and log on as mike

2. Click Applications -> Internet -> Evolution Mail and Calendar

3.  Click Forward -> Type E-mail address in the E-mail address text box and click Forward ->
Select POP in the Server Type list box and type 192.168.2.1 in the Server text box and type
mike@example.com in the Username text box and click Forward -> Forward -> Type
192.168.2.1 in the Server text box and click Forward -> Type Your full name in the Name text box
and click Forward -> Select Time Zone and click Forward -> Click Apply.

Now you try to compose a new message and send to lisa@example.com

25. Switch to client]l machine and open Outlook Express and sign up an Lisa account.
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Now open Outlook Express. If this the first time, the Interne Connection Wizard will open allow to
sign up the account. But it is not the first time, on the menu bar, click Tools menu, point to
Accounts, click Mail tab and click Add, select Mail. The Internet Connection wizard open. Type
Lisa in the Display name text box and click Next. Type lisa@example.com in the E-mail address
box and click Next. Type 192.168.2.1 in the Incoming mail (POP3 or HTTP) server text box and
type 192.168.2.1 in the Outgoing mail (SMTP) server text box and click Next. Type 123456
(password for lisa account) in the Password text box and click Next. Click Finish. Click Close.

Click Inbox in the folder dialog box on the left and click Send/Receive button on the Tool bar to
receive mail from Mike.
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Configuring Postfix Mail Server I

Package file name: rpm —qa | grep postfix (type yum —y install postfix)

Service name: postfix
Main configuration file: /etc/postfix/main.cf
Practice: Configuring Postfix Mail Server

In this practice , you should configure SERVERI as Postfix mail server for the example.com domain by
completing the following step:

1. Switch to SERVERI and log on as root
2. Follow DNS lesson and create a domain named example.com
3. [root@serverl~J# vi etc/postfix/main.cf

4. Press I and modify following lines so that can read:
myhostname = SERVER1.example.com
mydomain = example.com

myorigin = $mydomain

inet_interfaces = all
mydestination = $myhostname, localhost.$mydomain, localhost, $§mydomain
mynetworks = 127.0.0.0/8,192.168.2.0/24

home mailbox = Maildir/

message size limit = 5242880 (5 Mb)
mailbox_size limit = 104857600
[root@serverl ~]# service sendmail stop
[root@serverl ~]# chkconfig sendmail off
[root@serverl ~]# alternatives --config mta

[root@serverl ~]# chkconfig postfix on

[root@serverl ~]# service postfix restart
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Linux Commands Line

System information

Command
‘# arch Hshow architecture of machine(1)
‘# cal 2007 Hshow the timetable of 2007

‘# cat /proc/cpuinfo

Hshow information CPU info

‘# cat /proc/interrupts

‘ ‘show interrupts

‘# cat /proc/meminfo

‘ ‘Verify memory use

‘# cat /proc/swaps

Hshow file(s) swap

‘# cat /proc/version

Hshow version of the kernel

‘# cat /proc/net/dev

Hshow network adpters and statistics

‘# cat /proc/mounts

Hshow mounted file system(s)

‘# clock -w Hsave date changes on BIOS
‘# date Hshow system date
‘# date 041217002007.00 Hset date and time - MonthDayhoursMinutes Year.Seconds

‘# dmidecode -q

Hshow hardware system components - (SMBIOS / DMI)

# hdparm -i /dev/hda

Hdisplays the characteristics of a hard-disk

‘# hdparm -tT /dev/sda

Hperform test reading on a hard-disk

‘# Ispci -tv Hdisplay PCI devices
‘# Isusb -tv Hshow USB devices
‘# uname -m Hshow architecture of machine(2)
‘# uname -r Hshow used kernel version
Shutdown, Restart and Logout of a system
Command
‘# init 0 Hshutdown system(2)
‘# logout Hleaving session
‘# reboot ‘ ﬁeboot(Z)

‘# shutdown -h now

‘ ‘shutdown system(1)

# shutdown -h 16:30 &

leanned shutdown of the system at 16:30

‘# shutdown -c¢

Hcancel a planned shutdown of the system

‘# shutdown -r now

‘ ﬁeboot(l)

‘# telinit O

Hshutdown system(3)
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Files and Directory

Command |‘

‘# cd /home Henter to directory '/ home' ‘
‘# cd .. Hgo back one level ‘
‘# cd../. Hgo back two levels ‘
‘# cd Hgo to home directory ‘
‘# cd ~userl Hgo to home directory ‘
‘# cd - Hgo to previous directory ‘
‘# cp filel file2 Hcopying a file ‘
‘# cp dir/* . Hcopy all files of a directory within the current work directory ‘
‘# cp -a /tmp/dirl . Hcopy a directory within the current work directory ‘
‘# cp -a dirl dir2 Hcopy a directory ‘
‘# cp file filel Houtputs the mime type of the file as text ‘
‘# iconv -1 Hlists known encodings ‘
# iconv -f fromEncoding -t converting the coding of characters from one format to another
toEncoding inputFile > outputFile

# find . -maxdepth 1 -name *.jpg batch resize files in the current directory and send them to a

-print -exec convert thumbnails directory (requires convert from Imagemagick)

‘# In -s filel Ink1 Hcreate a symbolic link to file or directory ‘
‘# In filel Ink1 Hcreate a physical link to file or directory ‘
‘# Is Hview files of directory ‘
‘# Is -F HView files of directory ‘
‘# Is -1 Hshow details of files and directory ‘
‘# Is -a Hshow hidden files ‘
‘# Is *[0-9]* Hshow files and directory containing numbers ‘
‘# Istree Hshow files and directories in a tree starting from root(2) ‘
‘# mkdir dirl Hcreate a directory called 'dirl’ ‘
‘# mkdir dirl dir2 Hcreate two directories simultaneously ‘
‘# mkdir -p /tmp/dirl/dir2 Hcreate a directory tree ‘
‘# mv dirl new_dir Hrename / move a file or directory ‘
‘# pwd Hshow the path of work directory ‘
#rm f filel delete file called 'filel’ |
‘# rm -rf dirl Hremove a directory called 'dirl' and contents recursively ‘
‘# rm -rf dirl dir2 Hremove two directories and their contents recursively ‘
‘# rmdir dirl Hdelete directory called 'dir1’ ‘
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‘# touch -t 0712250000 filel Hmodify timestamp of a file or directory - (Y YMMDDhhmm) ‘

‘# tree Hshow files and directories in a tree starting from root(1) ‘

File search

Command M
‘# find / -name filel Hsearch file and directory into root filesystem from '/' ‘
‘# find / -user userl Hsearch files and directories belonging to 'user1’ ‘
# find /home/userl -name \*.bin search files with '. bin' extension within directory '/
home/user1'
‘# find /usr/bin -type f -atime +100 Hsearch binary files are not used in the last 100 days ‘
‘# find /usr/bin -type f -mtime -10 Hsearch files created or changed within 10 days ‘
‘# find / -name *.rpm -exec chmod 755 '{}'\; ‘search files with ".rpm' extension and modify permits ‘
# find / -xdev -name \*.rpm search files with ".rpm' extension ignoring removable
partitions as cdrom, pen-drive, etc....
# locate \*.ps find files with the '.ps' extension - first run ‘updatedb'
command
‘# whereis halt Hshow location of a binary file, source or man ‘
‘# which halt Hshow full path to a binary / executable ‘

Mounting a Filesystem
Command
‘# fuser -km /mnt/hda2 Hforce umount when the device is busy ‘
# mount /dev/hda2 /mnt/hda2 mount disk called hda2 - verify existence of the directory '/

mnt/hda2'

‘# mount /dev/fd0 /mnt/floppy Hmount a floppy disk ‘
‘# mount /dev/cdrom /mnt/cdrom Hmount a cdrom / dvdrom ‘
‘# mount /dev/hdc /mnt/cdrecorder Hmount a cdrw / dvdrom ‘
‘# mount /dev/hdb /mnt/cdrecorder Hmount a cdrw / dvdrom ‘
‘# mount -o loop file.iso /mnt/cdrom Hmount a file or iso image ‘
‘# mount -t vfat /dev/hda5 /mnt/hdas Hmount a Windows FAT32 file system ‘
‘# mount /dev/sdal /mnt/usbdisk Hmount a usb pen-drive or flash-drive ‘
# mount -t smbfs -0 mount a windows network share
username=user,password=pass
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‘//WinClient/ share /mnt/share H

# umount /dev/hda2 unmount disk called hda2 - exit from mount point '/ mnt/hda2'
first

# umount -n /mnt/hda2 run umount without writing the file /etc/mtab - useful when the
file is read-only or the hard disk is full

Disk Space

Command

#df -h

Hshow list of partitions mounted ‘

# dpkg-query -W -f='$ {Installed-Size;10}t$
{Package}n'| sort -k1,In

show the used space by installed deb packages, sorting by
size (debian, ubuntu and alike)

# du -sh dirl

Hestimate space used by directory 'dir1’ ‘

‘# du -sk * | sort -rn

Hshow size of the files and directories sorted by size ‘

‘# Is -1Sr jmore

Hshow size of the files and directories ordered by size ‘

# rpm -q -a --qf '%10{SIZE}t%{NAME}n' | sort
-k1,1n

show the used space by rpm packages installed sorted by
size (fedora, redhat and alike)

Users and Groups

Command
‘# chage -E 2005-12-31 userl Hset deadline for user password
‘# groupadd [group]

‘# groupdel [group]

Hdelete a group

‘# groupmod -n moon sun

Hcreate a new group ‘

‘ﬁename a group from moon to sun

# grpck

check correct syntax and file format of '/etc/group' and
groups existence

#newgrp - [group]

log into a new group to change default group of newly
created files

‘# passwd ‘ ‘change password ‘
‘# passwd userl ‘ ‘change a user password (only by root) ‘
# pwck check correct syntax and file format of '/etc/passwd' and

users existence

# useradd -c "User Linux" -g
admin -d /home/user] -s /bin/bash userl

create a new user "userl" belongs "admin" group

‘# useradd userl

‘ ‘create a ncw user ‘

‘# userdel -r userl

Hdelete a user ('-r' eliminates home directory) ‘

‘# usermod -¢ "User FTP" -g system -d /ftp/userl

Hchange user attributes as description, group and other ‘

Prepared by Lecture: VONG TONG

Ico



Polytechnic Institute of Battambang Province

Linux System Administration

-s /bin/nologin userl

Permits on Files

Command

# chgrp groupl filel

Hchange group of files

# chmod ugo+rwx directoryl

set permissions reading (r), write (w) and (x) access to users owner
(u) group (g) and others (0)

# chmod go-rwx directoryl

remove permits reading (r), write (w) and (x) access to users group
(g) and others (or

# chmod u+s /bin/filel

set SUID bit on a binary file - the user that running that file gets same
privileges as owner

# chmod u-s /bin/file]

disable SUID bit on a binary file |

‘# chmod g+s /home/public

Hset SGID bit on a directory - similar to SUID but for directory ‘

‘# chmod g-s /home/public

Hdisable SGID bit on a directory ‘

# chmod o+t /home/public

set STIKY bit on a directory - allows files deletion only to legitimate
owners

‘# chmod o-t /home/public

Hdisable STIKY bit on a directory ‘

‘# chown userl filel

Hchange owner of a file ‘

# chown -R userl directoryl

change user owner of a directory and all the files and directories
contained inside

‘# chown userl:groupl filel

Hchange user and group ownership of a file

‘# find / -perm -u+s

Hview all files on the system with SUID configured

#1s -lh

#1s /tmp | pr -T5 -WSCOLUMNS

Hdivide terminal into 5 columns

|
|
Hshow permits on files
|

Special Attributes on files

Command

‘# chattr +a filel

Hallows write opening of a file only append mode ‘

# chattr +c filel

allows that a file is compressed / decompressed automatically by the
kernel

‘# chattr +d filel Hmakes sure that the program ignores Dump the files during backup ‘

# chattr +i filel makes it an immutable file, which can not be removed, altered,
renamed or linked

‘# chattr +s filel Hallows a file to be deleted safely ‘

# chattr +S filel

makes sure that if a file is modified changes are written in
synchronous mode as with sync
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‘# chattr +u filel Hallows you to recover the contents of a file even if it is canceled ‘
‘# Isattr Hshow specials attributes ‘
| |
Archives and compressed files

Command

‘# bunzip?2 filel.bz2 Hdecompress a file called 'file1.bz2' ‘
‘bzip2 filel Hcompress a file called 'filel" ‘
‘# gunzip filel.gz Hdecompress a file called 'filel.gz' ‘
‘# gzip filel Hcompress a file called 'filel’ ‘
‘# gzip -9 filel Hcompress with maximum compression ‘
‘# rar a filel.rar test file Hcreate an archive rar called 'filel.rar' ‘
‘# rar a filel.rar filel file2 dirl Hcornpress 'filel', 'file2' and 'dir1' simultaneously ‘
‘# rar x filel.rar Hdecompress rar archive ‘
‘# tar -cvf archive.tar filel Hcreate a uncompressed tarball ‘
‘# tar -cvf archive.tar filel file2 dirl Hcreate an archive containing 'filel’, 'file2' and 'dir1’ ‘
‘# tar -tf archive.tar Hshow contents of an archive ‘
‘# tar -xvf archive.tar Hextract a tarball ‘
‘# tar -xvf archive.tar -C /tmp Hextract a tarball into / tmp ‘
‘# tar -cvfj archive.tar.bz2 dirl Hcreate a tarball compressed into bzip2 ‘
‘# tar -xvfj archive.tar.bz2 Hdecompress a compressed tar archive in bzip2 ‘
‘# tar -cvfz archive.tar.gz dirl Hcreate a tarball compressed into gzip ‘
‘# tar -xvfz archive.tar.gz Hdecompress a compressed tar archive in gzip ‘
‘# unrar x filel.rar Hdecompress rar archive ‘
‘# unzip filel.zip Hdecompress a zip archive ‘
‘# zip filel.zip filel Hcreate an archive compressed in zip ‘
‘# zip - filel.zip filel file2 dirl Hcompress in zip several files and directories simultaneously ‘
| |

RPM Packages ( Fedora, Red Hat and like)

Command

‘# rpm -ivh [package.rpm]| Hinstall a rpm package ‘
‘# rpm -ivh --nodeeps [package.rpm] Hinstall a rpm package ignoring dependencies requests ‘
# rpm -U [package.rpm] upgrade a rpm package without changing configuration

files
‘# rpm -F [package.rpm] Hupgrade a rpm package only if it is already installed ‘
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‘# rpm -¢ [package]

Hremove a rpm package

‘# rpm -qa

Hshow all rpm packages installed on the system

‘# rpm -qa | grep httpd

Hshow all rpm packages with the name "httpd"

‘# rpm -qi [package]

Hobtain information on a specific package installed

‘# rpm -qg "System Environment/Daemons"

Hshow rpm packages of a group software

‘# rpm -ql [package]

Hshow list of files provided by a rpm package installed

# rpm -qc [package]

show list of configuration files provided by a rpm
ackage installed

‘# rpm -q [package] --whatrequires

Hshow list of dependencies required for a rpm packet

‘# rpm -q [package] --whatprovides

Hshow capability provided by a rpm package

‘# rpm -q [package] --scripts

Hshow scripts started during installation / removal

‘# rpm -q [package] --changelog

Hshow history of revisions of a rpm package

‘# rpm -qf /etc/httpd/conf/httpd.conf

Hverify which rpm package belongs to a given file

# rpm -qp [package.rpm] -1

installed

show list of files provided by a rpm package not yet

‘# rpm --import /media/cdrom/RPM-GPG-KEY

Himport public-key digital signature

‘# rpm --checksig [package.rpm]

Hverify the integrity of a rpm package

‘# rpm -qa gpg-pubkey

Hverify integrity of all rpm packages installed

# rpm -V [package]

checksum and last modification

check file size, permissions, type, owner, group, MDS5

# rpm -Va

with caution

check all rpm packages installed on the system - use

‘# rpm -Vp [package.rpm]

‘Verify a rpm package not yet installed

# rpm -ivh /ust/src/redhat/RPMS/ arch’/
[package.rpm]

install a package built from a rpm source

# rpm2cpio [package.rpm] | cpio --extract --make-
directories *bin*

extract executable file from a rpm package

‘# rpmbuild --rebuild [package.src.rpm]

Hbuild a rpm package from a rpm source

YUM packages tool (Fedora, RedHat and alike)

Command

‘ h)escription

‘# yum -y install [package]

Hdownload and install a rpm package

# yum localinstall [package.rpm]

That will install an RPM, and try to resolve all the
dependencies for you using your repositories.

‘# yum -y update

Hupdate all rpm packages installed on the system

‘# yum update [package]

Hupgrade a rpm package

‘# yum remove [package]

Hremove a rpm package

# yum list

Hlist all packages installed on the system
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‘# yum search [package] Hﬁnd a package on rpm repository ‘
‘# yum clean [package] Hclean up rpm cache erasing downloaded packages ‘
# yum clean headers remove all files headers that the system uses to resolve
dependency
‘# yum clean all ‘ﬁemove from the cache packages and headers files ‘
| |
DEB packages (Debian, Ubuntu and like)

Command

‘# dpkg -i [package.deb] Hinstall /upgrade a deb package ‘
‘# dpkg -r [package] Hremove a deb package from the system ‘
‘# dpkg -1 Hshow all deb packages installed on the system ‘
‘# dpkg -1 | grep httpd Hshow all deb packages with the name "httpd" ‘
‘# dpkg -s [package] Hobtain information on a specific package installed on system ‘
‘# dpkg -L [package] Hshow list of files provided by a package installed on system ‘
‘# dpkg --contents [package.deb] Hshow list of files provided by a package not yet installed ‘
‘# dpkg -S /bin/ping Hverify which package belongs to a given file ‘
| |

APT packages tool (Debian, Ubuntu and alike)

Command

‘# apt-cache search [package] Hreturns list of packages which corresponds string "searched-packages" ‘
‘# apt-cdrom install [package] Hinstall / upgrade a deb package from cdrom ‘
‘# apt-get install [package] Hinstall /upgrade a deb package ‘
‘# apt-get update Hupdate the package list ‘
‘# apt-get upgrade Hupgrade all of the installed packages ‘
‘# apt-get remove [package] ‘&emove a deb package from system ‘
‘# apt-get check ‘%/erify correct resolution of dependencies ‘
‘# apt-get clean Hclean up cache from packages downloaded ‘
| |
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Pacman packages tool (Arch, Frugalware and alike)

Command

‘# pacman -S name

Hlnstall package 'name' with dependencies ‘

‘# pacman -R name

HDelete package 'name' and all files of it ‘

View file content

Command

‘# cat filel Hview the contents of a file starting from the first row ‘

‘# head -2 filel Hview first two lines of a file ‘

# less filel similar to 'more' command but which allows backward movement in the file
as well as forward movement

‘# more filel HView content of a file along ‘

‘# tac filel HVieW the contents of a file starting from the last line ‘

‘# tail -2 filel Hview last two lines of a file ‘

‘# tail -f /var/log/messages Hview in real time what is added to a file ‘

| |

Text Manipulation
Command |‘

‘# cat example.txt | awk 'NR%2==1"

Hremove all even lines from example.txt

‘# echoab c|awk '{print $1}'

Hview the first column of a line

‘# echo a b ¢ | awk '{print $1,$3}'

‘# cat -n filel

|
|
Hview the first and third column of a line ‘
|

Hnumber row of a file

# comm -1 filel file2

compare contents of two files by deleting only unique lines from
'filel'

# comm -2 filel file2

compare contents of two files by deleting only unique lines from
'file2'

# comm -3 filel file2

compare contents of two files by deleting only the lines that
appear on both files

# diff filel file2

Hﬁnd differences between two files ‘

‘# grep Aug /var/log/messages

Hlook up words "Aug" on file '/var/log/messages' ‘

‘# grep “Aug /var/log/messages

Hlook up words that begin with "Aug" on file '/var/log/messages' ‘

# grep [0-9] /var/log/messages

select from file '/var/log/messages' all lines that contain numbers
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‘# grep Aug -R /var/log/*

Hsearch string "Aug" at directory '/var/log' and below ‘

‘# paste filel file2

Hmerging contents of two files for columns ‘

# paste -d '+' filel file2

merging contents of two files for columns with '+' delimiter on
the center

# sdiff filel file2

find differences between two files and merge interactively alike
"diff"

‘# sed 's/string1/string2/g' example.txt

Hreplace "string1" with "string2" in example.txt

‘# sed '/°$/d' example.txt

Hremove all blank lines from example.txt

‘# sed '/ *#/d; /~$/d' example.txt

Hremove comments and blank lines from example.txt

‘# sed -e '1d' exampe.txt

Heliminates the first line from file example.txt

‘# sed -n '/string1/p'

Hview only lines that contain the word "string1"

‘# sed -e 's/ *$//' example.txt

Hremove empty characters at the end of each row

‘# sed -e 's/string1//g' example.txt

Hremove only the word "string1" from text and leave intact all

‘# sed -n '1,5p' example.txt

Hprint from 1th to 5th row of example.txt

‘# sed -n 'Sp;5q' example.txt

‘# sed -e 's/00*/0/g' example.txt

Hreplace more zeros with a single zero

# sort filel file2

Hsort contents of two files

# sort filel file2 | uniq

Hsort contents of two files omitting lines repeated

# sort filel file2 | uniq -u

Hsort contents of two files by viewing only unique line

# sort filel file2 | uniq -d

Hsort contents of two files by viewing only duplicate line

‘# echo 'word' | tr '[:lower:]' '[:upper:]'

Hconvert from lower case in upper case

|
|
|
|
|
|
|
|
Hprint row number 5 of example.txt ‘
|
|
|
|
|
|
|

Character set and Format file conversion

Command

# dos2unix filedos. txt fileunix.txt

Hconvert a text file format from MSDOS to UNIX

‘# recode .. HTML < page.txt > page.html Hconvert a text file to html

‘# recode -1 | more

‘# unix2dos fileunix.txt filedos.txt

Hconvert a text file format from UNIX to MSDOS

Hshow all available formats conversion ‘

Filesystem Analysis
Command
‘# badblocks -v /dev/hdal Hcheck bad blocks on disk hdal ‘
‘# dosfsck /dev/hdal Hrepair / check integrity of dos filesystems on disk hdal ‘
‘# e2fsck /dev/hdal Hrepair / check integrity of ext2 filesystem on disk hdal ‘
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# e2fsck -j /dev/hdal

Hrepair / check integrity of ext3 filesystem on disk hdal

|
‘# fsck /dev/hdal Hrepair / check integrity of linux filesystem on disk hdal ‘
‘# fsck.ext2 /dev/hdal ‘h‘epair / check integrity of ext2 filesystem on disk hdal ‘
‘# fsck.ext3 /dev/hdal Hrepair / check integrity of ext3 filesystem on disk hdal ‘
‘# fsck.vfat /dev/hdal Hrepair / check integrity of fat filesystem on disk hdal ‘
‘# fsck.msdos /dev/hdal Hrepair / check integrity of dos filesystem on disk hdal ‘
| |

Format a Filesystem

Command
# fdformat -n /dev/fd0 format a floppy disk
‘# mke2fs /dev/hdal Hcreate a filesystem type linux ext2 on hdal partition
‘# mke2fs -j /dev/hdal Hcreate a filesystem type linux ext3 (journal) on hdal partition
‘# mkfs /dev/hdal Hcreate a filesystem type linux on hdal partition

# mkfs -t vfat 32 -F /dev/hdal

|
|
|
|
Hcreate a FAT32 filesystem ‘
|
|

‘# mkswap /dev/hda3 Hcreate a swap filesystem
Filesystem SWAP

Command

‘# mkswap /dev/hda3 Hcreate a swap filesystem

‘# swapon /dev/hda3 Hactivating a new swap partition

# swapon /dev/hda2 /dev/hdb3

|
|
Hactivate two swap partitions ‘
|

Backup
# find /var/log -name '*.log' | tar cv --files-from=- | | find all files with '.log' extention and make an bzip
bzip2 > log.tar.bz2 archive

# find /home/userl -name "*.txt' | xargs cp -av
--target-directory=/home/backup/ --parents

find and copy all files with '.txt' extention from a
directory to another

'dd of=hda.gz'

# dd bs=1M if=/dev/hda | gzip | ssh user@ip addr |make a backup of a local hard disk on remote host via

ssh

‘# dd if=/dev/sda of=/tmp/filel

Hbackup content of the harddrive to a file ‘

‘# dd if=/dev/hda of=/dev/fd0 bs=512 count=1 Hmake a copy of MBR (Master Boot Record) to floppy ‘
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‘# dd if=/dev/fd0 of=/dev/hda bs=512 count=1 Hrestore MBR from backup copy saved to floppy ‘
‘# dump -0aj -f /tmp/home0.bak /home Hmake a full backup of directory '/home' ‘
‘# dump -1aj -f /tmp/home0.bak /home Hmake a incremental backup of directory '/home' ‘
‘# restore -if /tmp/home0.bak ‘ﬁestoring a backup interactively ‘
‘# rsync -rogpav --delete /home /tmp Hsynchronization between directories ‘
# rsync -rogpav -¢ ssh --delete /home rsync via SSH tunnel

ip_address:/tmp

# rsync -az -e ssh --delete ip_addr:/home/public synchronize a local directory with a remote directory via
/home/local ssh and compression

# rsync -az -e ssh --delete /home/local synchronize a remote directory with a local directory via
ip_addr:/home/public ssh and compression

‘# tar -Puf backup.tar /home/user ﬁnake a incremental backup of directory '/home/user’

# (cd /tmp/local/ && tar ¢ . ) | ssh -C user@ip_addr copy content of a directory on remote directory via ssh
'cd /home/share/ && tar x -p'

# ( tar ¢ /home ) | ssh -C user@ip_addr 'cd copy a local directory on remote directory via ssh
/home/backup-home && tar x -p'
# tar cf - . | (cd /tmp/backup ; tar xf - ) local copy preserving permits and links from a directory
to another

CDROM
‘ Command ‘
‘# cd-paranoia -B Hrip audio tracks from a CD to wav files ‘
‘# cd-paranoia -- ‘ﬁip first three audio tracks from a CD to wayv files ‘

# cdrecord -v gracetime=2 dev=/dev/cdrom -eject  clean a rewritable cdrom
blank=fast -force

‘# cdrecord -v dev=/dev/cdrom cd.iso Hburn an [SO image

‘# gzip -dc cd _iso.gz | cdrecord dev=/dev/cdrom - Hburn a compressed ISO image

|
|
‘# cdrecord --scanbus Hscan bus to identify the channel scsi ‘
‘# dd if=/dev/hdc | md5sum ‘h:)erforrn an mdSsum on a device, like a CD ‘
‘# mkisofs /dev/cdrom > cd.iso Hcreate an iso image of cdrom on disk ‘
‘# mkisofs /dev/cdrom | gzip > cd_iso.gz Hcreate a compressed iso image of cdrom on disk ‘
‘# mkisofs -J -allow-leading-dots -R -V Hcreate an iso image of a directory ‘
‘# mount -0 loop cd.iso /mnt/iso Hrnount an ISO image ‘
|
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Networking (LAN / WiFi)
Command ‘
‘# dhclient ethO Hactive interface 'eth0' in dhcp mode ‘
‘# ethtool ethO Hshow network statistics of ethQ ‘
# host www.example.com lookup hostname to resolve name to ip address and
viceversa
‘# hostname Hshow hostname of system ‘
‘# ifconfig ethO Hshow configuration of an ethernet network card ‘
# ifconfig eth0 192.168.1.1 netmask 255.255.255.0 configure IP Address |
# ifconfig ethQ promisc configure 'eth0' in promiscuous mode to gather packets
(sniffing)
‘# ifdown ethO Hdisable an interface 'eth(’ ‘
‘# ifup ethO Hactivate an interface 'eth(’ ‘
‘# ip link show Hshow link status of all network interfaces ‘
‘# iwconfig ethl Hshow wireless networks ‘
# iwlist scan wifi scanning to display the wireless connections
available
‘# mii-tool eth( Hshow link status of 'eth(' ‘
‘# netstat -tup Hshow all active network connections and their PID ‘
# netstat -tupl show all network services listening on the system and
their PID
‘# netstat -rn Hshow routing table alike "route -n" ‘
# nslookup www.example.com lookup hostname to resolve name to ip address and
viceversa
‘# route -n Hshow routing table ‘
‘# route add -net 0/0 gw IP_Gateway Hconﬁgure default gateway ‘
# route add -net 192.168.0.0 netmask 255.255.0.0  configure static route to reach network '192.168.0.0/16'
gw 192.168.1.1
‘# route del 0/0 gw IP_gateway Hremove static route ‘
‘# echo "1" > /proc/sys/met/ipv4/ip_forward Hactivate ip routing temporarily ‘
‘# tepdump tcp port 80 Hshow all HTTP traffic ‘
‘# whois www.example.com Hlookup on Whois database ‘
| |
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Microsoft Windows networks (samba)

Command

# mount -t smbfs -o

mount a windows network share

username=user,password=pass
//WinClient/share /mnt/share

‘# nbtscan ip_addr

Hnetbios name resolution

‘# nmblookup -A ip_addr

Hnetbios name resolution

‘# smbclient -L ip_addr/hostname

Hshow remote shares of a windows host

‘# smbget -Rr smb://ip_addr/share

Hlike wget can download files from a host windows via smb

IPTABLES (firewall)

Command

‘# iptables -t filter -L

Hshow all chains of filtering table

‘# iptables -t nat -L

Hshow all chains of nat table

‘# iptables -t filter -F

Hclear all rules from filtering table

‘# iptables -t nat -F

Hclear all rules from table nat

‘# iptables -t filter -X

Hdelete any chains created by user

# iptables -t filter -A INPUT -p tcp --dport telnet -j
ACCEPT

allow telnet connections to input

# iptables -t filter -A OUTPUT -p tcp --dport http -j
DROP

block HTTP connections to output

# iptables -t filter -A FORWARD -p tcp --dport
pop3 -j ACCEPT

allow POP3 connections to forward chain

‘# iptables -t filter -A INPUT -j LOG --log-prefix

‘Logging on input chain

# iptables -t nat -A POSTROUTING -o ethO -
MASQUERADE

configure a PAT (Port Address Traslation) on eth0O
masking outbound packets

# iptables -t nat -A PREROUTING -d 192.168.0.1
-p tcp -m tcp --dport 22 -j DNAT --to-destination
10.0.0.2:22

redirect packets addressed to a host to another host
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Monitoring

Command

and debugging

‘# free -m

Hdisplays status of RAM in megabytes

‘# kill -9 process_id

Hforce closure of the process and finish it

‘# kill -1 process_id

Hforce a process to reload configuration

‘# last reboot

‘ ‘show history reboot

‘# Ismod

Hdisplay kernel loaded

‘# Isof -p process_id

Hdisplay a list of files opened by processes

‘# Isof /home/userl

Hdisplays a list of open files in a given path system

‘# ps -eafw

Hdisplays linux tasks

‘# ps -e -o pid,args --forest

Hdisplays linux tasks in a hierarchical mode

‘# pstree

HShows a tree system processes

‘# smartctl -A /dev/hda

Hmonitoring reliability of a hard-disk through SMART

‘# smartctl -1 /dev/hda

Hcheck if SMART is active on a hard-disk

‘# strace -c Is >/dev/null

Hdisplay system calls made and received by a process

‘# strace -f -e open Is >/dev/null

Hdisplay library calls

‘# tail /var/log/dmesg

Hshow events inherent to the process of booting kernel

‘# tail /var/log/messages

Hshow system events

‘# top

Hdisplay linux tasks using most cpu

‘# watch -n1 'cat /proc/interrupts' Hdisplay interrupts in real-time

Others useful commands

Command

# alias hh="history’'

Hset an alias for a command - hh = history

# apropos ...keyword

display a list of commands that pertain to keywords of a
program , useful when you know what your program
does, but you don't know the name of the command

# chsh

‘change shell command

# chsh --list-shells

another box

nice command to know if you have to remote into

‘# gpg -c filel

Hencrypt a file with GNU Privacy Guard ‘

‘# gpg filel.gpg

Hdecrypt a file with GNU Privacy Guard ‘

#1dd /usr/bin/ssh

Hshow shared libraries required by ssh program ‘

# man ping

display the on-line manual pages for example on ping
command - use '-k' option to find any related commands
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‘# mkbootdisk --device /dev/fd0 ‘uname -r’ Hcreate a boot floppy ‘

‘# wget -r www.example.com Hdownload an entire web site ‘

# wget -c www.example.com/file.iso download a file with the ability to stop the download
and resume later

# echo 'wget -c www.example.com/files.iso' | at start a download at any given time

09:00

‘displays description of what a program does

# whatis ...keyword

# who -a show who is logged on, and print: time of last system
boot, dead processes, system login processes, active
processes spawned by init, current runlevel, last system
clock change
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